
Red Alert - Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 15:15:17 UTC

Home > List all groups > List all tools > List all groups using tool Red Alert

 Tool: Red Alert

Names
Red Alert
Red Alert 2.0

Category Malware

Type Banking trojan, Credential stealer

Description

(Bleeping Computer) While Red Alert is a new addition to the mobile banking scene, the trojan works

similarly to past threats. The trojan waits in hiding until the user opens a banking or social media app. When
this happens, the trojan shows an HTML-based overlay on top of the original app, alerting the user of an

error, and asking him to reauthenticate.

Red Alert then collects the user's credentials and sends them to its C&C server.

Information

<https://www.bleepingcomputer.com/news/security/researchers-discover-new-android-banking-trojan/>

<https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_apps.html>
<https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/red-alert-2-0-android-

trojan-spreads-via-third-party-app-stores>

Malpedia
<https://malpedia.caad.fkie.fraunhofer.de/details/win.red_alert>
<https://malpedia.caad.fkie.fraunhofer.de/details/apk.redalert2>

Last change to this tool card: 22 May 2020

Download this tool card in JSON format

All groups using tool Red Alert

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4da6a3f3-cfb0-4d8f-ad11-7abe57753e67

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4da6a3f3-cfb0-4d8f-ad11-7abe57753e67
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