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Downeks and Quasar RAT Used in Recent Targeted Attacks Against Governments

FileHash-SHA256: 101 | Domain: 14 | Hostname: 20

DustySky is a campaign which others have attributed to the Gaza Cybergang group, a group that targets
government interests in the region. The initial infection vector in this attack is not clear, but it results in installing
the “Downeks” downloader, which in turn infects the victim computer with the “Quasar” RAT. Downeks uses
third party websites to determine the external IP of the victim machine, possibly to determine victim location with
GeolP. It also drops decoy documents in an attempt to camouflage the attack. Quasar is a .NET Framework-based
open-source RAT. The attackers invested significant effort in attempting to hide the tool by changing the source

code of the RAT and the RAT server, and by using an obfuscator and packer.
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