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How to Set Up a Logon Script via ADUC in Server 2008
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You can use Active Directory logon scripts to assign tasks that will be performed when a user logs on to a
particular computer. These scripts can carry out operating system commands, set system environment variables,

and call other scripts or executable programs. Some tasks commonly performed by logon scripts include:

e Mapping network drives

e Installing and setting a user’s default printer
e Collecting computer system information

e Updating virus signatures

o Updating software

Basically, there are two ways to assign Logon scripts. The first is done on the Profile tab of the user properties
dialog in the Active Directory Users and Computers (ADUC). The second is done via Group Policy Objects
(GPO). This article will focus on the first method.

It’s worth noting that using the first method — via the Profile tab of the user properties — will work for any
Microsoft-based operating system, and is especially useful when you have older clients such as Windows 95/98 or
Windows NT. These types of operating systems do not use Group Policies. If you assign the logon script in both
ways for a user, if the user logs on to a computer running Windows 2000 or above, both logon scripts will run.

Therefore it’s recommended you only use one of the methods. You can read more about it on my “Setting up a

Logon Script through GPO in Windows Server 2008” article.
Note: Using Windows Server 2008 Active Directory Users and Computers (ADUC) to assign logon scripts is
mostly the same as it was in Windows 2003, but having some people asking me questions about it in Windows

Server 2008 has triggered the writing of this article.

Creating the logon script

The Active Directory logon script is the file that does the actual action. It could be almost any action, as noted
above. So we’ll start by creating that script. The default location for logon scripts is the NETLOGON share,

which, by default, is shared on all Domain Controllers in an Active Directory forest, and is located in the

following folder:

%SystemRoot%SYSVOLsysvol<domain DNS name>scripts

Where %SystemRoot% is usually “C:Windows” and <domain DNS name> is the DNS name of the domain,
similar to “Petri.local”. This folder, which is a part of the SYSVOL special folder, is replicated to all the Domain
Controllers in the domain.

Note: The actual process of creating the script is beyond the scope of this article, there are plenty of good

resources with great examples on the Internet.

1. 1. Create the logon script and give it the appropriate name (for example: logon.bat, logon.cmd,

logon.vbs, etc.) The script can use ANY name, just make sure you know what that name is, and give

Page 1 of 5


https://petri.com/setting-up-logon-script-through-gpo-windows-server-2008.htm
https://petri.com/setting-up-logon-script-through-gpo-windows-server-2008.htm
https://www.cayosoft.com/active-directory-management-tools/active-directory-forest/

https://www.petri.com /setting-up-logon-script-through-active-directory-users-computers-windows-server-2008

it the right file extension type.
2. Make sure that the script runs and performs the required action when it is manually run (double-

click on it).

3. Copy the Active Directory logon script (CTRL+C).
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1. 1. Paste the logon script in the NETLOGON share on one of the Domain Controllers. The
NETLOGON share is located in the following path: c:WindowsSysvolSysvolDomain NameScripts.
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Note: You can enter a UNC path in the “Logon script” field and place the file in another location. However, this
location should be one that is replicated to all Domain Controllers, and unless you have such a folder available, I’d
suggest you keep to the NETLOGON share.
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What permissions are required for Active DirectoryLogon scripts to run?

Logon scripts run with the credentials of the user. It is recommended that the “Domain Users” group shall be
given permission to any resources used by either of these scripts. For example, if the logon script writes to a log
file, the group “Domain Users” should be given read/write access to the file or the folder where the log file is
located. Most users have limited privileges on the local computer, so logon scripts will have the same limited

privileges.
Assigning the script to the user

Next, we need to decide what user should have the logon script. We will work in that user’s user account in Active
Directory Users and Computers. With this procedure, you can only link ONE logon script to each user, and you
must do it ONE USER AT A TIME, or, if you have the knowledge — script the changes in Active Directory (there
are methods to do this, but I won’t get into detail here).

If you plan to have more than ONE logon script, and if you wish to assign that/those script(s) to more than one

user, you might want to look into the “Setting up a Logon Script through GPO in Windows Server 2008 article.

1. 1. Open Active Directory Users and Computers from the Administrative Tools folder (or dsa.msc from
RUN).
2. Expand the domain tree, locate the OU where the user is located.

3. Right-click the user object, select Properties.

—ioix
Fie Acton ‘Wew Help
e HM A0 XD DB TTES
. Actve Directory Uisers and Comput | Mame Dessrpilion
H ] Saved Queries
o g petriab.ocs i:";'
B B muitn : 2 group. ..
5 [ Computers Disabie Account
i Demain Contralers Rezet Pasmword...
® [ ForeignSecurityPrincpals Move, ..
il Test Cpen Home Fage
H Users Send Mall
Al Tasks 3
Cut
Delete
Rename
Proper Hes
Heldp
KT I— |

{Opens the properties diafog bow for the cument selection. [ [

1. 1. In the Profile tab, locate the Logon Script box.
2. In the Logon Script box type the name of the script from step #2. You DO NOT need to enter the
path, since it is located in the NETLOGON share. Make sure you enter the full name (i.e. logon.bat
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or logon.vbs etc.).
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1. Click Ok.
Replicate the DCs

Now we need to replicate the DCs in the domain by using either Active Directory Sites and Services, Replmon,
Repadmin, or wait a few moments (depending on the number of DCs). As a simple follow up to this article, I

suggest you use Active Directory Sites and Services.

Testing the logon script

1. On one of the computers that is part of the domain, logoff the specific user account.
2. Logon and test the Active Directory logon script.

If the Active Directory logon script doesn’t work for you, go back to the basics and see if it works at all by double-
clicking on it. See if it’s placed in the right path — the NETLOGON share on one of the DCs, and see if it has
replicated to the other DCs. Also check permissions by trying to manually run the script from the right path but

while logged on as the user, and not as an administrator.
FAQs
How can I troubleshoot Active Directory logon script execution failures in real-time?

You can enable script logging in Active Directory by configuring the “Enable logon script debug logging” policy,
which creates detailed logs in %UserProfile%\ScriptLogs. This helps track Active Directory logon script
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execution issues, including permission problems and syntax errors.

Can I use PowerShell for Active Directory logon script creation and management?

Yes, PowerShell can be used to create and manage Active Directory logon scripts. You can use PowerShell’s
Active Directory module to automate script deployment, monitor execution, and modify script assignments across

multiple user accounts simultaneously.
What are the security implications of using Active Directory logon scripts?

Active Directory logon scripts run with user credentials, so it’s crucial to implement proper script signing, use
secure storage locations, and regularly audit script contents. Additionally, implementing NTFS permissions and

monitoring script execution through security logs helps maintain a secure environment.

Can Active Directory logon scripts be used in hybrid cloud environments?

Yes, Active Directory logon scripts can function in hybrid environments, but they require proper configuration of
Azure AD Connect and consideration of network latency. The scripts need to be designed to handle both on-

premises and cloud resources effectively.

What are the best practices for managing multiple Active Directory logon scripts across different

organizational units?

Implement version control for Active Directory logon scripts, use central script repositories, maintain
documentation for each script’s purpose, and establish a testing environment. Consider using script templates and

implementing change management procedures for script modifications.

Recent Windows Server 2008 Forum threads

Got a question? Post it on our Windows Server 2008 forums!
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