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Malicious Google Ad --> Fake Notepad++ Page --> Aurora Stealer
malware

By SANS Internet Storm Center
Archived: 2026-04-05 18:11:07 UTC
Introduction

Google ads are a common vector for malware distribution. Do a Google search for any popular free software download.

Review any search results marked "Ad" or "Sponsored," then check the link to see if anything is unusual.
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I've already written two diaries and authored various tweets about this type of activity:

https://isc.sans.edu/diary/Google+ad+traffic+leads+to+stealer+packages+based+on+free+software/29376
https:/isc.sans.edu/diary/Google+ads+lead-+to+fake+software+pages+pushing+IcedID+Bokbot/29344
https:/twitter.com/Unit42 Intel/status/1615470858067222568

https:/twitter.com/Unit42 Intel/status/1608567622856998912

Others have also reported his activity. Recent posts include:

« https://www.bleepingcomputer.com/news/security/google-ad-for-gimporg-served-info-stealing-malware-via-
lookalike-site/

o https:/heimdalsecurity.com/blog/google-ads-exploited-to-spread-malware/
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o https://www.hackread.com/google-ads-malware-nft-crypto-wallet/

One example of free software routinely spoofed for Google ads is Notepad++. Almost without fail, I can find a fake
webpage for Notepad++ every day through Google ads. For today's diary, I found a Google ad for a malicious site at
notopod-plos-plus|[.]Jcom.
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G notepad++ - Google Search x [EH

<« > C (& htpsy//www.google.com/search?q = notepad%2B%2B&0q=notepad®28%2B&aqs =edg

Go g|e notepad++
Download Notepad++ 8.4.8

Jan 25,
aims 1o prow
Rating: 4.5 - 801 v

Free - Win

https://isc.sans.edu/diary/rss/29448

d=chrome&ie=UTF-8#ip=1 A e 2

x| 4 @ a @ss-:m‘

022 — Notepad++is a third-party alterative to the built-in solution, and per its name, it
de a more refined, feature-packed experience,

Business/Productivity

® Fandom - https:/choicescriptdev.fandom.com » wiki =

Notepad++ Syntax Highlighter - ChoiceScript Wiki - Fandom

Like other text editors, Notepad#+ (which is recommended by the basic tutorial) uses a system

called Syntax Highlighting which helps in cading by visually

Sponsored

© notopod-plos-plus.com - hitpszifwww.notopad-plos-plus.com > download *

Notepade - Downlogds
replacement that support, | lanquages. new features and bug-fixes.

More results

. From your IP address - Update location

hittps://notopod-plos-plus com

Shown above: Google ad for fake Notepad+ + site. Misspelled "Notepad" as "Notepade" in the ad.

These fake sites copy pages from the real software sites and have links to download the malware.

[ httpsymotopod-plos-pluscom x| 4

< O ) httpsi/notoped-plos-plus.com/?gclid

Current Version 8.4.1

Home

News
Online Help
Resources
RSS
Donate
Author

hitps.//natopod-plos-plus.com/bsdf/file.php.

- o x
EAlalQol AMYASAAEgKemfD_BwE A 18 i @
Downloads B a - £
& "PP84BInstalecsd exe could harm your device

Downloads e

See more

Download Notepad++ vﬁ}ﬁl’
N

Notepad++ 8.4 (Stand up for Ukraine)

Notepad++ 8.3.3 (Make Apps, not war)

Notepad++ 8.3.2 (Declare variables, not war)

Notepad++ 8.3.1 (Boycott Beijing 2022)

Notepad++ 8.3 (Bovcott Beiiing 2022)

Shown above: Downloading malware form the fake Notepad++ page.

The URL to download malware was notopod-plos-plus|[.]Jcon/bsdf/file.php which redirected to another URL hosting the

malware. I found the redirect by using a URL shortner revealer. In this case, I used expandurl.net and found the malware

hosted at hxxps://obsqroject|.Jcom/npp.8.4.8.Installer.x64.exe. Note the "q" in "obsqroject” in the malware download

URL. The malware is 'hosted on a server impersonating the legitimate site obsproject.com.
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Home Expanded URL

Expanded URL

[https‘,f,fnotupud-plus-ptus.comfbsdf/ﬁ\e.php
Results for https://notopod-plos-plus.com/bsdf/file.php

Short URL: https://notopod-plos-plus.com/bsdf/file.php

Redirects: 1 (hide details)
1. https://obsqgroject.com/npp.8.4.8.Installer.x64.exe

Long URL: https://obsqroject.com/npp.8.4.8.Installer.x64.exe

Extra Information

Meta Keywords: No Keywords

Shown above: Using a tool that reveals locations of shortened URLS to find a redirect for our malware.

The downloaded malware was detected by Microsoft Defender as an unrecognized app, so I had some extra clicks to run it.

2 A B Manage
Home Share View Application Teols [7]
« » 4 @ » This PC » Downloads v U Search Downloads
Name Date nmdm;d Type Size
1/18/2023 5:03 AM Application 4,502 KB

#§ npp.8.4.8.Installer.x64.exe l

Windows protected

1item 1 item selected 4.39 MB

Shown above: Windows Defender doesn't like this type of downloaded EXE file.

Post-infection traffic caused by this malware went to a server at 79.137.133[.]225 over TCP port 8081.
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i The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ams®@ TREAa¢rr3e s [Enaal

" tcp.stream eq 0 acs -

Time Src Port Dst Port Info
2023-01-18 05:06:40 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=1
2023-01-18 05:06:40 79.137.133.225 8081 49897 8081 - 49897 [PSH, ACK] S
2023-01-18 05:06:40 49897 79.137.133.225 8081 49897 . 8081 [ACK] Seq=1
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seg=1
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 . 8081 [ACK] Seg=14__
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=29—
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=43
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=58
2023-01-18 05:06:42 49897 79.137.133.225 8081 49897 . 8081 [PSH, ACK] S
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 - 49897 [ACK] Seq=6 ____
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 - 49897 [ACK] Seq=6
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 - 49897 [ACK] Seq=6
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 . 49897 [ACK] Seq=6 |
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 - 49897 [ACK] Seq=6 ——
2023-01-18 05:06:42 79.137.133.225 8081 49897 8081 - 49897 [ACK] Seq=6
2023-01-18 05:06:45 79.137.133.225 8081 49897 8081 - 49897 [PSH, ACK] S——
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=79
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=94
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=10
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seqg=12
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=13
2023-01-18 05:06:45 49897 79.187.1383.225 8081 49897 - 8081 [ACK] Seqg=15
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=16
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=18
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=19
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seqg=21
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=22 |
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=24
2023-01-18 05:06:45 49897 79.137.133.225 8081 49897 - 8081 [ACK] Seq=25

ez Packets: 2505

Shown above: Post-infection traffic shown in Wireshark.

Post-infection traffic consists of plain text. Text sent by the server to the infected Windows host was WORK and Accept and
Thanks. Data sent by the infected Windows host to the server looks like Base64 text.

= Wireshark - Follow TCP Stream (tcp.stream eq 0) E_——

WORK

H4sTAAAAAAAA/+yde30qSL/v38oq/
9q7JjPhoomsqlNl1uhEajBABaS61qqad4KCQO6hIVEK1576dAk61Jycysec7K3ka//
1CBpun+9a+bviDf f3Umu+We87UDVAuymK46Vx11P1tOvverowd5c2AgwWXeT+/
GvgztdHNtM560DNw8kVgedr535Yj1dBjHbueqglwWKzbHT+6/Dzj85V597qf004D/
N4URZf20ZkxWkDhbOIY6Jb9t fbacT+2p@F7K/CtDv7 LZUGHM/
XN934dtbEOry7xXzvaQ7RaFIvZ+gsMiofoy+ChWJJg9wXEwXLdpllsw6nz9ZT81/
nfX8TFavpfE+2/vzwIvwpCnlHuvohj+8v//cL91mWQUn/58m31bfvt/
qdP6FX1TKB1vrI3fJl+/60wWUbB+WMw7Xzvil2/f7GK6Kr59ixh5cr0ern4L4vxh/
u3bYFHOYSKIi2/f5sv1lb/3fur/1f1PnxTogZLrérbrp/
jatpp2rjhwtptMmMpbrMout19hJHXe+djp/
XHUGDOWBWMVYNiRYKgnPVmSyy6bzofJ1vCPnj6rnwXsKgxSIhTdzNOu9oFYSdr51xUBR
LE9fVU+E+W7Zz1ZEfYyLS56GiRPMy/
DIJ10Bg2iNImoM3KWuCaREX+NsrZNBZBDUACQCEBQ2x+AADL5gMLToBR8ymBs73gr6E
AsTdTgN38FuG11+5E5ez26TeFQqFQKBQKST8MCChN18DI9HbTiHSAZDbWR1LKZJZAPYV
vZKaRQKBQKhUKh/
JOI3hCwOjhEw]jxwerXL4czn8Mx3U8Z3epnvmLMYyQ8hwrM4x7ulI9vwUZtBoA8Gh7De
FfEg8R19cCBVBUruvVnCgNeHPmccI6QjITOMPCXwLnu8M6cISNVmuaCLRQcnOSzV1yHV
rrQIQ7DQzdNgOkoU6R] ITu9paMxZNymxXyYVQG8yZSdMRXhtaTejJ9t TAqQFQqFQKBTKv4
thopvAgbY+RzYRKXATxcT1lcDdGeOMjnLm8mXp5RVZ+uT85VEPIAIwW/
OWdNjBDUBQYRXMey8BhybOm55vIsPkUstRC89FfVQaI9ig6791lw4i3gzjRVci+0Kved
ME(qCswIXApqtEyfQe9um8KoVCoVAOFMgnNQ9QGVikvYsUso3qxHTF+GT70HqM5KWMkKK
kCSTQ361FelLePc3sKOGNyThI/

EabAl ANA 1t AhoanainimAas AVARAV ARV TIZ DAMAEAA MAO+ALNRANANAA—=ml /7 N TAaERNe A -] W
1,182 client pkis, 7 server pkts, 12 turns.

Entire conversation (1,721 kB) - Show data as ASCII ' Stream 2
Find: Find Next
@Help Filter Out This Stream  Print ~ Save as.. | Back |xClose

Shown above: Start of TCP stream for the post-infection traffic.
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= Wireshark - Follow TCP Stream (tcp.stream eq 0) -+ x

e2uxrN/f2dhP+1YsvyV53wz39Q0scmWfH/bY913Q/X9/TOHWXC/ o
1nvdiv5H1lgzDuP@omyH/sdXFjynZ6h/rVGRN2RTSb7+u/Z/
0qY5Z0Vv2HO37vrxeSDU3396D4S+R/YhL/tS7++2bzvxH5v/ 8080/ /PHHVWEAAP//
AQAA///3DTG2Y+gVAA==

Accept

HA4STAAAAAAAA/
+xUb2/6NhD+Kta9aiUT8W8F8mo00S3iTyMS1BfzhExyKVaDhd1lGLav47p0OBrawruUget
qib9XsW53PP4nufu8grzZViOEMJjGi6QfjQbZoj8eL9LBNAYKQ1kqCF9hytc+KREKo+w
+qcWjaZTM60Dhei0qYhhDCFI51Lx0AIVbozZ6H3wIHNdAAT6FEBGELNSZJQOPVNVYJy
3LvFnP041aB/

NGrV3yRq2H7bLWxGWz1WxdtYt06VmTOYQWED LRVPWOXHMrchILgyu+Jf2Cad4cGKET7v
KFOWF3MLkmkDF5kk0sierVer1iu/G5EomZ0fSTNo12/vfi0OEGWaY/
DQAKMzBEWghV61ui8JY5dwlISGEKGRsbtFYxnK11huHJuDFWkjGYvUsK8ULY5]jUOugG
7aAbDKV1vKrQBCOX7QBfECikuUHO®ZI1mt/
7SaXqfhgmEADsKsbC5MoXvyLFtQCFTTygthHITVTsSK10Y9WzTverYaF7eGLw+vx3YCh
RtRYXI4R]jxfHaOTdHS8MCcMKHw1fe7qEU9Ub603j T+COQMS22p20zN+y3406XR1kpyvl
PPY8v//1dSzfKzwPSRH3jh2eR5dusuSvRZ60P6XyeIcH/
ScpH1uxo036NTur6eKkGO2yRQPgThcFsdj9bjIdpBUEVEBNKDjOh8ZNOXJIVAVCXZsepr
HXPHGZspvhbykbGQZCskdmsdrknOpVSOlEIWXxK2Qa05WxGrMRSmwCLzsT36nn/zqH9/
INvV6K5ei2h/ww8h30PHTVVF13vwfIz/6eaaGT4v/4z9MYrRPTMNGXMEd/

1ZPvri4X3e73wEAAP//AQAA//81tdokngg ==

Thanks

1,182 client pkts, 7 server pkts, 12 turns.

Entire conversation (1,721 kB) = Show data as ASCII ' Stream 2
Find: Find Next
@Help Filter Out This Stream  Print  Save as... | Back | xClose

Shown above: End of TCP stream for the post-infection traffic.

Note the server sent WORK once, Accept multiple times and Thanks twice.

i Wireshark - Follow TCP Stream (tcp.stream eq 0) S

WORK

Accept
Accept
Accept
Accept
Accept
Thanks
Accept
Accept
Accept
Accept
Thanks

Entire conversation (1,721 kB)
79.137.133.225:8081 —

:49897 (47 bytes) Show data as ASCII - Stream 2
‘ 49897 — 79.137.133.225:8081 (1,721 kB) [Find NEXII
@Help Filter Out This Stream  Print = Save as... | Back | = Close

Shown above: Text sent from the server to the infected Windows host.

This post infection traffic follows patterns seen with previous examples of Aurora Stealer malware.
Indicators of Compromise

Google ad traffic to fake Notepad++ site:

o hxxps://www.googleadservices[.]Jcom/pagead/aclk?
sa=L&ai=DChcSEwiNnNGbq9D8AhUOFdQBHYudC80YABAAGgIvY Q&ohost=www.google.com&cid=CAASJORocbWbOKS8xihLbtr-
uk4JIaGPISKgFmjK_urkXpVpd9puZOQ&sig=AOD64_3UiS622EDVVxXZE1kULfyg7CYIZgA&q&adurl&ved=2ahUKEwik1sqgbq9D8AhXJmG¢
» hxxps://notopod-plos-plus[.]Jcom/?
gclid=EAIalQobChMIjZzZRm6vQ_AIVDhXUAR2LnNQvNEAMYASAAEgKemfD_BwE

Traffic to download the malware:
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» hxxps://notopod-plos-plus[.]Jcom/bsdf/file.php
» hxxps://obsqroject[.]Jcom/npp.8.4.8.Installer.x64.exe

Aurora Stealer post-infection traffic:

e tcp://79.137.133[.]225:8081
Downloaded Aurora Stealer malware sample available at:

e https://bazaar.abuse.ch/sample/6c365c86aa823b55235be2d7f139160bfe994a33b2d34b73de239b24bbde7391
Sandbox analysis of the Aurora Stealer malware:

« https://app.any.run/tasks/3998cf08-2e26-45da-8d37-f1e99aba0d3f
* https:/tria.ge/230118-f1ewcaac94

Final Words

Criminal groups frequently use Google ads to distribute malware. These ads frequently lead to fake sites impersonating web
pages for legitimate software. In some cases, these malicious files install a copy of the legitimate software and include

malware in the background. In other cases like this one, the files just run or install malware.

In most cases, Microsoft Defender warns victims these files are potentially dangerous. Unfortunately, many people click

past these warnings and infect their computers.

How can we best prevent these infections? My advice is to follow best security practices and avoid ads when searching for

free software downloads on Google.

Brad Duncan

brad [at] malware-traffic-analysis.net

Source: https://isc.sans.edu/diary/rss/29448
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