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 Tool: ArguePatch

Names ArguePatch

Category Malware

Type Loader

Description
(ESET) The ESET research team has now spotted an updated version of the ArguePatch
malware loader that was used in the Industroyer2 attack against a Ukrainian energy provider

and in multiple attacks involving data wiping malware called CaddyWiper.

Information
<https://www.welivesecurity.com/2022/05/20/sandworm-ukraine-new-version-arguepatch-

malware-loader/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.arguepatch>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool ArguePatch

Changed Name Country Observed

APT groups

  Sandworm Team, Iron Viking, Voodoo Bear 2009-Dec 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e50d2611-217a-4571-aa05-fa87425d8f36
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