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APT Group Analysis

Overview

In 2022, NSFOCUS Research Labs revealed a large-scale APT attack campaign called DarkCasino and identified

an active and dangerous aggressive threat actor. By continuously tracking and in-depth study of the attacker’s

activities, NSFOCUS Research Labs has ruled out its link with known APT groups, confirmed its high-level

persistent threat nature, and following the operational name, named this APT group DarkCasino.

In August 2023, security vendor Group-IB followed up and disclosed a DarkCasino activity against
cryptocurrency forum users, and captured a WinRAR 0-day vulnerability CVE-2023-38831 used by the APT

threat actor DarkCasino in this attack.

NSFOCUS Research Labs analyzed the APT group DarkCasino’s attack activities in WinRAR vulnerability
exploitation and confirmed its techniques and tactics; At the same time, NSFOCUS Research Labs also found a
large number of attacks by known APT organizations and unconfirmed attackers when tracking the exploitation of

WinRAR vulnerabilities. Most of these attacks targeted national governments or multinational organizations.

This report will analyze the APT group DarkCasino and its detailed attacks launched recently, disclose the
exploitation of WinRAR vulnerabilities by multiple known APT attackers and new threat actors, and predict the

development trend of this threat.
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About APT Group DarkCasino

DarkCasino is an economically motivated APT group that was first discovered by NSFOCUS Research Labs in
2021.

Figure 2.1 Impression of DarkCasino created by DALL-E

Name DarkCasino
Affiliation Unknown
Motivation Economic benefits

) ) Cryptocurrency trading platforms, online casinos and network
Target industries ;
banks worldwide

Target victims Staff and users of online trading platforms
Main attack vectors Watering hole phishing, spear phishing

Representative attack ) .
100l Trojan DarkMe, Vulnerability CVE-2023-38831
ools

Table 2.1 DarkCasino Information

The name of DarkCasino comes from a large-scale APT attack of the same name captured by NSFOCUS Research

Labs in 2022. the APT group DarkCasino mainly targets various online trading platforms in Europe, Asia, the
Middle East and other regions, covering industries such as cryptocurrencies, online casinos, network banks and
online credit platforms. DarkCasino is good at obtaining assets deposited by victims in online accounts by stealing

passwords from target hosts.
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Attacks launched by the APT group DarkCasino are very frequent, demonstrating a strong desire to steal online
property. In the early days, DarkCasino mainly operated in countries around the Mediterranean and other Asian
countries using online financial services; more recently, with the change of phishing methods, its attacks have
reached users of cryptocurrencies worldwide, even including non-English-speaking Asian countries such as South

Korea and Vietnam.

DarkCasino is an APT threat actor with strong technical and learning ability, who is good at integrating various
popular APT attack technologies into its attack process. In the early days, the APT group DarkCasino mainly drew
on the attack idea of an APT attacker named Evilnum and used malicious shortcuts, image steganography and
other technologies to realize phishing attacks. The overall process design was also similar to that of Evilnum, so
NSFOCUS Research Labs once attributed this organization to Evilnum; after H2 2022, DarkCasino gradually
abandoned the attack idea borrowed from Evilnum and developed a set of multi-level loading patterns based on

several Visual Basic components, thus implementing many larger-scale network attacks.

In 2021, the APT group DarkCasino developed a Visual Basic-based Trojan Horse program called DarkMe and
constantly refined the details of the attack process around it to improve its functions, countermeasures and

delivery methods, thus enhancing the stability and efficiency of attacks. For a detailed analysis of this attack tool,

please also refer to the published analysis report of NSFOCUS Research Labs.

At present, there is not enough evidence to prove the origin of DarkCasino.

About CVE-2023-38831

CVE-2023-38831 is an arbitrary execution vulnerability in WinRAR software that was first exploited by
DarkCasino in April 2023 and fixed in a new version of WinRAR v6.23 in August 2023.

The implementation of CVE-2023-38831 is based on the file running mechanism of WinRAR software. By
constructing a decoy file, a folder with the same name as the decoy file, and a malicious file with the same name
with a space at the end of the folder, it spoofs the API function ShellExecuteExW called by WinRAR, so that it

can mistakenly release the malicious file and execute when the decoy file should have been opened.

NSFOCUS Research Labs found that CVE-2023-38831 can be integrated into common email or watering hole
phishing attacks, replacing malicious package attachments commonly found in phishing emails to make it more
deceptive. It is difficult for untrained WinRAR users to identify and defend against such exploit attacks; Some
CVE-2023-38831 vulnerability exploitation variants also have a certain anti-virus capability, which can bypass the

endpoint protection software in the target device to achieve attack effects.

Due to the large installed capacity, blocked update channels and difficult maintenance of WinRAR software, CVE-
2023-38831 has a great impact and attack power. It is expected that this vulnerability will become an important

weapon for attackers to break through target defense for a period of time.

Recent Activities of DarkCasino

Overview
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NSFOCUS Research Labs observed that DarkCasino has been active for more than a year since they first
launched large-scale cyberattacks using the Trojan DarkMe in 2022. Attacks against online trading platforms

launched by DarkCasino can be spotted in each quarter.

In April 2023, DarkCasino developed a new attack pattern and launched a new round of attacks against online

trading forums.

DarkCasino exploited a WinRAR zero-day vulnerability (later identified by security researchers and assigned
number CVE-2023-38831) in this new attack pattern, placing malicious programs into specially crafted

vulnerability zip files for phishing attacks against forum users through online trading forum posts.

In general, DarkCasino constructed various post contents such as money-making tips and investment suggestions,

and lured forum users into opening malicious files attached or pointed to the posts.

DarkCasino put a large number of vulnerability files in various trading forums. As of October, some posts with

malicious links or files remained uncleaned, as shown below.

my best Personal Strategy to trade with bitcoin

0 Asked by BTCinvest2023, -
- Share
April 30

Question

BTCinvest2023  posied Apil 20

Hello everyone, nice to join you on this forum, believe it or not, | would like to show you how this year many people could make a high income thanks to

bitcoin. trying to better explain my theory | want to attach my concept of the market trend here https://ffiles.catbox. imBa.rar (these are the methods
r‘ that | use it to study the market) and | have to tell you that based on past years, | think it should be very profitable to i bitcoin this year but I'm still

waiting for your opinions, in any case if anyone has any tips for me let me know, I'm new on this forum but | have been dealing with trading for many years,

Members thank you for your attention

Lol VR[S0 SORT BY DATE

Figure 4.1 Phishing Posts from DarkCasino
Attack Process Analysis

NSFOCUS Research Labs found that DarkCasino implemented two attack processes by compressing files through

these vulnerabilities. The main logic of these two attack processes is relatively similar, and the main difference

lies in the storage form of the Trojan data.

This report takes the attack flow using encrypted .txt files as an example to introduce the process design ideas and

changes of DarkCasino in this round of operations.

The main composition of this attack process is shown in the following figure, which consists of the CVE-2023-
38831 vulnerability exploitation file, Cabinet archive file, registry file and ActiveX control file. It is divided into

three stages: vulnerability exploitation, load release and Trojan execution.
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Figure 4.2 Main Attack Process of DarkCasino

In another attack flow, DarkCasino replaces the medium storing encrypted Trojan data with a steganographic

image.
Vulnerability Exploitation Stage

When the victim opens a file named “Trading_strategy_2023.rar”, the following file structure will be displayed in
WinRAR:

[ Trading_Strategy 2023.rar (only 12 days left to buy a license)

Fle Commands Tools Favorites Options Help

BoElme \® @ 8 =

Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T
MName Size Packed ModiﬁedA CRC32
Trading Strategies 2023.pdf 3,106,409 2929617 2023/4/12 1:33
[ Trading_Strategies_2023.pdf 279,723 237,275 2023/4/12 1:07 1AF593F5
[8] TSG_Trading_Intro.png 45,274 41,751 2023/4/12 1:31 CCBAB33F

Figure 4.3 DarkCasino Vulnerability File Structure A

This is a typical build pattern for CVE-2023-38831 vulnerabilities. When the user tries to double-click to open the
pdf file in the zip package, it actually executes a batch file named “Trading_Strategies_2023.pdf .cmd” under the

same name folder.
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% Trading Strategy 2023.rar (only 12 days left to buy a license)

Fle Commands Tools Favorites Options Help

B e amme @ @ &8 =

Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T
Name Size Packed Modified CRC32
box_select_allico 1,406 144 2004/9/15 3:53 D3797870
|:| Images.com 3,002,080 2,914,323 2023/4/7 22:47 066B4B83
[ ] Trading_Strategies_2023.pdf .cmd 285 205 2023/4/12 1:36 BB7F3EFD

Figure 4.4 DarkCasino Vulnerability File Structure B
This batch will open the original decoy pdf file as well as a malicious file named Images.com.

The contents of the original decoy pdf file in this example process are shown below.

The complete guide to trading strategies

A trading strategy is different from a trading style. There are four high-level trading strategies that every
trader should know. Discover the main trading strategies in this article.

What is a trading strategy?

A trading strategy is a plan that employs analysis to identify specific market conditions and price levels.
While fundamental analysis can be used to predict price movements, most strategies focus on specific
technical indicators.

What is the difference between trading strategy and trading style?

Although there is a lot of confusion between ‘style” and “strategy’, there are some important differences
that every trader should know. While a trading style is an overarching plan for how often you'll trade,
and how long you’ll keep positions open for, a strategy is a very specific methodology for defining at
which price points you'll enter and exit trades.

A trading style is your preferences while trading the market or instrument, such as how frequently and
how long or short-term to trade. A trading style can change based on how the market behaves but this is
dependent on whether you want to adapt or withdraw your trade until the conditions are favourable.

Explore trading strategies to use when trading in the US with our partner, tastyworks.

Figure 4.5 Decoys used by DarkCasino

Load Release Stage

The Images.com file, which was exploited to execute batch files within the file, is a loader-type Trojan designed
by DarkCasino. The program is actually a cabinet archive file disguised as a .com file, including sw.exe, na.ocx,

nb.ocx, ph.txt and add.txt five components.
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After the loader Trojan releases the above five components to the TEMP directory, it will run the sw.exe program

to start the subsequent loading execution process.
Sw.exe itself does not contain malicious functions and is mainly used to load na.ocx and nb.ocx library files.

na.ocx will read and decrypt the ph.txt file, save the decrypted content in % APPDATA%\RarDir\ClassFile.ocx,
and also transfer add.txt to this directory.

. add.ixt 2023/10/13 11:19
‘&, ClassFile.ocx 2023/10/13 11:19

Figure 4.6 Malicious files generated by DarkCasino in APPDATA
The nb.ocx file mainly runs the following cmd commands:
cmd /c cd APPDATA\RarDir&&cmd /c timeout 1&&cmd /c reg.exe import add.txt

cmd /c cd APPDATA\RarDir&&cmd /c timeout 1&&cmd /c rundll32.exe /sta {EA6FC2FF-7AE6-4534-9495-
F688FEC7858C} Mouse_Keyboard

These cmd commands register a com component by writing to the host registry and then running it.

The registered com component is the above decrypted and saved ClassFile.ocx file.

Trojan Execution Stage

The com component ClassFile.ocx running in the above process is the final payload Trojan of this attack flow.

The Trojan horse used by DarkCasino in this round of operations is DarkMe, which is commonly used by the

group.

The Trojan DarkMe appeared in this round of attacks is basically the same as that previously used by DarkCasino
in terms of functions. The main difference is that DarkCasino has added more obfuscation codes to the new
Trojan, expanding the whole program file to over 20MB. This strategy can effectively reduce the risk of being

detected.

DarkMe is a Visual Basic spy Trojan. Its initial version appeared on September 25, 2021. Currently, it supports
host information collection, screenshot, file manipulation, registry manipulation, cmd command execution, self-

update, persistence and other functions.

For a detailed analysis of the Trojan DarkMe, refer to NSFOCUS Research Labs’ published report on Operation

DarkCasino.

CVE-2023-38831 Exploitation in the Wild
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When NSFOCUS Research Labs analyzed the impact surface of vulnerability CVE-2023-38831, it found that
since this vulnerability was revealed in August 2023, multiple APT organizations and unconfirmed attackers have
used this vulnerability for phishing attacks, most of which target important government agencies in various

countries.

NSFOCUS Research Labs also captured a large number of exploitation files produced and disseminated by

phishing email hackers worldwide, indicating that the vulnerability has been exploited on a large scale.
Attacks by known APT groups

It has been observed that APT group DarkPink in Southeast Asia, APT group Konni in East Asia and APT group
GhostWriter in Eastern Europe use CVE-2023-38831 vulnerabilities to carry out cyberattack activities.

DarkPink-linked attacks on the governments of Vietnam and Malaysia

The APT group DarkPink has used the vulnerability CVE-2023-38831 to attack government targets in Vietham
and Malaysia.

DarkPink attackers used this vulnerability in this round of attacks to upgrade their existing attack processes and

make multiple improvements to attack techniques and tactics, significantly improving the success rate of attacks.

VanBanGoc_20
23.07.10.TT03

FINAL.pdf .exe
Release ' —
b | ==
Run ‘

1
Telegram

DLL
Side-loading

VanBanGoc_20
23.07.10.TT 03 TelePowerDropper TelePowerBot

FINAL.zip '_'_!ah‘_\- CnC
CVE-2023-38831

PDF

VanBanGoc_20
23.07.10,.TT 03
FINAL,pdf

Lure

Figure 5.1 Main Attack Process of DarkPink

Known targets of the DarkPink attack include Vietnam’s Ministry of Foreign Affairs, Ministry of Finance,
Vietnam’s State Securities Regulatory Commission and Malaysia’s government sectors like Ministry of Defense

and Strategic Planning.
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DarkPink still uses its main Trojan programs, TelePowerDropper and TelePowerBot, to steal information during

this round of attacks.

A detailed analysis of the DarkPink campaign can be found in reports published by NSFOCUS Research Labs.
Konni-linked attacks on cryptocurrency industry in South Korea

Konni, an APT group from North Korea, also quickly used the vulnerability CVE-2023-38831 to launch attacks

on South Korea’s cryptocurrency industry after it was made public. Relevant attacks were first disclosed by

Knownsec.

Interestingly, the attack process built by Konni using this vulnerability is somewhat similar to that originally used
by DarkCasino. It consists of components such as batch files, Trojan horse programs disguised as images, and

binaries storing encrypted information.

The decoy used by Konni in this attack is a web file named “Screenshot_2023_09_06_Qbao_Network.html”,

which contains the cryptographic mnemonic of a cryptocurrency wallet application.

ThHe -

¢ Uz uy

vessal statistics vessel analysis
glimpse phase style dry therefore
srupid existonce suddeondy

A

Figure 5.2 Decoys used by Konni

Page 9 of 20


https://nsfocusglobal.com/apt-group-darkpink-exploits-winrar-0-day-to-target-multiple-entities-in-vietnam-and-malaysia/
https://paper.seebug.org/3033/
https://nsfocusglobal.com/wp-content/uploads/2023/11/5.2.png
https://nsfocusglobal.com/wp-content/uploads/2023/11/5.2.png

https://nsfocusglobal.com /the-new-apt-group-darkcasino-and-the-global-surge-in-winrar-0-day-exploits/

The final payload delivered by Konni in this attack is its representative Trojan KonniRAT, which can take long-

term control of the victim host and obtain important contents.
GhostWriter-linked attacks on defense and educational institutions in Ukraine

Also at the end of August when the vulnerability was revealed, GhostWriter (UAC-0057, UNC1151), an APT
group suspected of coming from Belarus, also began to exploit this vulnerability to launch attacks against

Ukraine.

The vulnerability exploitation file constructed by GhostWriter is named ” 36ipauk_te3_ HYOY_23" (National
Defense University of Ukraine Digest 23), and its structure is shown in the following figure, consisting of decoy
pdf file, cmd batch file and Ink shortcut file:

B zGiprue tes HYOY 23.rar (only 12 days left to buy a license)

File Commands Tools Favorites Options Help

B @ E0me \@® 0 8 =

Add  Extract To  Test View Delete Find  Wizard Info VirusScan Comment  SFX

T
Mame Size Packed Modified CRC32
16872_16_2023_03049.pdf 5,767,984 4,002,620 2023/8/29 15:05
|j 16872_16_2023_03049.pdf 4275452 3,885,224 2023/8/29 15:05 B26332FC

Figure 5.3 Vulnerability File Structure A Built by GhostWriter

B z6ipric tes HYOY 23.rar (only 12 days left to buy a license)

File Commands Tools Favorites Options Help

B o Ea0me \® @ & 5

Add Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T
Mame Size Packed Modiﬁedh CRC32
|j 16872 16 2023 03049.Ink 5,767,889 4,002,544 2023/8/29 15:05 2A000339
158_.-"2_1 6 2023 03049.pdf .cmd 95 76 202378729 15:05 52182410

Figure 5.4 Vulnerability File Structure B Built by GhostWriter

After the vulnerability is triggered, the actually executed cmd batch file will run an Ink shortcut to release the

decoy .pdf file and GhostWriter’s iconic Trojan PicassoLoader.
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Figure 5.5 Decoys Used by GhostWriter

The PicassoLoader is a variant Trojan written with JavaScript. Its main function is to download and decrypt a

piece of data, obtain and load the Trojan CobaltStrike Beacon, and control the victim’s host.
Unconfirmed Threat Actors

NSFOCUS Research Labs also captured many field exploit files that could not be attributed to known APT

attackers. Since most of these exploit files are aimed at targets such as government agencies and multinational
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organizations, NSFOCUS Research Labs has marked these attackers and assigned temporary names for tracking.
Actor230830: Attack targeting the European Parliament

The attacker marked as Actor230830 organized attacks on relevant personnel of the European Parliament

immediately after the vulnerability became public.

The attack flow built by Actor230830 is relatively simple. After the vulnerability is triggered, a cmd batch file will

be executed, which will access the following two addresses through an edge browser:
http://89.96.196[.1150:8080/
https://www.europarl.europal.]eu/pdfs/news/expert/agenda_week_by_day/35-2023/35-2023_en.pdf

The link to the .pdf file is used to display a decoy that is used to confuse victims, while the link to the IP address is

used to help attackers carry out attacks

Agenda

28 August - 03 September 2023
20230823APR04240 European Parliament

The Week Ahead 28 August — 03 September 2023

Committee and political group meetings, Brussels

Commissioner Wojciechowski on the Black Sea grain deal. Members of the Committee on
Agriculture and Rural Development will quiz Commissioner Wojciechowski on the Black Sea
grain deal and market situation. (Thursday)

Establishing theUkraine Facility. The Commission’s proposal for a €50 billion initiative 1o
support Ukraine's recovery, reconstruction and modernisation from 2024 to 2027 will be
discussed by members of the committees on Budgets and Foreign Affairs. (Wednesday)

Mid-term revision of the EU's long-term budget. The package to boost the EU's Multiannual
Financial Framework (MFF) in order to be able to face urgent challenges will be the focus of a
debate in the Committee on Budgets, during which the rapporteurs will present their draft report
on the revision. (Wednesday)

Announcement of LUX Award Finalists. The five films shortlisted for the 2024 LUX European
Audience film award will be unveiled at the Venice film festival. (Friday)

President's agenda. Roberta Metsola, President of the European Parliament, will meet with the
Prime Minister of Romania lon-Marcel Ciolacu on Friday 14:00.

EP press contacts

Figure 5.6 Decoys used by Actor230830
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The researchers were unable to confirm the attacker’s actual attack pattern because service on port 8080 of the

above-mentioned remote server had been withdrawn when this attack was discovered.

In the existing sandbox records, access to this IP port triggered the NTLM authentication mechanism of Windows.
Therefore, it can be speculated that the attacker may use the vulnerability of NTLM protocol to try to steal the

password of the victim’s host domain.

Known victims of this attack are located in Portugal and the United Kingdom.

Actor231003: Attack targeting Serbia

Another unknown attacker, Actor231003, exploited the vulnerability CVE-2023-38831 in early October to launch

a cyberattack targeting Serbia.

The decoy built by the attacker in this activity is called “NATONSPAFinallnviteList.zip”, and its construction uses

the common pattern of .pdf decoys matching cmd batch files, as shown below.

Name Size Packed ModiﬂedA CRC32

| | naTONSPAFinalinviteList.pdf | 1,995 244

|:I MNATOMNSPAFinallnvitelist. pdf 502,876 476,555 2023/10/3 0:06 D35A52D35
Name Size Packed I"v'lt:n::liﬁedA CRC32
NATDNSPﬁ\Fina“nviteList.pdf .cmd I 1,995 344 2023/10/3 0:06 B300F13E

Figure 5.7 Vulnerability File Structure Built by Actor231003

The contents of NATO Public Diplomacy Programmes are documented in the decoy file called

“NATONSPAFinallnviteList.pdf” as shown below.
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NATO PUBLIC DIPLOMACY PROGRAMMES

CO-SPONSORSHIP GRANTS FOR PUBLIC DIPLOMACY
PROJECTS

PUBLIC DIPLOMACY DIVISION, INTERNATIONAL STAFF,
NATO HEADQUARTERS

Blvd. Leopold IIl, B-1110 Brussels, Belgium

NATO PUBLIC DIPLOMACY DIVISION
CO-SPONSORSHIP GRANTS 2023

CONTENT GUIDELINES

Version 21 October 2022

Figure 5.8 Decoys used by Actor231003

The vulnerability file was uploaded to Serbia, so it can be inferred that the attackers were targeting pro-NATO

forces in non-NATO countries.

After the vulnerability is triggered, subsequent Trojan programs will be downloaded from the specified location

https://allnato[.Jnet/news/uploads/chrmap.exe to realize attacks.

The Trojan released by Actor231003 in this event is the well-known remote-controlled Trojan Remcos. It can

achieve full control of the victim’s host.
Actor231004: Attack targeting government departments of New Zealand

NSFOCUS Research Labs also uncovered another suspected cyber-attack against governmental sectors of New
Zealand. The attacker we labeled as Actor231004 used a report from the Ministry of Foreign Affairs and Trade of
New Zealand as bait and exploited vulnerabilities in CVE-2023-38831 to release a well-known commercial

spyware Bumblebee.
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Figure 5.9 Decoys used by Actor231004

Bumblebee is a loader-type Trojan. With that, an attacker can deliver subsequent attack components to steal
secrets or take over the operations of remote hosts.

There are many known attacker organizations related to the Trojan Bumblebee, including GOLD CABIN, TA578
and TA579.
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Actor231010: Attack targeting Russia and Belarus

Another attacker Actor231010 (aka SkeletonWolf) by NSFOCUS Research Labs used this vulnerability to launch

phishing attacks against Russia and Belarus.

The vulnerability file constructed by this attacker also consists of a decoy .pdf file and a batch file used for the
attack. The decoy name is Pismo_ishodjashhee_61301-
1_8724_ot_27_09_2023_Rassylka_Ministerstva_promyshlennosti.pdf (Ministry of Industry mail 61301-1 8724
dated September 27, 2023). The document is a letter from the Federal Ministry of Industry and Trade of Russia, so
it can be presumed that Actor231010’s target in this attack is the people who had dealings with the Ministry of

Industry of the Government of Russia.

g A, K 1] 4] a H E P H [s] E o a i E C T B o 6
«KOHUEPH «MOPHH@OPMCHCGTEMA-RIAT»

IRCCE SHTYIHacTeR, 2B, Mocesa, POCCHE, 106275 HHH 7720544 208 OEND 17597462 3n. nowra! info@concern-agal
Ten : (+T 485) 6734063 «hesc: (+7 495) 6734130 KON 772001007 OERI[ T2 19 Muropear-CamiT Wew, oonoe m-agat.

14133
PykopopavTenAM NpeanpraTni
(no cnMeky)

27.00.2023 Ne 613P1-1/8724

Ha M= or

BAMKHO!

Yaajxkaemble Komnert!

Hanpaensio Bam nuceMo  MHUHMCTEPCTBA  NPOMBIIITEHHOCTH  H
roproeny  Pocemiickod  Megepaunu  or 27002023 Ne94246/06.  [lpowy

OIHAKOMMTREH ¢ HHopMatiHeii.

[punoxenne: nucemo Muxnposropra Poeenu ot 27,09, 2023
NoD4246/06 ua 3 1. B 1 oK,

'l
o et iiid L, :
]’Cmﬁh-'icpqccwﬁ JHPEKTOR /f’_}, 3 C.H. ®enoTon

Figure 5.10 Decoy A used by Actor231010

Another decoy document, disguised as a Belarus State Military Committee document, requires that property
received by military units from the Ministry of Defense be reported in accordance with the form attached to the

document. The decoy was suspected of targeting military units in Belarus.
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JHPAKAVHLI TroCyYJAPCTBEHHBIH

BAEHHA-NPAMBIC/IOBE] KAMITIT BOEHHO-IIPOMbIILTEHHBIH KOMHTET
PACITYEJIKI BEJIAPYCh PECITYEJIHKH BENAPYCH
(DBAFEKAMBAEHTIPAM) (IMOCKOMBOEHITPON)

np-T Hesanesmacui, 1. 115, 2201 14, r. Minck np-1 HesanucumocT, a. 115, 220114, r. Musck

T, (D17) 272 29 82, maa/hawce (017) 373 90 &1 ren. (01T} 272 29 82, ren’daxe (017) 373 90 81

E-mail: mail@ypk.gov by E-mail: maili@vpk.gov. by
15 09.2023 N 05-09/0 97 £ PyKkOBOAMTE/IAM OpraHH3aLmi
. (no cnucky)
Ha Ne oT
O npoeepre HeneBoro
HCMONMB3I0OBAHHA HMYIIECTRA

BOEHHOIMD HAZHAYCHHA

B cooreercreun ¢ [lonoxenwem o© KOHTposie 33 LENEBbIM
HCMONb30BaHHeM opranm3auuamu PecnyGmuku benapych mnpuoGpeTeHHOro
HMYIIECTBa, OTHECEHHOro K  MPOAYKUHH  BOEHHOIO  HAa3HAYECHHA,
yTBEPHIEHHBIM MOCTaHOBICHHEM [MocyaapereeHHOrO BOEHHO-
npomsinientoro komutera Pecny6mikn Benapycs ot 24 ansapa 2008 r. Ne 3,
HANpaB/IfeTcA KONKA rpaHka MpOBEPOK LENCBOro HCNoJIb30BaHHA HMYLLECTRa
BOGHHOIO HasHayeHws, npuoOpereHHoro opranuzauuamu  PecnyGuukn
benapycs.

[Mposepka wueneBOro MCMNONBIOBAHWA YKa3aHHOrO MMyulecTBa Oyzer
OCYIIECTBIEHA KOMHCCHEN, Ha3HAYEHHOH [pHKa3oM [ OCKOMBOEHNpOMa
ot 15 susapa 2009 r. Ne 7 (cocTas KOMHCCHH NpHIaraeTcs).

[MpoBepke MONNEKHT HMYIIECTRO BOSHHOIO HA3HAYEHHS, NPHODpeTEHHOE
y MunucrtepcTea oboponsl  opranusaudsMu  PecnyOnmku  benapyce B
2022 - 2023 ropax, a TaKke Haxomsmeecs (COCTONIIEE HAa y4eTe) B
OpraHH3aLH{ Ha MOMEHT Npe/ibliyILei [IPOBePKH.

[Mpowy o 30 wmapra 2024 r. sHanpaBHTe HHOOPMALMIO B
[OCKOMBOEHNIPOM ©  coTpyiaHinke opranmsatum  (P.H.O., sanumacmas
NOMKHOCTh, KOHTAKTHEIH TenedoH) N8 BKIOYEHHA B COCTAB KOMHCCHH MpH
IpoBeIeHHH NMPOBEPKH B JaHHOI OpraHU3aliiy.

Jlo navana npoBepKH:

MOJArOTOBHTE B TEYaTHOM M 3rekTponHom Bune (B dopmare Microsoft
Excel 97 —2003) cBeaeHHA O JIBHAMEHHH HMYILECTBA BOCHHOID HA3IHAYEHMA,
npuobperennoro y MunoGoponsl oprammsainuedi, no npuiaraemoit dopme
(c 1aThl MpOBEIEHHA NPOLIOH NPOBEPKH),

MOAMOTOBHTE  KOMHH  AOKYMEHTOB, NOATBEPRJAIOUIHX MOJyUEHMUE,
NOCTAHOBKY HA YUET W HCMONb30BAHHE TPHOOPETEHHOTD HMYLIECTBA B
jafBlIeHHBIX 1EnSX (32 MCKIOYEeHMEeM [JOKYMEHTOB, BOWIEIUMX B AKT
nmpeabiayiled nposepkH I 0CKOMBOGHIIpOMA).

B xoae npoBeIeHHA NPOBEPKH!

Figure 5.11 Decoy B used by Actor231010

The batch file portion of these vulnerability files contains an obfuscated powershell directive to download a
malicious file from a specified remote location, which is an open source remote control Trojan called

AthenaAgent that uses the discord channel as the CnC server.

It is worth noting that the detection rate of exploit files built by Actor231010 was very low, and only 6 samples

were detected in VirusTotal.
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6 (D & security vendors and no sandboxes flagged this file as malicious (" Reanalyze = Similar = More -
/61 947bf419L00b0adB7 fBabafdf53ae71518560959051681189302a6 3157cc 35ca Size Last Analysis Date 'ﬁ
e -
Pisma_izveshcanie_2023_10_1.rar 793.77 KB 1day ago zP
Zip ewploit cve-2023-38831  detect-debug-envionment  long-sleeps
Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 2
Join the VT Community and enjoy additional community insights and crowdsourced detections. pius an AP key to automate checks.
Security vendors' analysis (O Do you want to automate checks?
F-Secure (D) Exploit:-Archive/CVE-2023-38831.A Google (D) petected
Kaspersky (D HEURExploitWin32.CVE-2023-38831 Sophos (D Exprzzasear-a
Symantec (D scrMakcodelgen ZoneAlarm by Check Point (1) HEURExploitWin32.CVE-2023
Acronis (Static ML) 7) Undetected AhnLab-V3 (@ Undetected

Figure 5.12 Detection of Actor231010 Vulnerability File
Actor231009: Attack targeting China

In addition, NSFOCUS Research Labs monitored a suspected correlated cyber-attack against China. An attacker
labeled Actor231009 crafts a WinRAR exploit file that also contains the combination of .pdf and .cmd batch files.

The decoy file named “Doc57585894.pdf” opened and displayed a report related to the “Electronic Submission
System of the Family Planning Commission”, indicating that the target of the attack may be the government or

enterprises in China.
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Figure 5.13 Decoys used by Actor231009

After a malicious batch file is triggered, the subsequent load Trojan will be downloaded from the designated
remote location https://dnalnoomnus.ru/bx0/356x.exe. NSFOCUS Research Labs captured multiple different loads
at this download address and found that the attacker mainly dropped the commercial Trojan Smokeloader.
Attackers can use subsequent components of the Smokeloader program for operations like stealing files and

records of information.

The operation of Actor231009 in this campaign indicates that the attacker may be in the exploring stage.

NSFOCUS Research Labs will closely monitor potential follow-up activities of this attacker.

Conclusion

The WinRAR vulnerability CVE-2023-38831 brought by the APT group DarkCasino brings uncertainties to the
APT attack situation in the second half of 2023. Many APT groups have taken advantage of the window period of
this vulnerability to attack critical targets such as governments, hoping to bypass the protection system of the

targets and achieve their purposes.
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NSFOCUS Research Labs has also captured batch-generated vulnerability exploitation files decoyed by
transaction bills. This phenomenon indicates that large phishing attack controllers have also incorporated this
vulnerability into their phishing attack processes, which heralds more victims of WinRAR vulnerability

exploitation in the future.

IoC
Hash APT Group
dd9146bf793ac34de3825bdabcd9f0f3 DarkPink
5504799eb0e7c186afcb07f7f50775b2 DarkPink
¢5331b30587dcaf94bfde94040d4{c89 DarkPink
ac28e93dbf337e8d1cc14a3e7352f061 DarkPink
fefe7tb2072d755b0bfdf74aa7c9013e DarkPink
428a12518cea41ef7c57398c69458c52 Konni
7bb106966f6f8733bb4cc5bf2ab2bab4 GhostWriter
2b02523231105ff17ea07b0a7768£3fd Actor230830
63085b0b7cc5bb00859abal105cbb40b1 Actor231003
7195be63a58eaad9fc87760c40e8d59d Actor231004
129ccb333ff92269a8£3f0e95a0338ba Actor231010
cd1f48df9712b984c6eee3056866209a Actor231010
b05960a5e1c1a239b785f0a42178e1df Actor231010
6b5d5e73926696a6671c73437cedd23c Actor231009

Source: https://nsfocusglobal.com/the-new-apt-group-darkcasino-and-the-global-surge-in-winrar-0-day-exploits/
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