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 Tool: Sorgu

Names Sorgu

Category Malware

Type Backdoor

Description
Provides remote access to the machine and is also installed as a service in the Windows system
via a shell script.

Information
<https://www.zdnet.com/article/hacking-campaign-combines-attacks-to-target-government-
finance-and-energy/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sorgu>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Sorgu

Changed Name Country Observed

APT groups

  Leafminer, Raspite 2017  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2a0f513c-5d59-44d4-aab5-ff85c114b348

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2a0f513c-5d59-44d4-aab5-ff85c114b348

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2a0f513c-5d59-44d4-aab5-ff85c114b348
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2a0f513c-5d59-44d4-aab5-ff85c114b348
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://www.zdnet.com/article/hacking-campaign-combines-attacks-to-target-government-finance-and-energy/
https://www.zdnet.com/article/hacking-campaign-combines-attacks-to-target-government-finance-and-energy/
https://malpedia.caad.fkie.fraunhofer.de/details/win.sorgu
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Sorgu&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Leafminer%2C%20Raspite
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran

