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SepSys Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

DTOT KPUITO-BBIMOTaTe/Ib IU(PYeT JaHHbBIE TI0/Ib30Bareiel ¢ momoipio AES, a 3atem Tpebyet Boikym B 100$ B
BTC, utobn1 BepHYTH (haiiiel. OpurnHaabHOe Ha3BaHue: sepSys. Ha daiine HarvcaHo: HeT AaHHBIX. [lomyuarens

KpunToBamoThl: Silicon Venom.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.31095

BitDefender -> Trojan.GenericKD.42682853, Gen: Variant.Razy.618273
Emsisoft -> Trojan-Ransom.SepSys (A)

ESET-NOD32 -> Win64/Filecoder.BM, A Variant Of Win64/Filecoder.BM
Fortinet -> W32/Ransom.FVG!tr

Kaspersky -> Trojan.Win32.Zudochka.ebg

Malwarebytes -> Ransom.SepSys

Microsoft -> Ransom:Win32/SepSys!MTB

Qihoo-360 -> Trojan.Generic

Rising -> Ransom.SepSys!1.C30A (CLOUD)

TrendMicro -> Ransom.Win64.SEPSYS.A, Ransom_Filecoder.R002C0DC520,
Ransom_Henasome.R002C0ODDB20

© I'eneanorus: ??? > SepSys > Silvertor
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MBOGP&)KEHI/IE — JIOT'OTHII CTAaTbH

K 3ammmdporanHbiM daiinam A00aB/sieTcs paciiMpeHue:; .sepsysOBHnmaHne! Hogble paciipenwst, email u
TEKCTbI 0 BBIKYTIe MO)KHO HAalTH B KOHLIE CTaThU, B 0OHOB/EHUsX. TaM MOTYT OBITb Pa3inuus C epPBOHAYATbHBIM

BapUaHTOM.

AXTHBHOCTb 3TOTO KPUIITO-BBIMOTATe/Is IPUIILIACch Ha BTOPYIO TosioBUHY (eBpasst 2020 . OprueHTHPOBaH Ha

dHITIOA3BIYHBIX HOHLBOB&TEHEﬁ, UTO He MelllaeT paCripoCTpaHATh ero 1o BCemMy MUpy.

3ammcka ¢ TpeboBaHMeM BeiKyTia Ha3biBaeTcs: README.html

CopepixaHue 3alMCKHU 0 BBIKYIIe:

ATTENTION! Your computer has been infected by sepSys!

Your files have been encrypted with a random key and no decryption tool can save them

To regain access to your files, please make a $100 donation to Silicon Venom

We only accept payments in Bitcoin (BTC). Check this out to learn more: https://bitcoin.org/en/buy

Your donation should be sent to the following BTC wallet address: 3BL1TbL96gQFTROEJFKX7JSp8890j2nJmj

Once you have paid, contact us at iaminfected.sac@elude.in to receive your unique password and instructions on

how to use it

The sooner you pay the better! Your files will be permanently corrupted over time, so act quickly
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We appreciate your cooperation.

ITepeBop 3an¥cKu Ha PyCCKMIl SI3BIK:

BHUMAHUE! Bam kommbtotep 6611 3apaskeH sepSys!

Baum caiinsl 3amigpoBaHb! cydaiHbIM KIH0YOM, M HUKAKOH HHCTPYMEHT pacIIM(ppPOBKU He MOKET UX
COXPaHUTb

YToOBI BEpHYTH JJOCTYI K BalkM (aiinam, nokepteyiite 100$ Ha Silicon Venom

MEI IPUHUMAEM I71aTeKu TOMbKO B 6uTkoiHax (BTC). [IpoBepsTe 3T0, YTOOBI Y3HATH OOJIBILIE:
https://bitcoin.org/en/buy

Baiire nmoykepTBoBaHue JO/HKHO OBITH OTIIPAB/IEHO Ha CileAyomuit aapec BTC-KoiebKa:
3BL1TbL96gQFTROEJFKX7JSp8890j2nJmj

ITocsie oriaThl MUIIMTe HaM Ha azipec iaminfected.sac@elude.in, 4ToOBI TTOTYYNTH YHUKATBLHBIN MTAPOTE U
WHCTPYKLMU IO ero UCMO/Ib30BaHHUIO.

UeM paHblile BbI 3a11aTUTe, TeM Jiydiiie! Bam ¢aiinbt 6yfyT MoBpesjeHsl, T03TOMY feiCcTByHTe 6bICTPO

Mbel LIeHWM Ballle COTpyAHUUYEeCTBO.

Texnnueckue AeTaid

MoskeT pacTipoCTpaHsSITLCS MYyTEM B3/I0Ma uepe3 He3alluilleHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPEJOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(banmbLIMBLIX 0OHOBJIEHU, TePeTIaKOBAHHBIX U 3apa)KEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacrpoCTpaHeHus KPUIITOBLIMOTaTe el Ha BBOAIHOW CTpaHulle biora.

Eciu BbI nipeHe6GperaeTe KOMILJIEKCHOM aHTUBUPYCHOM 3ariuToi Kiacca Internet Security vam Total Security, To

XOTs1 OBl e1aliTe pe3epBHOE KOMHMPOBAHHE BaXKHBIX (haiiioB mmo Metozy 3-2-1.

» Vcnonb3yer Windows PowerShell asist ataku. 3To B ouepejHO# pa3 MOATBEPIKAAeT BPeZJOHOCHOCTE 3TOM

TexHonorun Microsoft.
Cnucok (aiiioBbIX pacliMpeHHUi, nojsepramomuxca mugpoBaHUIo:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BUEO,

(haiiyiel 06pa3oB, AapXUBHI U TIP.

®aiiel, cBA3aHHBIE € 3TUM Ransomware:
README.html
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destructy-1.0.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJJOHOCHOTO (aiisa

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\ProgramData\README.html

OpuruHaaIbHOe Ha3BaHUe NMPOeKTa:
C:\Users\tinop\Documents\Experiments\virus Tests\sepSys1-0\target\debug\deps\sepSys1_0-
ebd9526c88434a09.pdb

[Ipouee:

Desktoppasswordhere.txtajsndhcuyofklgwghftdgcbsmdfkiops.sepsyssepsyssrc\main.rs

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NMOJK/TIOUEHNS U CBSA3U:

URL - IP: http://www.myip.ch/

URL - icon: https://2no.co/3mAp64

Email: iaminfected.sac@elude.in

BTC: 3BL1TbL96gQFTRIEJFKX7JSp8890j2nJmj
Cwm. HiKe B OOHOBJIEHUSIX JIPYTHeE ajipeca v KOHTAKThL.

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

Pesysibrarel aHa/1M30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

ITonpobHble cBefieHust cOOUparoTCs pery/sipHo. IIpuckinaiite 0Opaswpl.
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=== UICTOPUSA CEMENCTBA === HISTORY OF FAMILY ===

SepSys Ransomware - ¢eBpasns 2020
Silvertor Ransomware - uroib 2020

RedRoman Ransomware - HOsi6pb 2020

=== BJIOK OBHOBJ/IEHUMH === BLOCK OF UPDATES ===

Oo6HoBenue ot 25 anpess 2020:

Iloct B TBUTTEpPE >>

Pacupenue: .sepsys
Brigaet cebst 3a SMBGhoster_1.2.exe

Pesynbrartel ananusos: VT

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS

http: &

k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as ***)

Write-up, Topic of Support

*

Thanks:
GrujaRS, MalwareHunterTeam
Andrew Ivanov (author)
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*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/sepsys-ransomware.html
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