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Sample

This sample is pulled from the Amatera config from the C2. It is fetched from the following path:

e h4.possumdefense.digital/shark.bin

SHA256
9FC9558C681F0370B1BA1F7B79551B2B253647EAC3C47F10EE4FE96F1FAA8B24
From PeStudio we can immedetialy see this is a 32 bit binary compiled with delphi.

Checking for further leads, the resource section contains an unknown data blob which will actually be the next

stage and important to track.

property value

rmd3 FD13FEEBIBETC34B6/2F 730 78RECEESE

shal OFAEZCOTE2423FBAARSAGTESI6FETFOIF2293AGE

sha236 SFC3558CE81F03TOB1BAIF/BTI55182B253647EACICATFIOEEAFESGF1FAASEAL

first-bytes-hex 40 54 50 00 02 00 00 00 04 00 OF 00 FF FF 00 00 BE 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00
first-bytes-text U (TN

file-size 8359712 bytes

entropy 6.018

imphash 184E974F743059E83D5E287EBO1 D 1564

signature BobSoft Mini Delphi -> BoB 7 BobSoft

name instance signature location size (7558719 byt... file-ratio (30.42%) hash entropy  language first-bytes-hex
HREGT F3)486)239 unknown Isre:0x000C22B4 7522416 89.98 % BOOGATS71BATDCDE3SEATOBFTDATE604  5.832 English-US  O0DEA4E0D 14
string-table string-table 1D 004D 00 68
string-table string-table 360053 0069
string-table string-table 2F 00 56 00 61
icon icon 28000000 20
Version wersion 74 02 34 0000
string-table string-table 2500410078
string-table string-table 1C 00440075
string-table string-table 24 0043 00 6F
string-table string-table 2C 00 41 00 67
string-table string-table 1€ 00 5500 6E
string-table string-table 10 00 49 00 6E

Initial contents of the resource section:
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Analysis First Stage
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To identify the routine responsible for loading and decrypting the resource file, a debugger was initially used to

extract the next stage directly. However, by analyzing the binary in IDR (Interactive Delphi Reconstructor), we

can gain deeper insight into the internal structure of the Delphi executable.

For a quick solution, I searched for the resource ID within the strings and identified the function referencing it.

This function immediately reveals the following sequence:

e The resource is loaded or created.

Virtual Allocis called to allocate memory.

ReadBuffer is used to read the resource contents.

e A push ecx followed by a ret instruction effectively results in a jmp ecx.

This pattern strongly suggests that the resource is decrypted in memory and execution is then transferred to the

unpacked second stage.
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-BB4AECYS

>

https://github.com /VenzoV/MalwareAnalysisReports/blob/main/AmateraStealer /Amatera%20shark.exe.md

push 4QECES
push 4AECF4

mov ec,dword ptr ds:[4B3668]
mov dl,1

mov eax,[41Aa14C]

call TResourceltream.Create
mou EDhX,eax

mou eax,4i69Bh

call dword ptyr [lebp-48]
MUU""""'UEUFU'FTT'TEiiLiii:Eax
mov eax,dword ptr [[ebp-3C]
sub eax, A5k

push eax

sub edi , bES2

push edi

mov eax,.ebx

mou edx ,dword ptr [eax]
call dword ptr [edx]

add eax,esi

push eax

push 5}

call dword ptr [lebp-42]

mou dquword ptr [[eDp- =F 1
mov eax,.ebx

mou edx ,dword ptr [eax]
call dword ptr [edx]

mou BCX,eax

mow edx,dword ptr [[ebp-1C]
mou eax,.ebx

call TStream.HeadBuﬁfg:

moy eax,dword ptr |[epp-24]
Xor duword ptr [eax],edi
add dword ptr [%—w],u
add dword ptr [ebp-247,%
mow eax,dword ptr [%%%—1#]
cmp eax ,dword ptr [ebp-28]
jb OB4AEC1SB

mov eax ., 16066

mow edx,dword ptr [%%E—Zﬂ]
add ed® ,dword ptr [ebp-2C]
sub edx . eax

add ed=. b

mow dword ptr [ebp-12],edx
mov eax,dAoA

push dword ptr [[ebp-4]

mov eax,dA6nA

push dword ptr [ebp-8]

mou eax,baon

push dword ptr [ebp-16]
mau eax,bdaon

push dword ptr [ebp-6c]
push dword pty ds:-[4B3668]
push dword ptr [ebp-14]

Xor BCX,BCH

add ecx,dword ptr [[ebp-18]
push ecH

ret
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Analysis Second Stage

The second stage is pretty short is just used to load another binary which is embedded inside. Once again push +

ret is used again to jmp to the code to run.

arg4, * arghs)

#* allocatedMemory = mw
mw_memcpy(allocatedMemory, lobal_mz, : .
result = mw_rLoading(&pPe, allocatedMemory);

dword
dword
dword
dword
dword

Third stage

The third stage of the malware is more intriguing. It can be carved directly from the second stage using any hex
editor. The resulting binary is fairly large, and upon decompilation, it quickly becomes evident that heavy

obfuscation is in play.

Initial string analysis reveals telltale signs of a Go binary, specifically due to the presence of obfuscated .go
package names and runtime artifacts. Further analysis indicates that the binary has been obfuscated using garble,

an open-source tool for Go code obfuscation. Notably, it appears to have been built using a newer version of

Garble that introduces breaking changes to tools like GoReSym and GoStringUngarbler—both of which failed to

function correctly in this context (unless there was a usage error).
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To verify this, I compiled a simple "Hello, World" Go program and obfuscated it using the latest version of
Garble. As expected, both GoReSym and GoStringUngarbler were unable to parse or recover symbol and string

information, confirming the observed breakage.

EDIT Checking further, I noticed I made a mistake. The literals are NOT encrypted, garble was run without -

literals tab. The strings can be found inside the binary and are built at runtime.

Following the start of a Garbled 32 bit binary.

argl) __noreturn

bool p p = unimplemented {and esp,
bool a :
void* const __return_addr_1:

_return_addr_1;
return_addr_1

1
int32_t wvar_98_2

B
B
B
5]
5
5]
5
B
B
B
B
B

For now the only functionlity recovered is that the shark.exe is added as scheduled task for persistence.
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String * C:3\\Users‘\Dynamic’‘Desktoph'shark. exe
String > cl 1256
DLL Loaded:
String > gmd

String > cmd P~ }“sr_'htasks .r‘cre%te JSE£ fsc MINUTE [mo 1 P+ shark [tr C:=}Pruaramﬂata‘;}shark.exe}"

Thread &548 exit
Thread 71& exit
Thread 4568 exit
Thread 7532 exit
Thread 5312 exit
Thread 2644 exit
Thread 2812 exit
Thread &740 exit
Thread 3500 exit
EXCEPTICN _DEBUE INFO:
dwFirstChance:
ExceptionCode:
ExceptionFlags:
Exceptioniddress:
NumberParameters :

Co\Windows\SysWOWE4\ws2_32 .d11

{EXCEPTION RCCESS VIOLATION)

DEP WVioclation
Inaccessikble RAddress

ExceptionInformation[00] :
ExceptionInformation[01]:
First chance exception on 2

Attaching to the running binary the strings in memory contain 1 malicious IP address. Also makes DNS query to

binance domain

 data-seed-prebsc-2-s1.binance.org
e 109.172.87.40

Oxade3d0 26 1058.172.87.40
Oxadebin 26 1058.172.87.40
Oxadeb2s 26 1058.172.87.40
Oxadebsi 26 1058.172.87.40
Oxa4eb73 20 109,172.87.40
Oxadebal 20 109.172.87.40
0x140a050 13 109.172.87.40
0x140a1590 13 1058.172.87.40

HTTP connection, method: GET, URL: http://ctldl.windowsupdate.com/msdownload/update/v3

-07-07 10:50:35 DNS connection, type: A, cla requested name: data-seed-prebsc-2-sl.binance.org
-87-87 10:50:35 Last simulated date in log file

My analysis for now ends here until I am able to fully recover more from the binary.

References
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