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POWERSTATS (Malware Family)
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POWERSTATS

aka: Valyria

Actor(s): MuddyWater

POWERSTATS is a backdoor written in powershell.

It has the ability to disable Microsoft Office Protected View, fingerprint the victim and receive commands.
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Clearing the MuddyWater - Analysis of new MuddyWater Samples
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Falling on MuddyWater
POWERSTATS

Iranian Threat Group Updates Tactics, Techniques and Procedures in Spear Phishing Campaign
POWERSTATS MuddyWater
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Campaign Possibly Connected to “MuddyWater” Surfaces in the Middle East and Central Asia
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A Quick Dip into MuddyWater's Recent Activity
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Burping on MuddyWater
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A dive into MuddyWater APT targeting Middle-East
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Muddying the Water: Targeted Attacks in the Middle East
POWERSTATS MuddyWater
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Continued Activity targeting the Middle East
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2017-09-26 - Malwarebytes - Malwarebytes Labs

Elaborate scripting-fu used in espionage attack against Saudi Arabia Government entity
POWERSTATS

There is no Yara-Signature yet.
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