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&2 Tool: Ave Maria
Ave Maria
AVE_MARIA
Names
AveMariaRAT
avemaria
Category Malware
Type Backdoor, Info stealer
Description Information stealer which uses AutoIT for wrapping.

<https://blog.trendmicro.com/trendlabs-security-intelligence/autoit-compiled-negasteal-

Information agent-tesla-ave-maria-delivered-via-malspam/>

<https://blog,.yoroi.company/research/the-ave maria-malware/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0670/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.ave maria>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag;Ave%20Maria>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Ave Maria

Changed Name Country Observed

APT groups
Carbanak, Anunak —_— 2013-Apr 2023 @
TA2541 [Unknown] 2017

2 groups listed (2 APT, 0 other, 0 unknown)
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