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TL;DR
— Found a technique to execute DLL files without being detected by autoruns.exe at logon.
— Requires administrator rights and does not belong in userland.

— Run this to Exploit:
reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Depend /v 1 /d "C:\temp\messag

RunOnceEx

I finally had some time to do some unstructured research. With unstructured research I mean going after things
you stumble upon and explore them. In this case I was looking into runonce.exe that lies in the system32 folder in
Windows. I started out by running the command with /? and such, but did not give any results. I ended up

Googling the file and stumbled upon this interesting article from Microsoft:

https://support.microsoft.com/en-us/help/310593/description-of-the-runonceex-registry-key

The thing that got my attention at first was these sentences here:

Performance: The majority of the commands contained in the Run and RunOnce registry keys create
separate processes, which is inefficient. The RunOnceEx registry key does not create a separate process.
The RunOnceEx registry key also supports a dependency list of DLLs that remain loaded while either

all the sections or some of the sections are being processed.

To me this meant that if I added these keys, the processes would probably execute directly in the parent process. It
also meant that I could add a list of dependency DLL files that would be executed. That was very interesting and

got me really curious.

I then started to play around with the necessary registry keys. I first started in the HKEY_CURRENT_USER hive,
but that did not provide any results at all. It turned out that after some Googling that the RunOnceEx only executes

for administrators. This is explained in this KB from Microsoft:

https://support.microsoft.com/en-us/help/2021405/standard-user-runonce-and-runonceex-are-not-being-executed

It states that HKEY_CURRENT_USER RunOnceEx should execute for local admins, but this was not the case
when I did the testing.

However I did get execution using the HKEY_LOCAL_MACHINE hive.

The documentation that I linked to at the top of this post also includes some examples.

Here is a screenshot of the most interesting part:
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The string values within a
..RunOnceEx\000
xsection contain the commands that should be run for the section. The format is:

DlIFileName|
FunctionName|
CommandLineArguements”

-or-

command parameters”

For example:

“Line1" = "||my.exe -quiet -url http://www.microsoft.com/"

“Line2" = "shdocww.dll|DIIRegisterServer”

Line1 runs the "my.exe -quiet -url http://www.microsoft.com/" command line. Line2 runs the DlIRegisterServer function in Shdocvw.dll.
As you can see, it is possible to either specify an executable by using ||exename.exe or dll file by using
DLLFilename|FunctionName|CommandLineArguements.

RunOnceEx with ||[Executable.exe

In order to get execution of for example notepad.exe you must add the following registry keys (save them to .reg

file and import them):

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001]
"Line1"="||c:\windows\system32\notepad.exe"

After adding these keys notepad.exe will launch at next logon. Or you can run this command to trigger the

execution:

runonce /Explorer

I found that /Explorer parameter by running strings.exe against the runonce.exe binary.
RunOnceEx with DLLFile|Function

Since I lacked creativity I just tried to open a URL using url.dll,OpenURL function (discovered by @bohops). In
order to do that you must specify the registry keys like this:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx]
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[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001]
"Line1"="c:\windows\system32\url.d11|OpenURL|\"http://www.google.com\""

A thing I noticed when I was playing with this, was that the dll file must be registered. So it seems that you cannot

just plant a dll file and execute it using this method.

The big problem with these approaches (from an offensive perspective) is that it will be pretty visible in the
autoruns.exe application. In the screenshot below I am using a non signed binary just to show an example(Linel):

& Autoruns - Sysinternals: www.sysinternals.com
File Entry Options Help

2RI XHE Flar:|:|

B wrlogon & winsock Providers ‘g4 Print Monitors ) LsA Providers & Network Providers & wmi
O Everything 2% Logon H Bplorer @ IntemetBxplorer () Scheduled Tasks % Services 2 Drivers Codecs  [] BootExecute
Autonun Entry Description Publisher Image Path Timestamp
# HKLM\SYSTEM\CumentControl Set'Corttrol \Safe Boot \Atemate Shel 09.01.2018 20:24
%] BN cmd exe Windows Command Proces... Microsoft Corporation e \windows\system 32\cmd exe 23.01.1915 20:14
2 HKLM\SOFTWARE\Microsolt \Windows \Cument Version \Run 2.03.201813:4
%] Ea SecurtyHealth  Windows Defender notificat... Microsoft Corporation c:\program files \windows defender'\msascuil exe 26091920 15:44
# HKCLNSOFTWARE \Microsoft \Windows'\Cument Version \Run 06.02.2018 13:10
[ & OneDrive Microsoft OneDrive Microsoft Corporation c\users'\admin‘appdata‘local microsoft \onedrive \onedrive exe 01.03.2018 0707
M HKLM\SOFTWARE \Microsoft\Windows \Cument Version \RunOnce Ex \0001 21.03.201818:53
B Mas] Linel c\temp test exe 11.01.2018 12:41
¥ HKLM\SOFTWARE \Microsoft \Active Setup\Installed Components 09.01.2018 20:24
[ & Microsolt Wind... File not found: C:\WINDOWS\inf\unregmp 2 exe /ShowWMP exe
%] ] n/a Windows host process (Ru... Mcrosoft Comoration & \windows \system 32vundl 12 exe 02.04.2032 03:35
# HKLM\SOFTWARE \Wow6432Node \Microsoft\Active Setup\Intalled Componerts 16.01.2018 12:40
%8 Google Chrome  Google Chrome Installer Google Inc c:\program files (x86)\google \chrome \applcation'\ 64 0. 3282 186\nstaler\c.. 22 02 2018 0247

i
M ] n/a Windows host process (Ru... Microsoft Corporation cwindows"syswow 64 vundli32 exe 24021929 07-39

Executing with Depend

After I was done “playing” with this I decided that I would look into the part about dependent DLL files. And this

is where the research became very interesting.

In the documentation (screenshot below) it gives an example using “depend”, but it is unclear and I had to try and

fail some times before I got it right.

The

HKEY _LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\000
x\Depend

registry key contains the .dll files and the .ocx files that should be kept in memory while section
000

Xis running.

Just by adding this registry key, the dll file you specify will execute on next logon.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Depend]
"1"="c:\\temp\\MessageBox64.d11"
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Or you can for example just execute this command:

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Depend /v 1 /d "C:\temp\messag

The cool thing about this method is that it hides completely from autoruns.exe. Below is a video showing this

technique.

I guess that this technique has already been used by other threat actors already. This is just another forgotten thing
in Windows.
I know that this technique requires local administrator access, but still I find this interesting enough to blog about.

Hope you liked it.

#Update — March 22 2018#
Mark Russinovich was thankful for the discovery and stated that this will be added in the next version of

Autoruns.
https://twitter.com/markrussinovich/status/976856490941337600

#Update — December 16 2019#
Since this blog post is still linked to, just want to point out that this discover were added into autoruns 13.90 and
newer:

https://blogs.technet.microsoft.com/sysinternals/2018/07/05/sysmon-v8-0-autoruns-v13-90/
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