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Updates on Our Security Work in Ukraine

By bdarwell

Published: 2022-02-28 - Archived: 2026-04-05 21:10:41 UTC

Read Ukrainian translation. Read Russian translation.

e We took down a network run by people in Russia and Ukraine targeting Ukraine for violating our
policy against coordinated inauthentic behavior. They ran websites posing as independent news
entities and created fake personas across social media platforms including Facebook, Instagram,
Twitter, YouTube, Telegram and also Russian Odnoklassniki and VK.

 In the past few days, we’ve seen increased targeting of people in Ukraine, including Ukrainian
military and public figures by Ghostwriter, a threat actor that has been tracked for some time by the
security community.

e We continue to roll out privacy and security measures to help people in Ukraine and Russia protect

their accounts from being targeted.

In response to Russia’s invasion of Ukraine, our teams have been on high alert to identify emerging threats and

respond as quickly as we can. Here are a few updates on our security work.

Coordinated Inauthentic Behavior

In the last 48 hours, we uncovered a relatively small network of about 40 accounts, Pages and Groups on
Facebook and Instagram. They were operated from Russia and Ukraine and targeted people in Ukraine across
multiple social media platforms and through their own websites. We took down this operation, blocked their
domains from being shared on our platform, and shared information with other tech platforms, researchers and
governments. When we disrupted this network on our platform, it had fewer than 4,000 Facebook accounts

following one of more of its Pages and fewer than 500 accounts following one or more of its Instagram accounts.

This network used fake accounts and operated fictitious personas and brands across the internet — including on
Facebook, Instagram, Twitter, YouTube, Telegram, Odnoklassniki and VK — to appear more authentic in an
apparent attempt to withstand scrutiny by platforms and researchers. These fictitious personas used profile
pictures likely generated using artificial intelligence techniques like generative adversarial networks (GAN). They
claimed to be based in Kyiv and posed as news editors, a former aviation engineer, and an author of a scientific
publication on hydrography — the science of mapping water. This operation ran a handful of websites
masquerading as independent news outlets, publishing claims about the West betraying Ukraine and Ukraine being

a failed state.

Our investigation is ongoing, and so far we’ve found links between this network and another operation we
removed in April 2020, which we then connected to individuals in Russia, the Donbass region in Ukraine and two

media organizations in Crimea — NewsFront and SouthFront, now sanctioned by the US government.
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Hacking Attempts by Ghostwriter

In the past several days, we’ve seen increased targeting of people in Ukraine, including Ukrainian military and

public figures by Ghostwriter, a threat actor that has been tracked for some time by the security community.

Ghostwriter typically targets people through email compromise and then uses that to gain access to their social
media accounts and post disinformation as if it’s coming from the legitimate account owners. We detected
attempts to target people on Facebook to post YouTube videos portraying Ukrainian troops as weak and
surrendering to Russia, including one video claiming to show Ukrainian soldiers coming out of a forest while
flying a white flag of surrender. We’ve taken steps to secure accounts that we believe were targeted by this threat
actor and, when we can, to alert the users that they had been targeted. We also blocked phishing domains these

hackers used to try to trick people in Ukraine into compromising their online accounts.

Account Security

We’re recommending that people in Ukraine and Russia take steps to strengthen the security of their online

accounts to protect themselves from being targeted by threat actors.

We encourage people to use caution when accepting friend requests and opening links and files from people they
don’t know. Please refrain from reusing the same passwords across different services to prevent malicious hackers
from gaining access to your information. We also strongly recommend using two-factor authentication on all

online accounts.

Earlier this week, we rolled out additional privacy and security protections in Ukraine. We’re now adding them in

Russia as well, in response to public reports of targeting of civil society and protesters.

e Lock Your Profile: This tool allows people to lock their Facebook profile in one step. When someone’s
profile is locked, people who aren’t their friends can’t download, enlarge or share their profile photo, nor
can they see posts or other photos on someone’s profile, regardless of when they posted it. Our teams are
working with civil society organizations to help ensure people know these tools are available.

o Friends Lists: We’re temporarily removing the ability to view and search the friends lists of Facebook
accounts to help protect people from being targeted.

o Instagram Privacy and Security Reminders: On Instagram, we’re sending everyone in Russia a
notification at the top of feed about privacy and account security. For public accounts, we are reminding
people to check their settings in case they want to make their accounts private. When someone makes their
account private, any new followers will need to be approved, and only their followers will be able to see
their posts and stories. For people who already have private accounts, we’re sharing tips on how to keep

their account secure through strong passwords and two-factor authentication.

We continue to add measures to help protect people’s privacy and security and will share these updates publicly.

Read more about Meta’s ongoing efforts regarding Russia’s invasion of Ukraine.

Ukrainian Translation
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AkTyanbHa iHdopMallis 00 HAIIKX i y 3B’A3KY 3 3a0e3meueHHAM 0e3MeKH B
Ykpaini
Hamanienb I'netixep, kepigHuk 8i00iny nonimuku 6e3neku ma /Jegio AepaHoguu, dupekmop 8i0diny 3anobieaHHs

3aepo3am

¢ Yepes ckoOp/UHOBaHY HEABTEHTUYHY MOBEAIHKY MM BHAQIWIN Mepexy cTopiHok y Facebook Ta

Instagram, AKi KOHTpo/IIOBaKCH 3 TepuTopii Pocii Ta YKpaiHu AJMiHICTPaToOpH IUX CTOPiHOK

KepyBa/Iu Bed-caliTaMu, BUa0uu cede 3a He3anexHi 3MI, Ta ctBopioBa/iu (paabmBi 00/1iKoBi
3alMCU B 0ararbox CoLjia/IbHUX Mepekax, Takux ik Facebook, Instagram, Twitter, YouTube,
Telegram, OgHok/1acHUKH Ta BKOHTaKTI.

¢ B ocranHi fekiibKa JHIB MU BUABW/IH nocuieHHs arak Ghostwriter Ha yirofieil B YKpaiHi.
Ghostwriter — ne 3/10uMHHA KidepopraHisailis, AKa BKe AesKHH YacC BiICTeXY€EThCA CHiIbHOTOO
0e3neku. ITijJ 3arpo3010 TAK0XK ONMMHU/IMCH YKPAIHCHKHX BiCHKOBI Ta rPOMajChKi Aisui.

o II106 gomoMorTH /I0AAM B YKpaiHi Ta Pocii 3aXxiMcTUTH CBOi 00/1iKOBi 3amKcH Bifi aTak 3/I0BMUCHHKIB,

MH MPOJOBIKYEMO BIIPOBA/PKYBATH 3aX0/1 00 KOH(igeHI[iliHOCTI Ta 6e3meKku

Y BigmoBiab Ha BroprueHHs Pocii B YkpaiHy Hallla KOMaH/ja 3HaXOJJMThCS B CTaHi MiJBUIL[eHOI FOTOBHOCTI, 11100
SIKHAWIIIBU/IIIIE BUSIB/IITY 3arp0O3U Ta pearyBatyl Ha HUX. OCh KijlbKa akTyabHUH iH(opMariiii o0 Haroi poboTtu

B cdepi Oesmneku:
CKOOPI[I/IHOBaHa HeABTEHTHUYHA HOBE,Z[iHKa

[TpoTsroM ocTaHHiX 48 rOJWH MU BUSIBUIM Bi/IHOCHO HEBeIMKY Mepexy, 110 CKJia/janacs 3 npubnusHo 40
00/TiKOBHX 3arUCiB, CTOPiHOK Ta rpyn y Facebook Ta Instagram. BoHu cripsimoByBanu iHdopmaliito 10 yKpaiHLiB
3a JIOTIOMOTOI0 COL{ia/TbHAX MePEeX Ta B/IaCHUX BeO-CalTiB, sKi KOHTpoOsFOBanvcs 3 Teputopil Pocii Ta Ykpainm.
Mu NpUNUHUM AisTLHICTS BULle 3rajgaHol Mepesxi, 3a6/10KyBa/u JOCTYI 10 HALIMX JI0MeH Ta MOALTAIUCS
indbopMarii€ro 3 iHIMMU TeXHOIOTIYHUMHU T1aTGopMaMH, JOC/TiJHUKaMH Ta ypsigamu. OO6/TiKoBi 3armuicy, 1o
BXO/IW/IH ZIO 1Ii€l Mepexki, Ha MOMeHT 6/10KyBaHHsI Maiu 6/m3bko 4 000 migmucHuKiB Ha Facebook i 500 Ha

Instagram.

1106 3maBaTKCst OinbII ABTEHTUUYHOIO, LI Mepeka BUKOPHUCTOBYBasIa (hasbIiiBi 06/IiKOBI 3amumcH i KepyBasia
HeicHyrourMu ocobamu Ta GpeHaMy B Ha pi3HOMaHITHUX I/IaThopMax,y Tomy urcii B Facebook, Instagram,
Twitter, YouTube, Telegram, OpHoknacHukax i Bkonrakri. @oTorpadii 1iux rpodis Oy HMOBipHO CTBOpeHi 3a

JOTIOMOI'OI0 MeTO/IB LITYYHOI'O iHTe/IeKTy, TakuX sIK ['3M — reHepaTuBHi 3MarajbHi Mepesxi.

Bonwu cTBeppKyBay, 1[0 3HaxosAThCs y KueBi i BUugaBany cebe 3a KOJIMIIHLOTO aBial[iiHOTO iH)KeHepa, aBTopa
HayKoBoI Iy6ytiKariii 3 rigporpadii Ta peflakTopiB HOBHMH. BOHM 3amycTH/IM KijibKa BeO-CaiTiB, 11106 BAaBaTu
He3asieXXHi iHdopMaliifiHi areHTCcTBa Ta My6/IiKyBaTH 3asiBH IPO Te, 1110 3axXif 3pauB YKpaiHy, a YKpaiHa €

HeJl0/lep>KaBolo.

Harnie po3sciifyBaHHst TpUBaE, i Ha IaHU MOMEHT MU BUSIBUWIN 3B’SI3KU MiJK 1[i€F0 Mepe’Kelo Ta iHIII0, KOTPY MU

BUIaWIK B KBiTHI 2020 poKy. MU TakoX 3’siICyBaJIH, 11[0 BOHA [TOB’s13aHa 3 OKpeMUMH 0cobaMu, siKi repeOyBaroTh
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Ha TepuTopil Pocii Ta [lJon6acy B YkpaiHi, a Takox 3 BoMa Mezjia oprasisanismu B Kpumy — NewsFront i

SouthFront, siki 3apa3 3HaxoAAThCs Mij| caHkLismu ypsgy CLIA.

Cnpo6u xakepcbKux arak 3 00Ky Ghostwriter

B ocTaHHi KisibKa [HIB cTanu yacTiinumu ataku Ghostwriter Ha nrofeit B YKpaiHi, BK/TFOUatour YKpaiHChKUX

BiliCBKOBUX i rpoMa/iCbKUX AisiuiB. Ghostwriter — 1e 370unHHa KibepopraHisariis, sika BXe JesKUi yac

Bi/ICTEXXY€TBCS CIIiIIBHOTOO Oe3IeKH.

Ghostwriter 3a3Bruaii Hal[i/IIOETHCS Ha JIFOfel yepe3 KOMITPOMeETaALlif0 eJIeKTPOHHOI TIOIITH, a IOTiM BUKOPUCTOBYE
1[i JaHi 7711 OTPUMaHHS OCTYIy /10 iXHiX 00/IiIKOBUX 3aMMCiB B COLIia/IbHUX Mepeskax Ta TMOIINPIOE
ne3indopmariito Bif iXHbOr0 iMeHi. My BUSIBU/IN CIIpoOM TakKX aTak Ha KopuctyBadiB Facebook. MeToro arak
Oymo po3miieHHs BifeoposukiB Ha YouTube, siKi TOKa3yroTh, 1110 YKpaiHCHKI BiliCbKa € C/TAOKMMU i 1110 BOHU
3[,a10ThCs1 y TTOsI0H Pocii. B ofHOMY 3 TaKMX pOJIMKIB CTBepZpKyBasoCs, 110 YKPAIHChKI COMJATU BUXOZAATH 3 JIiCY

i1 6i/TMM TIparopoM JI/Ist KarliTyJIALil.

Mu BKUY 3aX0/IiB 1I0/I0 3aXUCTy OOJTIKOBUX 3aMMUCiB, sKi, Ha HAIY AYMKY, CTaJIi )KEPTBAMU aTak ITiel
Kibepopra#izarii. Tako, 10 MOXJTUBOCTI, MU iHOPMYBa/Il KOPUCTYBAYiB TIPO Te, 10 BOHU CTA/IM MillleHHIO
XakepiB. Mu 3a6/10KyBaiu (illIMHIOBI JOMEHH, sIKi XaKepy BUKOPUCTOBYBA/IU /IS TOTO, 11106 0OMaHOM 3MyCHUTH

Jrofieli B YKpaiHi CKOMITPOMETYBATH CBOI 06/TiKOBI 3aricH B iHT€pHETI.

Be3neka 00/1ikoBHUX 3arMciB

Mu pekOMeHJyEMO KUTesiM Ykpainu i Pocii 3po6UTH KPOKH /151 3Mil[HEHHsT 6e31eKu CBOiX 00/1iKOBUX 3allMCiB B

iHTepHeTi, 11106 3aXUCTUTH cebe Bij aTak Kibep-37T0BMUCHHUKIB.

Mu 3aK/IMKaeMO JTroiel TIPOSIBISATH 00epeykHiCTh TIPY TIPUHAHATTI 3alMTiB Ha A0JaBaHHSA B Apy3i Ta BiAKPUTTI
rocuiaHb uu QailiiB Bif He3HalioMuXx rofeil. Byab nacka, yrpumaiTecs Bifi MOBTOPHOTO BUKOPUCTaHHS
OZ{HAKOBMX T1apOJIiB B Pi3HUX CepBicax, 1100 3/I0BMHCHUKY He 3MOIVIA OTPUMATH AOCTYII /10 BAILOi TPUBATHOI
ingopmariii. Mu TakoX Haro/erIMBO PeKOMeH/[yeMO BUKOPHCTOBYBATH IBO(aKTOPHY ayTeHTH(DiKallito A/ BCix

00/TiKOBHX 3aITUCiB B iHTEpHETi.

Ha nbomy THKHI MM BITPOBAZIWJTH [IOJATKOBI 3aX0/Ix 111010 KOH(DiIeHITIHHOCTI Ta 6e3MeKu KOPUCTYBauiB B YKpaiHi.
Y BigmnoBiAb Ha TiepecstilyBaHHSI 3BUUalfHOTO LIMBI/ILHOTO Hace/leHHs Ta MPOTeCTYI0UMX MU ZI0AaMO iX TaKoX i B

Pocii.

e 3axkputuii npodisib: us QYHKLiS J03BOsIE€ KOPUCTYyBauaM 3aKpUTH CBill BnacHUi npogins Ha Facebook
ofiHUM KitikoM. SIKiio npodinis Oyne 3akputuM, BifBigyBaui Baiioi ctopinku Facebook, siki e 6ynu mozpani
K Jpy3i, He MAaTUMYTh 3MOTY 3aBaHTa)XyBaTH, 301/bIlIyBaTH U AiMUTUCA doTorpadiero Baiioro rpodito,
a TakoK OaunTy Barmi my6mikariii um inmi dboTtorpadii, He3ame)xHo Bij Toro, Koy BoHU Oyniu qozaaHi. Hara
KOMaH/Ia MPAIfio€e 3 HeJlep>KaBHUMU Ta CYCIUTBHUMU IPOMa/ICBKUMU OpTaHi3alisMu, 106 10moMOrTH

JIFO[SIM [1i3HATHMCS TIPO HasIBHICTb LUX (DYHKLIIM.

o Cnucku [Ipy3iB: B YKpaiHi MU THMUacOBO 3a0/I0KyBa/IM MOXK/IUBICTh MeperysiJiaTi Ta IyKaTH CIIUCKU

ZIpy3iB 3 METOI0 3aXUCTY HallIMX KOPUCTYBauiB.
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o CnoBileHHs npo 3a0e3neueHHs KoHpigeHiHOCTI i 0e3meku B Instagram: B Pocii Mu HazicuiaeMo
BciM KopucTyBadam Instagram crioBiirieHHsI 3BepXy CTPiUKH{ PO KOHQijeHI[iiHiCTE Ta Ge3meKy o061iKoBOro
3anmcy. Tako)k MU TIPOCHMO JTFOfieH, sIKi MarOTh BiZIKpHTi 0O/TiKOBi 3anucH, TiepeBipuTH CBOI HasIalITyBaHHS,
y BUIAJIKY, SKIL[0 BOHU XOUyTh 3p00UTH CBili mpodisb npuBatHuM. [TpuBaTHi akayHTH B Instagram MaroTh
3MOI'y CXBAJTFOBATH ab0 BiXW/ISATH 3aMUTH Ha ITiAMUCKY. JInille cXBajieHi 0cobu MaroTh 3MOr'y 6auuTh
nybsnikanii Ta Stories jaHoro koprctyBaua. [Ijist ocib y SKUX akKayHT B)Ke € IPUBaTHUM, MU ITPUTOTYBa/IA
TopajilaMy TIpo Te, sIK 3aXUCTUTH CBil Mpodiik 3a J0noMorow HajiltHUX MapoJiiB Ta JBOeTarHoi

ayTeHTU(IKaLLil.

Mu NpoJjOBXKUMO BIPOBA/KYBAaTH [IO/IaTKOBI 3aX0/H, sIKi IOTIOMOXKYTh 3aXUCTUTH Oe3MeKy i MpUBATHICTD JIFOel.
Takox MU 1y6/1iuHO OyemMo AiMTHCS iHbOopMaIli€lo Tpo Hallli HaCTyTHI OHOBIeHHs. [li3HalTecs Gible mpo

3ycuang Meta y 3B°513Ky 3 BTOprHeHHsIM Pocii B YkpaiHy.

Russian Translation

IToc/ieqHMe HOBOCTH O Halllel padoTe B YKpauHe 1o o0ecreueHn0 0e30MacHOCTH

oJib30Bare/ien

Hamanuanb [nelivep, 2nasa nonumuxu 6e3onacHocmu, u /lagud AepaHosuu, oupekmop, npedomepawjeHue

yepo3amu

oMbl yJa/IW/IM CeTh AKKAyHTOB, CTPAHMI| M I'PYII, Halle/IeHHBIX Ha YKPauHy, YIIPaB/IsieMyI0 U3
Ykpaunbl 4 Poccuu, 3a HapylieHre Halllei MOJTUTHKY NMPOTHB CKOOPAUHUPOBAHHOTO
HeJ0CTOBepHOro noBeAeHnsa. OHM yIpaB/IsA/Iv Be0-caiTaMu, BhiAaBasi ce0si 32 He3aBHCHMbIe
HOBOCTHBIE OPTaHU3alliH, U CO3/iaBa/Id ()eHKOBbIe TUYHOCTH Ha MHOTHX IIaT(opMax COLHa/TbHBIX
cereii, Bkrouasi Facebook, Instagram, Twitter, YouTube, Telegram, “Ognoknaccanku” u Vkontakte.

e B moc/egHue HeCKOIBKO [{HEH MbI Ha0/II0JaeM yCH/IeHHe aTaK Ha JIlofiel B YKpauHe, BK/II0Uas
YKPAaHHCKHMX BOEHHBIX U 00II[eCTBeHHBIX fiesiTe/iel, co cropoHbl Ghostwriter — ncTouHHKa yrpos,
KOTOPBIH y)Keé HEeKOTOpPOe BpeMs 0TC/Ie)KUBAETCS CO00IIeCTBOM 0e30IacHOCTH.

e MblI IpoAo/DKaeM BHeAPATH MephI M0 00ecneueHuI0 KOH(QUAeHIIUATLHOCTH U 0e30MacCHOCTH, YTO0bI

MOMOYb >KUTe/IAM YKpal/IHbI u Poccun 3dlIUTUTb CBOU aKKAYHTbBI OT dTdK.

B otBet Ha BTOP>XeHHe Poccuu B praI/IHy Halllkh KOMaH/bl HAX0AATCA B COCTOAHHUN TTOBBIILIEHHOM TFOTOBHOCTH,
UyTOOBI BBISIB/IITh BO3HHMKAIOIIME YyIpO3bl U pearupoBaTb HAa HUX KdK MO>XHO 6bICTpee. BoT Hecko/bKo 0OHOB/IEHUH

0 Hareif pabote B 067acT 6€30TIaCHOCTH.

CKOOp,E[I/IHI/IPOBaHHOE HEAO0CTOBEPHOE NOBE/J€eHUE

3a nocnegnue 48 yacoB Mbl 0OHAPY>KI/IM OTHOCHUTE/IbHO HeOO/IBIITYIO CeTh U3 IpUMepHO 40 aKKayHTOB, CTPAHML]
v rpymm B Facebook u Instagram. Oxu yripaBsisutick n3 Poccru v YKpauHbI ¥ ObUTH HallesleHbl Ha JIFofeld B
YKpauHe yepe3 pa3/ryuHble M1aTHOPMbI COLUAIBLHBIX CeTell 1 coOCTBeHHbIe BeO-CaliThl. MBI TPeCeKH 3Ty
oreparyio, 3a6JI0KMPOBay UX JOMEHBI Ha Halllel 1iatdopMe U Nojemincs HH(OopMaLyel ¢ ApyrumMu

TeXHOJIOTH4YeCKHMMHA l'IJIaTCbOpMaMI/I, ncciaeaoBaTe/IMu U IIpaBUTE/IbCTBAMMU. Ha MoMeHT 0CTaHOBKU AeATe/IbHOCTHU
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3TOM CeTH Ha Halel riarpopme y Hee 66u10 MeHee 4 000 akkayHTOB B Facebook, KoTopbie ObIM MOAMCAHBI HA
OfTHY WA HeCKOJIBKO ee CTpaHwll, 1 MeHee 500 aKKayHTOB, KOTOpbIe OBbLH TOATTHMCAHEI Ha OJJH WJTH HECKOJIBKO ee

aKKayHTOB B Instagram.

OTa ceTh UCIO/b30Basa Mo//e/IbHbIe AKKayHThI, yIpaB/sia (eHKOBBIMHU JTMYHOCTSIMH U OpeHJJaMU B UHTEPHETe —
B ToM unciie B Facebook, Instagram, Twitter, YouTube, Telegram, “OpHoknaccuukax” u Vkontakte — uto6b1
KazaTbCst 00siee TIOJTMHHBIMU B OUEBHIHOU TIOTTBITKE TIPOTUBOCTOSITH TIPOBEPKE CO CTOPOHBI TUIAaT(HOPM U
vccnenoBaTeseil. ITM PUKTUBHbIE TMUHOCTH MCMO/Ib30Banu ¢otorpadur npoduseii, BeposiTHO, CO3Z,aHHbIe C
TIOMOILIbIO METO/I0B UCKYCCTBEHHOIO UHTeJ/IEKTa, TAKUX KaK reHepaTBHbIe cocTsa3aresbHble ceTd (GAN). OHu
yTBePXK/a/u, uTo Haxoasarcs B Kuiee, ¥ BbiZlaBau cebsi 3a peJaKTOPOB HOBOCTeH, ObIBIIIEro aBHaljIOHHOTO
WHXeHepa ¥ aBTopa HayuyHOU MmyOiuKaluu 1o rugporpadum — Hayke o KapTorpagupoBaHUY BOJbI. JTa OrepaLus
3amyCTU/Ia HeCKOJTBKO CaliTOB, MaCKUPYIOIUXCSI TIOf, He3aBUCHMble HOBOCTHBIE U3/IaHUsI, KOTOPbIe IMyO/TMKOBa/IH

yTBEep>KZeHUs 0 TOM, UTO 3arnaj rnpejan YKpauHy, a YKparHa siB/IsieTCsl HeCOCTOSIBLLIMMCS TOCY/[apCTBOM.

Harire pacciejoBaHye Mpofo/pKaeTcsl, ¥ Ha IaHHBIA MOMEHT Mbl OOHAPY>KU/TH CBSI3U MEX[Y 3TOM CeThIO U JIPYTroi
orepariyeii, KOTOpYH MbI rpecek/y B anpesie 2020 rozia, ¥ KOTOPYHO MbI 3aTeM CBs3a/u C OT/e/IbHbIMU JIUL[aMU B
Poccuy, B perviore [loHbacca, YkpanHe u aByms Meguaopranrsanusamu B Kpeimy — NewsFront u SouthFront,

KOTOpbIe ceiiuac HaxoAATCs Mo/ CaHKLIUAMMU rpaBuTenbcTBa CLIA.

ITonbITKH XakepcKux arak rpynmbl Ghostwriter

B nocnefHye 1HU MBI BUZIeU, UTO XakepcKasi rpyma Ghostwriter ocyiliecTBsieT yCHIeHHbIe TIOTIBITKU
OpraHM3alliy aTaK Ha JIFoJell U3 YKpauHbl, B TOM UKC/Ie Ha BOEHHBIX U 00IleCTBEHHBIX JesTeneii. THAycTpus

9KCIEpTOB 10 6e30MacHOCTH yyKe Ha MPOTSDKEHUE OIPe/Ie/IeHHOT0 BDEMEHH OTC/IeXKMBAET JIeMCTBUS 3TOU TPYMIIBL.

O6bryHo Ghostwriter HaurHaeT CO B3/710Ma /1eKTPOHHOM ITOYTHI, a 3aTeM MCTIO/Ib3YeT ee [Ijisl 3aXBaTa YUeTHBIX
3amuceil B cOLMabHbBIX CETSIX U paclpoCcTpaHeHus Ae3uH(opMaliiM OT JULia BlafeNbLeB akkayHTOB. Mbl
00OHapy>KU/IK TIOTIBLITKY aTak Ha roziel B Facebook g my6smkarum Ha YouTube BHfieo, MoKa3bIBatOL[UX
YKPauHCKUE BOWCKa B 0C/1abIeHHOM COCTOSIHUM M TOTOBBIX C/IaThCsl Poccuu. B TOM umciie 3aMeueHo BU/I€O, B
KOTOPOM SIKOOBI YKPaUHCKHe COJIZIaThI BBIXOAAT U3 Jieca 1o, 0esbiM (iaroM KanuTy/siui. Mbl PeATIpUHSIIA
11ary /i71s1 3alUThl YUeTHBIX 3amluceid, KOTOpbIe, TI0 HallleMy MHEHWIO, CTald MUILIEHBIO 3/I0YMBIIIIEHHUKOB. MBI
TaK>ke, 10 BO3MOKHOCTH, TIpe/lyTIpe)k/iany 10Jb30BaTe/ield 0 TOM, UTO OHU MOZBEPIVICH aTake. Mbl Takxke
3a0/10KMPOBA/U (PUILIMHIOBbBIE JOMEHBI, KOTOPbIE MCII0/Ib30Ba/U XaKepbl, YTOObI 0OMaHHBIM MyTeM 3aCTABUTh

nrofielt B YKparHe CKOMIPOMETHUPOBATh CBOU COOCTBEHHBIE aKKayHThI.

be3onacHOCTh aKKAyHTOB

MEI peKOMeH/TyeM >KUTesIM YKparuHbI ¥ Poccuy IPUHATE MePBI 10 YCHUIEHHEO 0e30T1aCHOCTH CBOUX YUETHBIX

3anuceli B VIHTepHeTe, UTOOBI 3aLIUTUTLCS OT HANPaB/IeHHBIX HAa HUX aTak.

MBEI peKOMEeH/TyeM JTFO/ISIM TTPOSIBJISITh 0CTOPO’KHOCTH TIPU 0A00PEeHUH 3arpoCoB Ha fobaB/ieHre B Ipy3bs U
OTKPBIBAaHMM CChIIOK U (halisioB OT He3HAKOMBIX rofielt. [ToxkanyiicTa, BO3ZiepXXUTeCh OT TTIOBTOPHOTO

HCII0/Ib30BaHUA OJHUX U TeX XKe l'[élpO]'[EfI B pa3/IMUHbIX Cny>1<6ax, YTOOBI 3/IOYMBIIIJIEHHHUKH He CMOIJIU ITI0/TyUHUTh
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JIOCTYTI K Bareii nHgopmaru. MbI TakKe HaCTOATETBHO PEKOMEH/IyeM HCII0/Ib30BaTh JBYX(aKTOPHYHO

HYTeHTI/Iq)I/IKaL[I/H-O AJ11 BCeX YUETHBIX 3anmceli B HWHTEPHEeTe.

Panee Ha 3T0li Hefiesie MbI BBEJTH JIOTIO/THUATE/TLHbBIE MephI 3aIIUTHI KOH(MHIeHITMAaTbHOCTH U 6e301acHOCTH Ha
CBOMX M1aThopMax [ijisl 1oJIb30BaTesneli B YkpavHe. Terepb, B OTBET Ha MyO/IMUHbIe COOOIIEHNs O Mpecie0BaHUN

TPaXk/JaHCKOTO 00IIIeCTBa U TIPOTECTYHOLIMX, MbI 3alTyCKaeM ciiefyroupe QyHKiuu B Poccun.

e 3aKpbITh CBOM Npodu/ib: DTOT UHCTPYMEHT 03BOJISIET JIFOJSAM 3aKpbITh CBOM npodub B Facebook B
ofvH KnvK. Korjja mpodusib 3aKphIT, JIFOAU, He SIB/ISIOIINEeCs PYy3bsMHU BiiafieNblja akKKayHTa, He MOTYT
3arpysuTh U YBeJIMUUTh (hoTorpaduio mpodusis, UK MofeauThes eto. OHU Takke He MOTYT BUZIETh
coobrenust uu pyrue ¢hororpaduy Ha poduie TOIbL30BaTe s, HE3aBUCUMO OT TOTO, KOTZla OH MX
pa3mecTiy1. Hatri koMaH[ipl paboTaroT ¢ HeMPaBUTeTbCTBEHHBIMU U TPayKAaHCKUMU OPTraHU3al[UsIMHU,
YTOOBI TIOMOYB JIFOJSIM Y3HATh, UTO 3TU MHCTPYMEHTHI 0 CTYITHBL.

o CmuckH Jipy3eii: Mbl BpeMeHHO yOpasii BO3MOXXHOCTh MIPOCMATPUBATh CIUCKHU JIpy3el ¥ UCKaTh B HUX
KOHTaKThI B akkayHTax Facebook B Poccuw, uToOBI 3allUTHUTB JTFO/IEH OT rpeciie/joBaHusl.

o HanomuHaHusA 0 KOH(PHIEHHATLHOCTH U 0e3omacHocTH B Instagram: Mbl OTIIpaB/isieM BCEM
rosib3oBaressiM Instagram B Poccru yBeioM/ieHUsI B BepXHeH uacTH JIEHThI 0 KOHPUIeHI[UATBHOCTH U
0e30MacHOCTH aKKayHTOB. MbI HAIIOMHUHAeM OTKPBITHIM aKKayHTaM 0 HeoOXOAUMOCTH 3aiTH B HACTPOUKHY,
eCJIi OHU XOTST C/lelaTh CBOW aKKAyHT IPUBAaTHBIM. EC/ii KTO-TO cZieslaeT CBOM aKKayHT IIPUBATHBIM, BCe
HOBBIE MO/MMCUMKY JO/DKHBI Oy/IyT TOy4rTh 0l00peHye, ¥ TOTBKO MOCIIe MOTyueHrs: 000peHus CMOTYT
BU/IETh COODIIEHHST K UCTOPUU aKKayHTa. [IJis1 TeX, Y KOTO Y>Ke eCTh MPUBATHbIE aKKAyHThI, MbI JIeJTAMCS
COBETaMH O TOM, KaK 00ecreunTh 6e301acHOCTh aKKayHTa C IIOMOIBI0 Ha/IeXKHBIX Maposiei u

ZIByX(aKTOPHOU ayTeHTU(UKALIU.

MBbI nipofio/KaeM MPYHUMATh MepBbI 110 3aluTe KOHQUAEeHIMaTbHOCTH U 6e30macHOCTH Jirofiel v Oyzem my6myHo

AeNNTBCA 3TUMU obHoBneHusamu. Uuraiite no,qp06Hee O TeKYIIHUX YCUTHUAX Meta B cBS3M C BTOp>XKeHUeM Poccuu B

YKpauHy.

Source: https://about.fb.com/news/2022/02/security-updates-ukraine/
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