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APT27 ZXShell RootKit module updates
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Within the toolset of the different APT groups, one of the most interesting elements and the one that generally
worries the most, are their capabilities in Ring0, generally RootKit/Bootkit type threats that act with the maximum

level of privileges.

An example of this type of threats is the RootKit module of ZxShell RAT used by Emissary Panda (APT27), of
which there is a relatively recent sample (Uploaded to Virustotal since 2019-09-21 17:59:39) that is also correctly
signed, so it can be loaded in the latest version of Windows 10 and is perfectly functional as far as we have been
able to check.

Driver loaded:

RuleMame:

UtcTime: 2020-01-00 08:15%15.213

Imageloaded: CAWindows\System32\drivers\autochk.sys
Hashes: SHA1=CE52808FBF36A1F0BCA0C313CEE9115212459717
Signed: true

Signature: Microsoft Windows

SignatureStatus: Valid

Sysmon DriverLoaded event

A complete analysis of this threat can be found made by the analyst Ori Damari (@0xrepnz) in his blog
(https://repnz.github.io/posts/autochk-rootkit-analysis/). After analyzing this threat and describing its capabilities,

he has rewritten the source code from a sample of this threat uploaded in 2018 to Virustotal, and published it in
GitHub, which greatly facilitates the analysis of newer versions. As he describes in his blog, the capabilities of this

Rootkit are basically the following:

 File Redirection — Redirect malicious files to benign files. If you try to call CreateFile() to open a

malicious file you’ll get a handle to a benign file.

- o I e ompenn s
e Value al € 4 > Esteequipe » Discolocal (C:) » Windows » System32 » drivers

File Name Ci\Windows\System32\drivershautochk.sys Hombre Fecha de modificaci Tipo Tamaiio
- s Acceso rapido )
File Type Portable Executable 64 - (%] AppwWemgr.sys KB

Escritorio * i
File Info Mo match found. | Appfizays B
=S = ey & Descarges * ] arcsas.sys D KB
e Size 7776 bytes) €

= e i 2 Documentos  # |4 asyncmac.sys 1KB
PE Size 415.00 KB (429056 bytes) - 0 KB

&) Imagenes 0
Created Friday 27 December 2019, 19.43.14 B
. - e Discolocal (C) # L taportsys ‘e
= P S—y 3 KB
Modified Friday 27 December 2019, 19.43.14 et ] autochicays .
Accessed Thursday 09 January 2020, 09.22.16 Mm | bam.sys KB
] 9 battc.sys KB

MD5 3EM4GEECFUCSCA47CBIFABAEE220922E :
[ bemfnz.sys KB

SHA-1 AFIETAG3451FESAEISADFA3DD0ASS4TETIIDSAAF ;
= | beep.sys 0KB
[# bindfit.sys SKB
Property Value [4] bowser.sys 5KB
CompanyName Microsoft Corporation o Red | bridge.sys 5 KB
FileDescription Microsoft Filesystem Filter Man 5 BtahPM.sys 5 KB
FileVersion 10.0.18362.267 (WinBu 01.0800) 3 BehA2dp.sys KB
. N P | bthenum.sys 2KB
InternalName tMgr.sys [ BthHfEnum.sys e
LegalCopyright 8 Microsoft Corporation. All rights reserved 2 BthMiniSYs 5 KB
OriginalFilename  fitMgr.sys | bthmodem.sys 5 KB
ProductName Microsoft® Windows® Operating System %] thport.sys 6 KB
| BTHUSB.5YS 5 KB
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e Network Connection Hiding — Hide network connections from tools like netstat,proceshacker...

We found interesting to analyze the differences between the 2018 version and the most recent 2019 version in
order to try to identify new capabilities or changes in its capabilities. After comparing both samples using the
GitHub source code, we have been able to see that most of the functions are identical, except for 5 of them

(including the Driver’s entrypoint):

Line Address Mame Address 2 MName 2 Ratio BBlocks1 BBlocks2 Description
41

tefileH 16

tionTarget 11

2
4
9
1
111
00011158 oCh] 3 e 00 1

Line Address Name Address 2 Name 2 Ratio BBlocks1 BBlocks2 Description

000112ac DriverEn 3
000112e4 FsPutRedirectorHook 00011d8c 23 2 ; Same name

Different functions

After analyzing the differences between this 5 funtcions, we have been able to observe that all the changes are
focused on avoiding detections by slightly “obfuscating” some IOCs hardcoded as strings and code modification

without impact in the capabilities on the driver...
In total, there are three notable changes between the two versions:

e The first one basically consists in that they have reversed the list of strings that identify the files that the
Driver hides by default when it is loaded:

[$] .text:00000... 00DOO04A C(l. \WINDOWS\\System3z\DRIVERS\fitMar.sys | (5] -text:00000.  0000003C C(1. ld.ipawhs\\23metsyS\\swodniv/i}
[S] .text:00000.. 0000004C C(l.. \WINDOWS\\System32\DRIVERS autochk.sys |[5] text:00000... 00000044 C (1. \WINDOWS\\System32\\DRIVERS \fitMar.sys
[5] .text:00000.. 0000003C C (1. \Windows\|System32\\shiwapi.dl [5] .text:00000... 00000O4C C(1... sys.khcotwa\\SREVIRD\\23metsyS\\SWODNIW
[5] .text:00000.. 00000O3E C (1. \Windows\|System32\\odbowg32.cpl [5] .text:00000... 0000003€ C(1... Ipc.23gwcbdo\\23metsyS\iswodniviy
[5] .text:00000.. 0000003C C (1. \Windows\\System32\\c_21268.nls [5] .text:00000... 0000003C C(1.. sin.86212 c\\23metsyS\\swodniw\\
[] .text:00000.. 0000003E C (1. \Windows\\System32\\diconfg.cpl [§] .text:00000.. 0000OO3E C(1. lpc.gfmocicl\23metsyS\iswodni\y
[] .text:00000.. 0000003C C{1.. \Windows\\System32\jimekrs1.dll 8] . 0000003C C(1.. Iid. 16rkemi\\23metsyS | \swodniWiy
[] .text:00000.. 0000003E C (L. \Windows\\System32\\PINTLGNT.dI 5] .text:00000... 0000003E C(1. Ild. TNGLTNIP\\23metsyS \\swodniW\\
[] .text:00000.. 0000003C C (1. \\Windows\\System32\\chrsben.ime E -text:00000...  0000003C C(1... eminebsrhc\\23metsyS\\swodniW
[] .text:00000.. 0000003C C (1. \\Windows\\System32\\bitspri.ime [5] .text:00000_. 00000O3C C(1.. emixrpstbl\23metsyS\\swodnil}
[] .text:00000.. 0O0ODO3A C (1. \Windows\\System32\\C_1950.NLS [5] -text:00000_ 0000003A C(1.. SLN.0591_C\\23metsyS\iswodniwiy
[ .text:00000.. 0000D03C C (1. \Windows\\System32\\C_26849.NLS [5] -text:00000..  0000GO3C C(1.. SLN.94852 C\\23metsyS\iswodnitvi}
[] .text:00000... 0000003C C (1. \Windows\\System32\\chrsben.dl [5] -text:00000.. 0000003C C(1.. ld.nebsrhcl|23metsyS\iswodnitvly
[S] .text:00000.. 00000040 C (1. \Windows\\System32\\mfci0ousx.di [5] .text:00000.. 00000040 C(1. Id.xsu001cfm\\23metsyS\iswodniWl)
[5] .text:00000... 0000003C C (1. \Windows\\System32\wlanseo.dl [5] .text:00000.. 0000003C C(1.. Id.cesnaiw\\23metsyS\iswodniwi}
[S] .text:00000... 000OOO3E C(L.. \Windows\\System32\\KEDDWSKY.DLL [5] .text:00000... 0000003E C (1. LLD.YKSWDDEK\\23metsyS\\swodniWiy
[5] .text:00000.. 0000003C C (L. VWindows\\System32\imseo2L.ime [5] .text:00000... 0000003C C (1. emi.120esmi\\23metsyS\\swodniW\}
[5] .text:00000.. 0000003C C{1l.. \Windows\\System32\\midiapi.dl C(1.. Iid.ipaidim\\23metsyS\\swodniW\\

[5] .text:00000.. 0000OO3E C (1. \Windows\\System32\\mfc120cu.dl C(1.. Nd.ud021cfm)\\23metsyS\\swodniv/ |
[5] .text:00000.. 00000048 C (1. \Windows\\System32\\wbem\oadperf.di (5] .text:00000... 00000048 C (1. Id.frepdaci|imebw\\23metsyS\\swodni\
[ .text:00000.. 0OODOO3E C(1. \Windows\\System32\\audiosrc.dl E +text:00000...  0000003E C (1. ld.crsoidua\\23metsyS|\swodnii\
[5] .text:00000.. 0000003C C(l. VWindows\\System32\bootred.dl [S] .text:00000... 0000003C C(1.. ld.dertoob\\23metsyS\swodniwi)
[] .text:00000.. 0000003E C(1. VWindows\\System32\\cryptdns. di 5] -text:00000.. 0000003E C (1. Id.sndipyrcii23metsyS\iswodniw}
[5] .text:00000.. 00000040 C(1. VWindows\\System32\\crypthios.di [5] -text:00000.. 00000040 C{1.. Id.soibtpyrc\\23metsyS\swodnit/ iy
[] .text:00000.. 00000040 C(1. VWindows\\System32\idhcpesved.di 5] -text:00000.. 00000040 C (1. ld.devscpchd\23metsyS\iswodnii\}
[] .text:00000.. 0000003E C(1. VWindows\\System32\jscsiapi.dl [5] -text: C(1.. ld.ipaiscsi\\23metsyS\\swodnitii\

[] .text:00000.. 0000003A C(1.. \\Windows\\System32\\keyzip.di C(1.. ld.pizyek\\23metsyS\lswodniv\\

[] .text:00000.. 0OOODO3E C (1. \Windows\\System32\\odbeex32.dl C (1. Id.23xcchdo\\23metsyS\iswodniw\
[] .text:00000.. 0OOODO3E C (1. \Windows\\System32\\samiib32.dll C (1. Id.23bimas\\23metsyS\\swodniw\\
[ .text:00000.. 00000040 C{1.. \Windows\\System32\\sqinclc11.dl C (1. ld.11denigs\\23metsyS\iswodniil/\|
[] .text:00000... 0000003C C(1.. \Windows\\System32\\shlzapi.di C(1.. ld.ipazihs\\23metsyS|\swodniW\\

E Jtext:00000...  0000003C C (1. YWindows\\System32\\shlyapi.dil C (1. ldipayhs\\23metsyS\\swodniw\}

[5] .text:00000... 0000003C C{1.. \Windows\\System32\\prnfsdk.di [s] . C(1.. ldkdsfrp\\23metsyS\iswodniW\|
[5] text:00000... 0000003E C (1. \Windows\\5ystem32\iaudioSdk.dl 5] -text:00000..  0000003E C(1.. Nd.JdSoidur\\23metsyS\iewodnVi\)
[5] .text:00000... 0000003E C (1. \Windows\\System32\istdole32.dl -A=xb00000... 000000 C(L.. M.23elodis\2ImetsySiipwodnivi}
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Old and New list of file names

At code level, the impact this has had is that the function that redirects these files, now uses the “wcrev” function

that flips the strings before passing them to the function that hides the files:

. L\ \HINDOWS\\Syscems? \\DRIVERS\\£1cHgr sya®); &  FadddFilefiedirection (L*\\WINBOS\\Syacem3z)\ BATVERSY \as
10 TFaAddFileRedirecticn (L=\\Windows\\SystemdZ\iodbowgsZ
11 FaAddFilsRedirecticn (L*\\Windows\\System3z\\c_Z17€8.nli
12 TaRddFilaRedirscricn (L7)\Windows))\Systamdz\icliconfq.cpl
v3 = +(_WORD *} (v8 * 2 + 78320); 13 TaAddFilafedirescicn (L7\\Windoua\)\Syatam3z\\isskrel.dl

18 FaAdaFileRedirestisn (L™\\Windeus\\System3z\\PINTLGNT.4117, L™\\Hindous\\Systemsz\\shlvapi.all”);
15 TaR4dFilensdizeceiss (L™\\Windeus\\Systesa?\\eneaben ime”, L\\Windous\\Systemizi\enlvapl €117);

,.,.-, L4 \MINDOS L\ Sys
‘Ilnﬂnm\\syxn-nﬂ\\lhlwml
L=\\Windows)\Systemizy\shlvapi 4117

3 16 TaAddTileRedirection (L™\\Windous\\System3Z\\bitepex. ime”, LTA\Hindows\\System3ii\ekleapd d11%);
while { ¥8 1: 17 TaAddFileRedizection (L™\\Windows\\Iystem3Z\1C_1350.HLS", L*\\Windows\\Jystem3Z\\shiwapi dll®):
vi0 = yeaggg!iwchar_t *}3c) 19 TsAddFileRedicection (L*\\Windows\\System3Z\\C_26949 HLE", L*\\Windows\\System3a\\shlwapi.dll®);
FaAddFilehedicection(vi). (unsigned _intif *1avidé)s 19 FaAddPilsfedicoceion (L"\\Windows\\SystemdZ\\chrsben, dll%, L\\Hindows\\Syatemd2\\shlvapi. dl1l%) ;
m.—'& Wl fe¥edirection (L"\\Windows\ \Systemd2\ \mfcl00usx . 411", L\\Windows\\System32\\shlvapi.dll®};
21 FahddFileRedirection (L\\Windows\\Syscem3Z\\wlsnseo.dll®, L\\Windows\\System3z\\sklwapi.dll®);

1 2i TahddFileRedireccion(L*\\Windows\\Sysvem3z\\KEDDWSKY [LL®, L=\\Mindows\\Syscem3i\\shlwepi.dll®);
viZ = «(_WORD *) (wil * 2 + 78384); 23 FaAddFileRedireetion (L*\\Windows\\Syatem3Z)\imseoz]l ime”, L*\\Mindows\\Systemizi\shlwapi dil®);
Serfuit) = w12; 24 TaAddFileRedirection(L"\\Windows\\System3z\imidiapi d11%, L=\\Windows\\System3z\\shlwapi dll®);
+hlls 25 TaAddTilefedireccion [L"\\Windows\\Syscem3Z\\mfcl20du dl17, L=\\Hindows\\Syscem3Z\\shlwapi.dll®);

3 26 TaAddTileRadirection [L™\\Windows\\System3Z\\wbez\\leadperf dll®, L=\\Windows\\System3z\\sklwapi dil®};

while { w1z 17 27 TalddFilafedireceion [L™\\Windous\\Systam3Z\\audiesre 4117, L=\\Hindous\\Syscemiz\\shluapi.dll®);

w1 = wesrev{vemaz_t *)SEr); 28 TRASFIlaRsdirestion (L7\\WiRSSUS\\SYSTAmSZ\\BSOTEed.dll”, LT\\Nindous\\SYATamizy\skluapi.all®);

FARSAFileReairection (vi3, (URNigRed _inel€ =) Svi0s): 23 TaRddFileRedirection (L™\\Windous\\System3z\\crypedns. 4117, L™\\Windous\\SystemsZ\\shluapi.dll®);

vid = 0164: 30 TahddTileRedirection(L™\\Windows\\SystemS2\icrypebios.dll”, L7\\Windows\\Syscem3Zz\ishluapi.dll®}:

do 31 TaAddFileRedirection (L™\\Windows\\System3l\idhcpesved.dll”, Le\\Windows\\System3z\\shlwapi.dll®):

1 31 TaAddFileRedirection (L™\\Windows\\SystemdZ\\isce s

VS = &(_WORD ) ivid ¢ 2 + T0440) ¢ 33 TsBddFileRedirection (L"\\Windows\\Systemd2\\kevyaiz.
Ser(visl - vis; 24 FsAddFilefedirecticn (L™\\Windows\\Systemd2\\odboond:
Arlas 36 FsAddFilefedirsction (L"\\Windows\\System3Z\\samlibd2.d

¥ #€  FshddFileRedirsction (L*\\Windows\\Systemd2\\sglnclell. dll®, E

while { vik ); 37 FahddFileRedirscrion (L*\\Windows\\Systemdz)\shlzapi dll®, Le\\Mindows\\Systemdzi\shlwapi dl1%);

w16 = wearew({wchar_t *)Scr); 38 TadddFileRedireccion (L=\\Windows\\System3Z)\shiyapi d11, L=\\Windows\\System3Z\\shiwapi d11%);

FahddFileRedirection(vi6, (unsigned _inclé *)4viOE); 23 FaAddFileRedirection(L™\\Windows\\System3z\\prafsdk.dll™, L-\\Nindows\\SystemiZ\\shlwapi.dll);

V17 = 0164; 40 FaAddFilaRedirsction (L™\\Windows\\System3z\\AudisSdk.dll®, L=\\Findows\\Systamiz\\shlwapi.dll®);

4 41 TaRddFilaedirestion (L™\\Windous\\Syatam3z\\stdale3l.dll”, L=\\Windous\\Systamiz\\shlwapi.4ll®);

| 42 me snaNama, L 1

New code (Red) and old code (Green)

e Secondly, they have tried to disguise their use of the undocumented Microsoft API
“ObReferenceObjectByName”, which is used to get the pointer to the different Driver_Object drivers they
intend to hook in each case. Until now, they had the name of this function in their strings, and used it to
resolve it by passing its name to the MmGetSystemRoutineAddress API which returns a pointer to it. Now
they only keep part of the name, and complete the rest in a slightly more complex way before calling
MmGetSystemRoutineAddress by building it from characters they store in the registers and other areas of

the binary:

vi0 = -1i&4; 73 4if ( (signed int)ObReferenceObjectByName (
vll = L"ReferenceObjectBy”; 74 sDestinationString,
ds 75 64164,
76 0i64,
77 D164,
78 IcDriverObjectIype,
% v,
80 0i64,
a1 m:d 153600 < 0 )
1 8z 1
4f ( w10 ) 83 result = NetHookTcpDriver();
break: 84 if ( rasult < 0 )
w2 = *{_WORD *)v3% == 0; 85 return result;
¥3 = (int *) ((char *)v3 + 2},
—wvil0;
1 88 1
while [ Iv2 )i 87 alse

viz = 18i64;
v13 = (wchar t *) {(char *)vd - 2);
while { wiZ }
1
w13 = svil;
+Hvill;
++vl3;
——viz;

1
V14 = &v2E;
v15 = —1i6d4;
da

i

if ( 'vls )

bresk;

W& = *{_WORD *)vli4 =

vid4 = (int *) ((char "!vi{ + 2);

==v15;
1
while ( w2 );
*{_QWORD *) ({char *)vlid - 2) = "e\0m\0a\OR';
*{(_WORD *)vi4 + 3) = 0;
RelTnitUnicodeString(&éSystemloutinaName, (PCWSTR)&vw2E);
v1§ = (__imt€4 (__fasteall *) (UNICODE_STRING *, signed __intéd, _QWORD) 3 1 i i
if ( !vi€é )

Teturn 3221225473164,
result = vié{sDestinationString, 64i64, 0i64);
4 ( (sigmed tne)resuls 3= 0 )

New code (Red) and old code (Green)

 Finally, they have moved part of the logic of some functions to another point, maintaining the same
functionality. An example is the end of the driver entry function, where untill now, at the end they only

called two functions that initialized the logic of hiding connections and redirecting files, and now, they
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have extracted part of the logic of these functions and moved it right after each one of them, but without
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any impact on the capabilities and behavior of the Driver:

vi-sMajorfunction() =
vi->Majorfuncrion(i
vi->MajerFunction(d
jorFuncticn[4] = (FDRIVER_DISPAT
MajorFunction(14] = (FDAIVER_DISPATCH DEvi

(PDRIVER_DISPATCH) AutoChkIrpDefaultDispatcher;
TCH) AuteChklzrpDefaulzDispatcher;
TCH) AutoChkIzpDefaultDispatcher;
'CH) AutoChkIrpDafaulzDispatcher;
Contzel

if [ {signed inc)NecInicisli

0=<oy
NetHookTepDriver();
Rellnieont (6w22, L™\\Fi ANE£a")

FaslnicializeFileRedirectioni);
FasPutRedirectorHook(l, (__intéd)&vii);
zeturn 0i64;

New code (Red) and old code (Green)

x64 Sample

x86 Sample

Reader Interactions

Source: https://lab52.io/blog/apt27-rootkit-updates/
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wi-sMajorFunction(0) = (PDRIVER_DISPATCH) AutochkIrpDefaultDispatcher:
wi->MajorFunetion(2]) {PDRIVER_DISPATCH) AutochklrpDefaulzDispatchaer;

vi->MajorFunction 'DRIVER_DISPATCH) AutochkIzrpDefaultDispatcher;
v jorFunction[4] DRIVER_DISPATCH) AutochkIzrpDefaultDispatchers
w1->MajorFunction[1d4 {PDRIVER_DISFATCH) AutochkDeviceControl;
NetInitislizeConnectionHider();

FaInitializeFileRedirection();

return Di64;

42eab05c611bf24d86bb6c985caa2ad7380ed7d98340c7f08de9361be14dc244

9b7c1e37d5f56ccOb5e5e22ce9805e237a189297e78405b9c392a0953b6e0321



