https://montysecurity.medium.com /from-osint-to-disk-wave-stealer-analysis-2010d2e340f0

From OSINT to Disk: Wave Stealer Analysis

By montysecurity

Published: 2024-05-08 - Archived: 2026-04-05 18:10:42 UTC

Introduction

In this post, I will be walking through finding the Wave Stealer advertisement page, getting a sample, then
analyzing it and determining its execution and persistence methods. We will also briefly explore how the

persistence is broken in this particular sample.

Quick shoutout to creplx on Twitter/X for posting about this sample, it was instrumental in this analysis —

https://twitter.com/creplx

OSINT

Using my InfraHunter tool, I found the following website advertising a new infostealer. I used one of the built-in
searches in the tool, “generic-infostealer-1” which runs the following query on Shodan: http.title:stealer
http.html:login
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A powerful Discord Stealer
Meet We aler

Use Wave Stealer to be fast and efficient, the best on the market at
reduced prices,

Try now Foatures
=

Wave - Week Wave - Month Wave - Lifetime

8€ 20€ 60€

https://urlscan.io/result/013cd1f2-d55b-469a-9£2d-3556311fc3b4/

Turning to Twitter/X I saw this analysis from crep1x and retrieved the sample.
https:/twitter.com/crep1x/status/1782887599788486787

New #WaveStealer spotted in the wild, possibly a variant of bby stealer.

Sold by a French-speaking threat actor "sudry” (aka svvdry) on
Telegram/Discord for a few dollars.

C2:
wavebysudryez.Jir

wave-assistant.Jcom

Files created:
\Temp\wavestealer\

tna.ge/240423-zzq2rsc...

+*
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SHA256: eadcf660e731fd3de0a5a8bee2f2337e7d78438f4€9293d2c90d5e63a2d9368e

One thing to note here is the VT comments for this sample are also calling it PrivateLoader.

Malware Analysis

After getting the sample, I loaded it into a FLARE VM. The main tools I used in this analysis were as follows:
Wireshark, ProcMon, ProcessExplorer, FakeNet-NG, AutoRuns, HashMyFiles, pestudio, and DetectItEasy

The first thing I noticed in ProcMon is that it created a folder at
C:\Users\User\AppData\Local\Temp\nsmB92D. tmp\7z-out\

Mame N Date modified Type Size
locales 4/9/2024 1:28 PM File folder
| resources 4/6/2024 1:28 PM File folder
D chrome_100_percent.pak 4/9/2024 1:28 PM PAK File 133 KB
D chrome_200_percent.pak 4/9/2024 1:28 PM PAK File 192 KB
E d3dcompiler_47.dll 4/9/2024 1:28 PM Application exten... 4,802 KB
B fimpeg.dll 4/9/2024 1:22 PM Application exten... 2,814 KB
D icudtl.dat 4/9/2024 1:28 PM DAT File 10,383 KB
@ Installer.exe 4/6/2024 1:28 PM Application 162,108 KB
E libEGL.dII 4/9/2024 1:28 PM Application exten.., 470 KB
libGLESw2.dll 4/9/2024 1:28 PM Application exten... 7,320 KB
i:] LICEMSE. electron.txt 4/9/2024 1:28 PM Text Document 2 KB
e LICEMSES.chramium,html 4/9/2024 1:22 PM Microsoft Edge H.., 8,643 KB
D resources.pak 4/9/2024 1:28 PM PAK File 5,283 KB
D snapshot_blob.bin 4/9/2024 1:28 PM BIN File 263 KB
D wi_context_snapshot.bin 4/9/2024 1:28 PM BIM File 582 KB
E vk_swiftshader.dll 4/9/2024 1:28 PM Application exten... 5,007 KB
IT vk_swiftshader_icd.json 4/9/2024 1:28 PM JSOM File 1KE
B wulkan-1.dll 4/9/2024 1:22 PM Application exten... 918 KB

At this point it runs Installer.exe which is seen collecting data from Discord and web browser directories.
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7343 @Dinstalerexe 2384 7 CreateFie CaWindows'Fonts arial it

7:34:3.. (@instalerexe 2384 T Createfie CAWindows'\Fonts aribli tf

7343, @instalerexe 3300 # CreateFie C:\Users\User\App Data\ReaminggameCache \Cache_Data

7383 (DInstaler exe 3300 % CreateFie C\Users'\User\App Data\Roaming \game \Cache \Cache _Dataindex

7343 (DInsaler gxe 3500 % Crestefie CivUsers'\User\App Data\Reaming \game \Cache \Cache _Dataindex

7343 @@instaler gxe 3500 ‘= CreateFle C:Users'\User'\App Data'\Rearing \game \Cache WCache _Data‘data_0

7343, @instaler exe 3500 % CreateFile ChlUsers'\User'\App Data\Roaming game \Cache 'WCache _Data‘data_0

7343 (diInstaller gxe 3500 ¥ CreateFie CalUsers'\User'\App Data\Reaming \game \Cache \Cache _Data‘data_0

7343 (@ instaler exe 3500 74 CreateFie €\Users\User\App Data’ Roaming \game\Cache Cache _Data‘data_1

7:34:3 . @3 Instaler exe 3300w CreateFie C:MUsers'\User'App Data'\Roaming \game '\Cache \Cache_Data‘data_1

7:34:3.. (@3Instalerexe 3500 " Createfie C:MUsers'\User' App Data'\Roaming 'game 'Cache'Cache_Data‘data_1

7:34:3. . Gdinstaller exe 3800 = CreateFile C:\Users'\User'App Data\Roaming \game WCache Cache _Data‘data_2

7383 (@Instaler exe 3800 ¥ CreateFie C:\Users\User'App Data'\Roaming \game'Cache Cache_Data‘data_2

7383, (Binstaler exe 3300 ¥ CreateFie C:\Users\User\App Data\Roaming'game \Cache \Cache_Data‘data_2

7343, Instaler exe 3300 " Createfie C:\Users\User\App Data'\Roaming'game \Cache \Cache_Data‘data_3

7343 Installer exe 3300 ¥ Createfie Ci\Users\User'App Data'\Roaming \game\Cache Cache _Data‘data_3

7343 Instalier exe 3900 T Createfie Cilsers\User\App Data\Reaming \game \CacheCache _Data‘data_3

72343, pinsialer exe 2384 ‘= CreaieFie ChUsers'\User'\App Data'\Reaming dscord Web Data

7343 (3Instaler exe 2384 % CresteFie C:\Users'\User\App Data\Reaming \discordcanary \Web Data

7343 (PInstaler gxe 2384 ' CresteFie Cllsers\UserApp Data\Reammg discordpth Web Data

7343, @instaler exe 2384 7 CreateFile C:MUsers\User\App Data\Reaming \discorddevelopment\Web Data

7343, (9Instaler exe 2384 7 CreseFie CAlUsers'User'App Data'\Roaming lightcord Wieb Data

T-34-3 . (@dInstaler exe 2184 7 CreateFie C:\Users'\User'\App Data'L ocal WGoogle \Chrome \ User Data®\Default'\Web Data

T-34-3 . (@3Instaler exe 2184 7 CreateFie C:\Users'\User'\AppData\Local WGoogle \Chrome '\ User Data'\Profie 1%WWeb Data

7343 Instaler exe 2184w CreateFile C:MUsers'\User'App DatatLocal \Google \Chrome\ User Data'\Profie 23Web Data

T-34:3 Installer ene 2384 T Createfie C:Users'User' App Data' Local \Google \Chrome' User Data'Profie 3:Web Data

7343, (@installer exe 2384 7 CresteFie C:\Ugers\User' App Data'\Local WGoogle \Chrome' Uger Data'Profile 44Web Data

7343, (@installer exe 2384 7 Createfie CUsers\User\App Data'\Local Google \Chome' User Data\Profie 5\Web Data

7343, Installer exe 2384 7 Createfie C\Users\User\App DatahLocalvGoogle \Chrome' Liser DiatanGuest Profie\Web Data

7383 (DiInstaler exe 2384 T Crestefie C\Users'\User\App Data'\Local\Google \Chrome '\ User Data\Defaut\Network \Web Data
7343, §instaler exe 2384 ' CresteRle CMUsers'\User\App Data'Local\Geogle \Chrome\ User Diata\Profie 1\Netwerdk\Web Data
734:3.. @dinstalerexe 2384 ' CreateFie CMUsers’\User'App Data'LocalvGeogle \Chrome'\ User Data\Profie 2 Netwerdk\Web Data
7343 (3instaler exe 2384 ‘7 CreateFie Cilsers'\User'\App Data'Local \Google \Chrome\ User Data'Profile 3'Netword\Web Diata
7343 (instaler exe 2384 ‘r CreateFie Calsers'\User'\App Data\Local WGoogle \Chrome \ User Data®Profile 4'\Network\Web Diata
7-34:3 (nstaler exe 2384 ' CresteFie CAlUsers'\User\App Data' L ocal WGoagle \Chrome \User Data'Profie 5'\Netwark\Web Data
7343 @3instaler exe 2384 T CreateFile C:MUserst\User\App Data'\Local \Google \Chrome \ User Data\Guest ProfieMetwork\Web Data
7343, @3iInstaler exe 2384 7 CreateFis C:\Users'User'App Data' Foaming \Opera Software'\Opera Stable'\Web Data

7:34:3. . dinstaller exe 2384 5 CreateFile C:\Users'\User'App Data'\Roaming \Opera Software\Opera GX Stable'\Web Data

7343 (@Installer exe 2384 ' CreateFie C:Users'User'App Data'Local\ Brave Software  Brave-Browser'\Uzer Data'\Defaut\\WWeb Data
73483 Instaler exe 2384 T Crestefie C\Users'User'\App Data'\Local\Brave Software \Brave-Browser'\User Data'\Profile 1\Web Data
T:34:3., Instaler exe 2384 7 Crestefie C\Users'UserApp Data'\Local\Brave Software\Brave-Browser\User Data'\Profile 2\Web Data
7:34:3., Installer.exe 2384 ' Createfie CUsers\User\App Data'\Local\Brave Software\Brave-Browser\User Data'\Profile 3\Web Data
7343 Installer exe 2384 ' CreateFie CUgers\User\App Data'\Local\Brave Software\Brave-Browser\User Data'\Profile 4\Web Data
7343 @dinstaler exe 2384 T Crestefie Cilsers'\User'\AppData'Local\Brave Software \Brave-Browser\User Data'\Profile 5\Web Data
7343 @instaler exe 2384 T CresteFie Chlsers'\User'\App Data'Local\Brave Software \Brave-Browser\User Data'Guest Profile\Web Data
T34:3.. @Dinstaler gxe 2384 'm CreateRle CMUsers\User\App Data' Local\Yandex\ YandexBrowser\User Data\Profle 1\Web Data
7343, @instaler exe 2384 ' CreateFie CAUsers’\User'App Data'LocalvYandex\YandexBrowser\User Data\Profile 2\\Web Data
7343 (instaler exe 2384 & CrealeFie C\Users'\User'\AppData'Local\Yandex\ YandexBrowser'\User Data\Profile 3'Web Data

= F:“'.. Instaler exe 2384 'r CreateFie Clsers'\User'\AppData‘Local\Yandex\YandexBrowser\User Data'\Profile 4'\Web Data

It also attempts to maintain persistence in the Startup folder as Updater.exe
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Verified the hashes are the same. Also seen in another AppData\Local\Temp directory.
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Reviewing the FakeNet-NG logs shows this suspicious domain.
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Curiously, when the VM was rebooted, this error message popped up, showing Updater.exe failed to launch

from Startup.
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Updater.exe - Systern Error X

=

| The code execution cannot proceed because fimpeg.dll was
Tl not found, Reinstalling the program may fix this problem,

Manually launching Updater.exe and examining under ProcMon suggests it has a DLL injection vulnerability
(DLL Search Order Hijacking) regarding ffmpeg.dll . This is indicated by the numerous successive CreateFile
attempts where the result is Name Not Found and the Path ends in ffmpeg.dll ; Updater.exe is “searching” for
the missing DLL. The very first place searched is the Startup folder (there Updater.exe resides), this is because
the search routine starts with the directory where the program is located. So if an attacker places the malicious

DLL in the same folder as the vulnerable program, the search routine will find it and load it.
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For a more in-depth look at Search Order Hijacking checkout https://book.hacktricks.xyz/windows-

hardening/windows-local-privilege-escalation/dll-hijacking#dll-search-order

Get montysecurity’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

Looking at the ffmpeg.dll that is dropped by the first stage shows it was created in January 2024.
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pestudio 9.57 - Malware Initial Assessment - www.winitor.com - [read-only]
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)] virustatal (esrar
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Le optional-header (subsystem > censale)

| directories (count » 8)
i— P sections (flag > name)
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Looking at the strings present in ffmpeg.

property detail

L

dynamic-link-likrary

32-bit words support
file-can-be-exacuted

system-image

large-address-aware

debug-stripped
lime-stripped-frem-file
local-symbels-stripped-from-file
relocation-stripped

uniprocessor
bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi
media-run-from-swap
netwark-run-fram-swap

Wed Jan 31 16:26:28 2024 | UTC
size-of . optional-header 240 bytes
signature PECD
machine Amdis
sections-count O L]
pointer-symbal-table O 000 On0000
number-of-symbaols I QO0000C 000

dll shows it has some capabilities that does not appear necessary for

something claiming to be related to FFmpeg.
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Also searched through the FFmpeg source code on GitHub for various strings seen above, none were found,

suggesting this is not a genuine ffmpeg.dll .
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FFmpeg GetCurrentPr

Filter by‘ 0 results (4: 1 | FFmpeg/FFmpeg X

<> Code

Issues

At this point, I put ffmpeg.dll in the startup folder and ran Updater.exe and it triggered the domain callback.
When [ removed ffmpeg.dll and restarted the program, the callback does not happen and we see the same error
as before where Updater.exe just crashes. So we have a high degree of confidence that DLL Hijacking is the

execution method.
Grabbing the hash for ffmpeg.dll :5795634e5f03fal375b8a7e9655966beadbbe8681afd3c6996aa0f47959d053b
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Looking at Updater.exe shows it has “Unity LLC” listed as its Company.

Press enter or click to view image in full size

-}

Fle Opives fom Broomn Fpd Lt fici

Hooimt ax| o i
Pricans | CPU| Tems s | Wk P Daocecn Company e
Dl LEIE A0 150 e L LIE

e L App e g st oy e L Program g

The hash for Updater.exe is 69f086ecb0e9b764462e3d62268194b2b9abc8e4492b6c5b38472e1b7897436d and
looking at it in VT shows it was also compiled in January 2024 and has a copyright of “Unity @ 2024”
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History

Creation Time 2024-01-31 16:26:28 UTC
First Seen In The Wild 2024-04-10 19:03:45 UTC
First Submission 2024-04-02 22:04:16 UTC
Last Submission 2024-05-08 00:24:56 UTC
Last Analysis 2024-05-06 21:33:12 UTC

Names

Updater.exe
Installer.exe

Installer

Signature info ©

Signature Verification

A Fileis not signed

File Version Information

Copyright Unity © 2024
Product Installer
Description Installer
Internal Name Installer

File Version 1.0.0

Ire-added ffmpeg.dll into the startup folder and launched Updater.exe again, created a process dump, and

found some strings related to gaming. (i.e. I added the DLL back in so the EXE does not crash)
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Manager-gamemode.

AELE APP FILENA

ddaf-an07-TTeb39abde? 1.tmp

GamepadButton

GamepadEvent

GarmepadHa)

The “Unity @ 2024” copyright, “Unity LLC” company, and the strings above lead me to believe this is the Unity

program for gaming. However, the compilation time being the same month as ffmpeg.dll is also curious. It

appears one can buy/download the Unity source code (https://unity.com/products/source-code). It is unclear if the
threat actor compiled a custom version Unity or not, but either way, the malicious activity relies on the
ffmpeg.dll (which is not related to the actual FFmpeg project).

Not-So-Persistent

So if you remember, about halfway through this I mentioned when I rebooted the VM I got this error message.

Updater.exe - Systern Error

EWY  The code execution cannot proceed because fimpeqg.dll was

not found, Reinstalling the program may fix this problem,

This message hints at the existence of the DLL injection vulnerbility discussed in detail above. It also suggests the

persistence mechanism for this sample was broken.

When the first stage is executed, it dropped Updater.exe into the Startup folder. However, Updater.exe
crashes if it is unable to load ffmpeg.dll and the first stage never copied ffmpeg.dll into the startup folder,

hence why Updater.exe crashed on startup.
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__ % Roaming » Microsoft » Windows » Starthlenu » Programs » Startup v o O £ Search Startup
~
Name Date modified Type Size
desktop.ini QraT2022 815 PM Configuration sett... 1KB
@ Updater.exe 5/5/2024 11:24 AM Application 162,108 KB
.
Conclusion

Wave Stealer is an infostealer that takes advantage of a DLL Injection vulnerability for ffmpeg.dll in what
appears to be a Unity-related product, possibly a custom-compiled version of Unity. The program attempts to
maintain persistence in the Startup folder. In this particular sample, the persistence was broken, causing the

program to crash on startup.

10Cs

eadcf660e731fd3de0a5a8bee2f2337e7d78438f4€9293d2c90d5e63a2d9368e (stage 1; sample.exe)
69f086ecb0e9b764462e3d62268194b2b9abcB8e4492b6c5b38472e1b7897436d (stage 2; Installer.exe, Updater.exe)
5795634e5f03fa1375b8a7e9655966beadbbe8681afd3c6996aa0f47959d053b (malicious ffmpeg.dll)

wavebysudryez[.]fr
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