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 Tool: Lastacloud

Names Lastacloud

Category Malware

Type Dropper, Backdoor

Description

(Symantec) Inception has an ongoing interest in mobile devices and has previously developed
malware to infect Android (Android.Lastacloud), iOS (IOS.Lastaccoud) and BlackBerry

devices (BBOS.Lastacloud).

Mobile malware continues to be deployed and the group has made some modifications to its

Android malware. The malware is spread via SMS messages and emails containing malicious
links. Once installed, it uses user profile pages on online forums as dead drops for its C&C.

Information
<https://symantec-blogs.broadcom.com/blogs/threat-intelligence/inception-framework-hiding-

behind-proxies>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Lastacloud

Changed Name Country Observed

APT groups

  Inception Framework, Cloud Atlas 2012-2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6e565b35-d5a9-4a46-91cc-42af86a7c479
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