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In the past months, the Cybereason Nocturnus team has been tracking the activity of the Cl0p ransomware, a variant of

CryptoMix ransomware. The name “clop” comes from Russian or Bulgarian, and means “bug”.
Key Findings

Evolving Threat: TA505 have evolved their attack tactics, delivering Cl0p ransomware as the final payload on as many
systems as possible in order to pressure the victim to pay the ransom - non-paying ClOp victims’ data is being published on

the CIOp leaks site

Multi-Staged Attack: Before deploying ClOp, two prior payloads are deployed to allow the attackers to move laterally

within the compromised network before downloading and deploying the Clop ransomware.

High Severity: The Cybereason Nocturnus Team assesses the threat level as HIGH given the destructive potential of the

attacks.

Detected and Prevented: The Cybereason Defense Platform fully detects and prevents the ClOp ransomware.
Background

In 2019, the TA505 threat actor started delivering ClOp as their final payload. TA505 is a well known sophisticated

cybercrime threat actor, attacking various sectors for financial gain.

In 2019, the TA505 group changed their main strategy into encrypting assets in a corporate network and demanding a

Bitcoin ransom for the decryption key.

A more recent ClOp attack was against AG, a large German software company. Their internal network was breached, and the
attackers demanded more than $20 million ransom. In another case, the group attacked a South Korean retailer, demanding

$40 million ransom this time, and threatening to leak 2 million cards in case the negotiation fails.

Moreover, the group maintains a site where they leak data of victims who did not pay the ransomware:

>_ CLOP”_- LEAKS

Home

Imagine a situation

You are the owner of a large business, you have a company revenue of 1 million - 100 billion and more
Thousands or hundreds of thousands of employees, large staff of IT specialists

Everything is good for you, you make a profit, commercial success!

Your colleagues call you at night and tell you that all the servers and workstations of your company are not working!
All files are encrypted without the ability to decrypt, the company stopped, can not serve customers!
All your employees can't even log in to a Windows account on a computerl

One hour of company downtime costs you thousands or hundreds of thousands dollars

Your actions?

Imagine a problem? Do you feel goosebumps on body?

If you feel - then presented, if you did not feel go-count in numbers, attract a consultant

From personal experience we can tell you:

All companies have security holes, regardless of size infrastructure, the number of IT specialists, the number of
antivirus and monitoring systems

A very small parcentage of companies that are really at the highest level of security

Al the same time, companies with 100+ thousand servers and computers allow primitive erred in administration
Which allow one person to destroy your business in 5 hours of work but you have been building it many years

This is exactly moment when you got the call at night!

This is exactly what we been doing for many years!

A Screenshot from the ClOp leaks website

Page 1 of 6


https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.cryptomix
https://www.cybereason.com/platform
https://malpedia.caad.fkie.fraunhofer.de/actor/ta505
https://blog.fox-it.com/2020/11/16/ta505-a-brief-history-of-their-time/
https://www.zdnet.com/article/german-tech-giant-software-ag-down-after-ransomware-attack/
https://twitter.com/darktracer_int/status/1330933879398559744

https://www.cybereason.com /blog/cybereason-vs.-clop-ransomware

The infection chain is as follows, and depicted below: First of all, when a malspam campaign is launched, emails are sent to

victims from compromised accounts, thus increasing their credibility. The emails contain an HTML attachment that redirects

to a compromised website.

It then delivers a document containing a malicious macro that drops the Get2 loader. Get2 downloads and executes SDBbot,

FlawedGrace or FlawedAmmy. In this scenario, SDBbot moves laterally within the compromised network, exfiltrates data,

and finally downloads and deploys the Cl0p ransomware on as many systems as possible:

- HTML Document

Phishing email

The ClOp attack tree

Cl0p Ransomware Analysis

oo

Data exfiltration

Compromised website

Lateral movement

Macro code

Reconnaissance

Getl loader

$DBbot

Clop Ransomware

The ClOp ransomware is initially packed and compressed. It unpacks a shellcode to resolve several APIs such as

GetProcAddress and VirtualAlloc:

55 push ebp
BBEC mov ebp,esp
81EC ECO00000 sub esp,EC
C685 GEBFFFFFF 56 |mov byte ptr
C685 69FFFFFF 69 |mov byte ptr
CE85 GAFFFFFF 72 |mov byte ptr
C685 GBFFFFFF 74 |mov byte ptr
C685 6CFFFFFF 75 |mov byte ptr
CG685 GDFFFFFF 61 |mov byte ptr
C685 GEFFFFFF 6C |mov byte ptr
CE685 GFFFFFFF 41 |mov byte ptr
C685 7OFFFFFF 6C |mov byte ptr
C685 71FFFFFF 6C |mov byte ptr
C685 72FFFFFF 6F |mov byte ptr
C685 73FFFFFF 63 |mov byte ptr
C685 7AFFFFFF 00 |mov byte ptr

:[febp-25]
tlebp-97]
:[ebp-95]
:Lebp-95]
1 [ebp-94]
1 Lebp-93]
tlebp-92]
1 febp-91]
JLebp-90]
:[ebp-8F]
:[ebp-2E]
llebp-8D]

:llebp-ac]

The shellcode responsible for loading the compressed PE

56:°v'
B9: "1’
72:'r’
74:°t
75:'u’
gl:'a’
eC:"1"
41:°A°
ec:'1’
eC:"1"
6F:'0’
63:'c’

The shellcode then allocates memory and writes an aPLib compressed PE. It can be recognized by the first bytes, M8Z:
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The compressed PE as seen in memory
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Once the unpacked and decompressed payload is revealed, ClOp has some indicative mutexes in its variants. After creating

the mutex, BestChangeTOp/_-666 in this case, Cl0p searches for various security products installed on the victim’s machine,

and uninstalls or disables them if necessary to avoid being detected or terminated:
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Disabling Malwarebytes’ Anti-Ransomware notifications

In the example above, ClOp searches for Malwarebytes anti ransomware protection and disables its notifications so the user

will not be alerted. Below, if an ESET product is detected, it will be uninstalled using the command line:

Uninstalling an ESET Security product

Other newer variants disable Windows defender through silent command line modification of registry keys, and is also
uninstalling the Microsoft Security Essentials client. Cybereason detects the malicious sample execution together with all of

the listed commands:

.
Q clop.exe o)
Q’ i

cmd.exe @
n Disabling Windows Defender

reg.exe

cmd.exe "C:\Windows\System32\cmd.exe” /C "C:\Program

Files(x86)\Microsoft Security Client\Setup.exe® /x /s

cmd.exe

"C:\Windows\System32\cmd.exe" /C "C:\Program
Files\Microsoft Security Client\Setup.exe” /x /s

cmd.exe "C:\Windows\System32\cmd.exe” /P "P:\Cebtenz
Swyrf\Zvpebfbsg Frphevgl Pyvrag\Frghc.rkr* fk /f

Disabling Windows Defender as seen in the Cybereason attack tree

One of the ClOp variants encrypts the files by generating an RSA public key, retrieving its first 127 bytes and using them as
the RC4 key, adding the CIOp/_- header and the RC4 encrypting it again. Once the files are encrypted, the CIOp extension
will be added to each encrypted file:
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@Uel  » Libraries » Documents »

Organize » Share with + MNew folder
43¢ Favorites Documents library
I Desktop i 2 locations

B Downloads Mame Date modified ype Size
=, Recent Places
43 Text Document 2KB

01:44 PM  CIOP File 1 KB

| ClopReadMebdt
test.tet. Clop

4 Libraries
<| Documents
J‘ Music

A file encrypted by ClOp together with the ransom note

In addition, a ransomware note is placed in the folder:

| ClopReadMe.txt - Notepad
File Edit Format View Help
#*-%ALL FILES ON EACH HOST IN THE NETWORK HAVE BEEN ENCRYPTED WITH A STRONG ALGORITHM®*-*

-Backups were either encrypted or deleted or backup disks were formatted.

hadow copies also removed, 50 F8 or any other methods may damage encrypted data but not recover

you want to restore your files write to emails (contacts are at the ottom of the sheet) and attach 3-5 encrypted files
=(Less than 6 Mb each, non-archived and your files should not contain valuable information

-(patabases, backups, large excel sheets, etc.)).

-You will receive decrypted samples.

-MESSAGE THIS INFORMATION TO COMPANY'S CEQ, UNLOCKING OF 1 COMPUTER OMLY IS IMPOSSIBLE, ONLY WHOLE NETWORK.
=ATTENTION=

-Your warranty - decrypted samples.

-Do not rename encrypted files.

-Do not try to decry Et your data using third party software.

-we don't need your files and your information.

f1iCONTACT EMAIL:::
col lyhuwkmac@tutanota, com

AN
unlock®goldenbay. su
unlockégraylegion. su

NOTHING PERSONAL IS A BUSINESS

PLEASE DO NOT USE GMAIL, MAIL DOES NOT REACH OR GETS INTO THE SPAM FOLDER.
PLEASE CHECK SPAM FOLDER!!! CLOPA_=-

ClOp’s ransom note content

Cybereason Detection and Prevention

The analyzed sample below, a newer variant of Cl0p, disables Windows Defender in the beginning of its execution.

Cybereason detects the malicious commands executed to silently modify related registry keys:

\Windows\Sy: add
"HKLM\Software\Policies\Mi rgs-:h\WlndDws Defender\Real-

Time Protection” /v "DisableOr ssProtection” /t
REG_DWORD

\Microsoft\Windows
R —

Windows Defender registry keys modification as seen in Cybereason

When Cybereason anti-ransomware prevention is turned on, the execution of the sample is successfully prevented:

ﬂ clop.exe Prevented ) ADMIN-PC November 17, 2020 at 1:38:54 PM GM... s m

Description
Artificial intelligence detected urknown malware c:\users\administratordesktop\clop.exe

Prevention of ClOp’s execution in Cybereason

Indicators of Compromise

10C Type Description

08576e51a724bdc648c40e0dfe3c12a61e7517ca SHA1 Clop executable
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8e56837e4d748eceb991aabd8f5a7f3c874{7010
fb66c66cd8faB05394ec7b2253238dfee89b2964
ccd147cea99c1b2e15f193a761f7a5be8da850e8
16f48624ea2a575e1bdceb4ac6151d97d4de80b6
2d92a9ec1091cb801ff86403374594c74210cd44
ab265e2897c3befea9e37b5d8b06d8afd48b0fa6
fdd274aeb22c1b8ade68b02c50f9fead0395ea64
2b44afeb746cef483929fb04f15479083ce71323
b020dbb06b2689d325e5e89fe3a66c1af7cd1597
9d97ae1a629fe2ed0ce750d1dal1513c5dbf9cf8b
18281511117e39d2dc0546f110ec3aa922ea4340
e4fdc793161403a19de938288fa261b34e0444c0
0a7ab8cc60b04e66bel1eb41672991482b9c0656

a6ae538be9407352f1e182ec38ad3c0b5277c8fc
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Daniel Frank is a senior Malware Researcher at Cybereason. Prior to Cybereason, Frank was a Malware Researcher in F5

Networks and RSA Security. His core roles as a Malware Researcher include researching emerging threats, reverse-

engineering malware and developing security-driven code. Frank has a BSc degree in information systems.
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About the Author

Cybereason Nocturnus
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The Cybereason Nocturnus Team has brought the world’s brightest minds from the military, government intelligence, and
enterprise security to uncover emerging threats across the globe. They specialize in analyzing new attack methodologies,
reverse-engineering malware, and exposing unknown system vulnerabilities. The Cybereason Nocturnus Team was the first

to release a vaccination for the 2017 NotPetya and Bad Rabbit cyberattacks.
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