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During 2020 Leonardo analysts discovered and published a very in depth analysis of a threat known as Penquin, attributed to
the APT group Turla. 32-bit samples of this threat had been detected and analyzed by Kaspersky before, but the analysis in

this most recent publication was focused on a new 64-bit sample.

New samples of “Penquin_x64"

First Penquin A few more information .
Rise of TURLA APT " . discovered and analysed by
discovery about Penquin backdoor Leonardo’s cybersecurity analysts
—O @ @ [ >
2004 2014 2017 2020

It firstly caught our attention the fact that this threat does not have its own command and control server, but rather stands by

waiting for a very specific packet generated by the attacker and from that packet it extracts its command and control server.

Features Malware Versions Description
Mame Penguin Penguin_2.0 Penguin_xB4
Estimated Date | - - After mid-2016 | The date of build that we estimate
of build
First Seen ITW | November December December Dale that the malware instance of family was
2014 2014 2007 first seen
Architecture X85 w86 xB6-64 The processor architectures that the malware
execution envs instance or family is executable on.
Implementation | © c = The programming language(s) used to
languages implement the malware instance or family.
Capabilities controls-local- | controls-local- controls-local- Specifies any capabilities identified for the
maching machine, maching rmakvare instance or family.
communicates-
with-c2
C2 Domains NEWS- [C2 hardcoded domains
bhe.podzone(.]
arg
C2 IP and Ports B2.146.175[.]43] C2 hardcoded IP addresses and pons
1773

This results in the following logical scenario for an attacker to take control of the threat:
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Attacker controlled IP UDP or TCP activation packet

Implant sniffing traffic on the eth0 Interface.

2

Real C2 traffic

In the report published by Leonardo there is a lot of information related to the structure of such packet and the threat
activation protocol, in fact, they published a version of an UDP scanner with a specific packet contacting an internal IP, in

order to allow scanning internal networks for threats.

This threat, despite being a compiled and relatively complex binary, has the same capabilities that are usually found in
webshells. Furthermore, the group itself could be said to use them in a similar way than other less advanced groups using
webshells since it has been observed how in servers infected by this threat, command and controls from other Turla tools

have been deployed in order to use them as infrastructure in recent campaigns.

This fact implies that the possibility of detecting new infections of this threat all over the Internet may allow identifying the

infrastructure of current, and even future, Turla campaigns.

For this, we firstly need to be able to generate activation packets for public IPs controlled by us. Secondly, we are interested
in being able to scan TCP ports as well, since there are cases of servers that have specific TCP ports exposed to the Internet
and all UDP ports blocked.

Starting from public samples and the work already done and documented as a resource, we decided to implement a function
that emulates the threat’s logic of checking the validity of that “Magic” packet and extracting the IP address of the C2 it is

ordered to contact.
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This allows us to quickly and automatically validate an inferred activation packet.

Rather than completely reverse the validation logic, in order to reverse the algorithm and try to generate specific packets we

first tried brute-forcing the different elements within the UDP and TCP packets, and then leverage the function we had
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extracted from the threat to validate each combination for a public target IP controlled by us.

We know that the sample first extracts 32 bits from the packet, and compares them with the mask “0xbdbd0560”. In case it
passes this first filter, it extracts another 32 bits and the source port, and passes this extracted information to the validation

function we already have. The problem was that brute-forcing so many bytes would be too slow and not feasible.

Fortunately, there is a good part of the algorithm already described. Some of these elements are the fixed bits of the first

mask and the bits that compose the IP address with which Penquin will contact (our controlled IP, in this case).
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Bits extracted from the target C2 IP (or our C2)

The fixed bits of the first check take away most of the second block of 32 bits, and since we will want to generate the
packets for an IP address controlled by us, we can subtract another 28 bits from the two blocks of 32, since these will have
to be exactly those that build the IP of our server. In fact we could subtract 4 more bits from the source port that will also be
dependent on the final IP, although in our case we consider it unnecessary. So instead of brute-forcing all possible
combinations of two 32-bit blocks plus the port (16 bits more), we only have to brute-force 4 bits + 4 bits + 2 bits + 3 bits +
the source port, which becomes trivial.
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This would allow us to generate combinations for a destination IP and then check if the result is valid and it still generates

the IP we expected it to generate.

However, there is still one last element to take into account:
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astID = @;
while ( 1)
{
do
= (unsigned intl6é *)}sub 488758(qword 6988CB, &vG);
while ( ! )F
I inal =[MagicStuff(vi, , (int *)BvS, via, & i H |
if ( IP_final && v19[@] == byte_6981E@ && LastID != CurriD )
{
ConnectToRemoteC2( final, v5);
}
}

The function that checks the validity of the packet within the threat (in the screenshot renamed to MagicStuff), returns as a
parameter an ID extracted from the calculations it performs, which can contain a value between 0 and 3. Just before
contacting the target server it compares this ID with the ID of the last contact with a C2, and it is initialized to 0 when the
threat is executed for the first time. This avoids accepting the same packet twice, (and at the same time, the first packet
cannot result in 0 after that calculation). Therefore, we need to generate two different packets if we want to make sure that in
case we send it to an infected server, it will reply and avoid not receiving contact simply because we have sent the same ID

as the attacker in the last contact.

payload”: b"\x4 e2\x02\xbd\xbd", "DstPort":
"payloa "\ x40\ x0a\xbd\xbd", "DstPort":
"payloa "\» \xe2\x03\x xbd", "DstPort":
"payloa "\ X4 > b ; ¢bd", "DstPort":
"payloa - 0\ 4\ xbd", "DstPort":

"payloa (46 ;i i "DstPort":
"payloa E \xe2\x85\xbd\xbd", "DstPort":
\xea\x@d\xbd\xbd", "DstPort":

: b"\x4 \xe2\x06\xbd\xbd", "DstPort":
"payload”: b"\x4 \xea\x0e\xbd\xbd", "DstPort":

Once two packets with different IDs and a controlled public IP have been generated, the last thing is to send them to a TCP
or UDP port that is open on as many servers as possible and wait to receive responses on our server’s IP from the scanned IP

addresses.

For this, in the case of UDP we already have the work done, but in the case of TCP the payload that checks the threat is not
in the body of the TCP packet received, but in the headers, specifically in the Sequence Number and Aknowledgement

Number, so we need to generate the packet in RAW to be able to control these elements:

Once all the elements are prepared and finished with a close resemblance to this one:
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Now we finally can perform the scan ()

Different strategies have been used for the scanning. We have scanned ports 25 (TCP), 53 (UDP/ TCP), 80(TCP), 443(TCP),
8080(TCP) and we have tried to vary the “callback” port. To avoid unnecessary traffic, the sending and receiving packets are
placed in different ip addresses. The IP address from where it is activated (source of our crafted packets) and the “supposed”
C2 (server expected to be contacted) are in different servers. In the case of receiving packets in the expected address, a

double check is made sending only to that IP, in order to verify that we are still receiving a response from Penquin.

After a first scan in June 2020 we registered 86 ip addresses hosting Penquin.
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First of all, we were struck by the distribution of these infections, as they were all located in Europe, Russia and the United

K

States.
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The IP’s found correspond in most of the cases with VPS from a wide variety of providers.

On the other hand, Shodan offers us information suggesting that many of the IPs, as expected, have multitude of

vulnerabilities.

In the image above we can see the vulnerabilities in RED color and the IPs in ORANGE color.
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In total, vulnerabilities have been identified in 65% (+ or -) of the detected IPs.
Among the detections observed, these two IP addresses stand out:

e 85.25.95[.]16
o 162.223.94[.]14

At “first sight”, it can be observed how in VT this address is related to a binary that some antivirus vendors along with

Intezer catalog as Turla.

(1) 4% engines detected this file
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Researching for more details about this sample, we find that it is mentioned in an AnhL.ab Report about a Turla campaign
against the Korean Defense sector, which, along with this paragraph from Cisto Talos from July 2021 “One public reason
why we attributed this backdoor to Turla is the fact that they used the same infrastructure as they used for other attacks that
have been clearly attributed to their Penguin Turla Infrastructure.” Related to their analysis of Tinyturla, reinforces the
hypothesis that they use Penquin as a tool to control machines that are then used as command and control servers or

intermediate node servers for their operations.
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10Cs
1d5e4466a6c5723cd30caf8b1c3d33d1a3d4c94c25e2ebe186c02b8b41daf905 SHA256
2dabb2c5c04da560a6b56dbaa565d1eab8189d1fa4a85557a22157877065ea08 SHA256
3e138ede34c6eed3506efc7c805fce19af13bd62aeb35544{81f111e83b5d0d4 SHA256
5a204263cac112318cd162f1c372437abf7£2092902b05e943e8784869629dd8 SHA256
67d9556c695ef6c51abf6fbabl7acb3466e3149cf4d20cb64d6d34dc969b6502 SHA256
8856a68d95e4e€79301779770a83e3fad8f122b849a9e9e31cfe06bf3418fa667 SHA256
8ccc081d4940c5d8aabb782¢16ed82528c0885bbb08210a8d0a8c519¢54215bc SHA256
d49690ccb82ff9d42d3ee9d7da693fd7d302734562de088e9298413d56b86ed0 SHA256
d9f2467ff11efae921ec83e074e4f8d2eac7881d76bff60a872a801bd45ce3d5 SHA256
85.25.95.16 Infected Server
162.223.94.14 Infected Server

Customers with Lab52’s APT intelligence private feed service already have more tools and means of detection for this
campaign.

In case of having threat hunting service or being client of S2Grupo CERT, this intelligence has already been applied.

If you need more information about Lab52’s private APT intelligence feed service, you can contact us through the_following
link

Source: https://1ab52.i0/blog/looking-for-penquins-in-the-wild
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