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File Hashes and exact Network Indicators are listed here. The Playbook may contain additional
unlisted indicators.

File Hashes

0a77e28e6d0d7bd057167ca8a63da867397f1619a38d5c713027ebb22b784d4f

119c64a8b35bd626b3ea5f630d533b2e0e7852a4c59694125ff08f9965b5f9cc

231115a614c99e8ddade4cf4c88472bd3801c5c289595fc068e51b77c2c8563f

28a0db561ff5a525bc2696cf98d96f443f528afe63c5097c5e0ccad071fcb8c2

33c187cfd9e3b68c3089c27ac64a519ccc951ccb3c74d75179c520f54f11f647

3b08535b4add194f5661e1131c8e81af373ca322cf669674cf1272095e5cab95

3d0bb0426048334501fb6be5200d702120bf8a960709a1d67eb1928ea44b2df2

43280264f6db0875c681f0d99796c886b3c5dc5ee08bf2bb25276a7c3f8a1ff8

450ebd66ba67bb46bf18d122823ff07ef4a7b11afe63b6f269aec9236a1790cd

476b40796be68a5ee349677274e438aeda3817f99ba9832172d81a2c64b0d4ae

481dae0dd9522a3de3f93ee4e54b48bc81e564f31cb11c643890dcee1671dfa9
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497e6965120a7ca6644da9b8291c65901e78d302139d221fcf0a3ec6c5cf9de3

499ff5f8fa3a58307142eb0c1794414cdee0ef326a0fc2d1d93d72de1c3e8021

4ea6da6b35c4cdc6043c3b93bd6b61ea225fd5e1ec072330cb746104d0b0a4ec

54c8bfa0be1d1419bf0770d49e937b284b52df212df19551576f73653a7d061f

55282007716b2b987a84a790eb1c9867e23ed8b5b89ef1a836cbedaf32982358

5b7eb534a852c187eee7eb729056082eec7a028819191fc2bc3ba4d1127fbd12

5ead94f12c307438e6475e49f02bedaee0cd09ce6cebb7939f9a2830f913212c

6322cacf839b9c863f09c8ad9fd0e091501c9ba354730ab4809bb4c076610006

668020e32d1cd7a3a475ed73e44aea46d3e986c2b29fcde144eabd242fcafe3a

6ae32cd3b5a8a1dbb5464372ded370f31802fd1f5031795b43d662c64fc5b301

6e623311768f1c419b3f755248a3b3d4bf80d26606a74ed4cfd25547a67734c7

7395a3ada245df6c8ff1d66fcb54b96ae12961d5fd9b6a57c43a3e7ab83f3cc2

744e0ce108598aaa8994f211e00769ac8a3f05324d3f07f7705277b9af7a7497

74f61b6ff0eb58d76f4cacfb1504cb6b72684d0d0980d42cba364c6ef28223a8

78584dadde1489a5dca0e307318b3d2d49e39eb3987de52e288f9882527078d5

79c9a2a2b596f8270b32f30f3e03882b00b87102e65de00a325b64d30051da4e

7b5042d3f0e9f077ef2b1a55b5fffab9f07cc856622bf79d56fc752e4dc04b28
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8120849fbe85179a16882dd1a12a09fdd3ff97e30c3dfe52b43dd2ba7ed33c2a

81230c13aeaccc4a1b1b514559525ba6239834773c0cc4cafd88e1e06b9b6e3c

818ac924fd8f7bc1b6062a8ef456226a47c4c59d2f9e38eda89fff463253942f

8f0419493da5ba201429503e53c9ccb8f8170ab73141bdc6ae6b9771512ad84b

8f943bc5b20517fea08b2d0acc9afe8990703e9d4f7015b98489703ca51da7eb

9a040cdd7c9fcde337b2c3daa2a7208e225735747dd1366e6c0fcbc56815a07f

9eadfc0fb8cfdb7d3b45060dc9acc97ac430246b7672ee47d0de1fd11ea2c682

a342bdcbfd2c1065f4315a63de55fac3347ac24a1e23354a796367f8b09bb34f

a9c92b29ee05c1522715c7a2f9c543740b60e36373cb47b5620b1f3d8ad96bfa

acb50b02ab0ca846025e7ad6c795a80dc6f61c4426704d0f1dd7e195143f5323

b4be6518b5d47fbaefc68660d54516140b65e36ebc68d309e39ffc15bbbfc70e

ba380e589261781898b1a54c2889f3360db09c61b9155607d7b4d11fcd85bd9d

bb9b4e088eb99100156f56bbd35a21ff7e96981ffe78ca9132781e9b3f064f44

bcdb63b3520e34992f292bf9a38498f49a9ca045b7b40caab5302c76ca10f035

c116f078a0b9ea25c5fdb2e72914c3446c46f22d9f2b37c582600162ed711b69

c4eb1c6d0cf51a2fa0b0574fd1e78e80bf69662bb11016f6f2a527a0d6d8e0fc

caf5f9791ab3049811e16971b4673ec6d4baf35ffaadd7486ea4c5e318d10696
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d3b03c0da854102802c21c0fa8736910ea039bbe93a140c09689fc802435ea31

de3f1cc2d4aac54fbdebd5bd05c9df59b938eb79bda427ae26dedef4309c55a9

e33096ab328949af19c290809819034d196445b8ed0406206e7418ec96f66b68

e53cc5e62ba15e43877ca2fc1bee16061b4468545d5cc1515cb38000e22dd060

ea1e957381f58efdcdb4e246c36128bf685277adf3a3b8f0bbea329ed3f53c4f

ea4efb8148146f546d45f02fdee48d429540bba608233ff95e52e8ea7f6994e8

ec3f55cac3e8257d6d48e5d543db758fed7d267f14f63a6a5d98ba7a0fab6870

edd7420f1bacdcce650511284a7bef522151e0eb6b5786fae02ba82b167aa75b

ee32bde60d1175709fde6869daf9c63cd3227155e37f06d45a27a2f45818a3dc

f42c2b40574dc837b33c1012f7b6f41fcccc5ebf740a2b0af64e2c530418e9e0

f5a64de9087b138608ccf036b067d91a47302259269fb05b3349964ca4060e7e

fcabb86331cd5e2fa9edb53c4282dfcb16cc3d2cae85aabf1ee3c0c0007e508c

fd47825d75e3da3e43dc84f425178d6e834a900d6b2fd850ee1083dbb1e5b113

Network Indicators

88.88.88.88

a67d:db8:85a3:4325:7654:8a2a:370:7334
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allsecpackupdater.com

digi.shanx.icu

intelligent-finance.site

kizlarsoroyur.com

kopilkaorukov.com

logn-micrsftonine-con.ml

mail-macroadvisorypartners.ml

my-mailcoil.ml

oudax.com

owa-insss-org-ill-owa-authen.ml

rdmsi.com

rsshay.com

sharjatv.com

so-cc-hujii-ac-il.ml

tacsent.com

tprs-servers.eu

webmaiil-tau-ac-il.ml
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webmail-tidhar-co-il.ml

wwmal.com

www.msoffice365cdn.com

www.msoffice365cdn.com

137.59.229.231

137.74.131.208

138.201.209.162

138.201.209.182

176.9.164.252

212.16.80.102

5.39.59.97

51.254.50.153

89.163.206.0

91.121.237.224

91.121.237.227

92.222.209.48

92.222.209.51
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94.23.172.49

https://web.archive.org/web/20221116092514/http://www.msoffice-cdn.com/updatecdnsrv/prelocated

Source: https://web.archive.org/web/20230610050742/https://pan-unit42.github.io/playbook_viewer/?pb=evasive-serpens

https://web.archive.org/web/20230610050742/https://pan-unit42.github.io/playbook_viewer/?pb=evasive-serpens

Page 7 of 7


