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Lateral movement is a critical phase in any attack targeting more than a single computer in a network. Lateral
movement usually abuses existing mechanisms that allow remote code execution, assuming the attacker has the
right credentials. While these mechanisms are usually used for legitimate reasons, many environments may
monitor them for illegitimate use. Executing code remotely using a vector seldom used in a specific environment
(such as using the PSExec tool in a network where remote service creation is a very rare occasion) may be

detected as an anomaly and flagged as malicious.

Lateral movement techniques that abuse LOLBins are interesting. Read about how the Astaroth trojan uses them.

A more sophisticated attacker would prefer to use remote execution techniques more likely to get masked by a
constant stream of similar-looking, yet benign behaviors or techniques that abuse an execution channel that’s less
likely to be monitored by defenders. For this reason, expanding the set of available lateral movement techniques

allows attackers to shape the way they appear to defenders and evade detection.

In this blog we’ll look at new lateral movement techniques discovered by Cybereason that abuse WMI (Windows

Management Infrastructure). We’ll also look at one that’s already been publicly disclosed and elaborate on it.
Since these techniques are relatively unknown, many security tools can’t flag them. However, Cybereason built a
tool that’s a proof of concept for the techniques, showing what an attacker could potentially do with them. The

PowerShell script can be found here.

To learn more about legitimate features that are being abused to carry out lateral movement, check out this blog

that talks about how attackers are using Distributed Component Object Model (DCOM).

A brief background on WMI

WMI is the implementation of the WBEM and CIM standards on the Windows OS, and allows users,
administrators and developers (as well as attackers) to enumerate, manipulate and interact with various managed
components in the OS. In practice, WMI provides an abstracted, unified object-oriented model, which contains
classes representing many discrete elements of a machine, without needing to directly interact (and study the

documentation of) many unrelated APIs.
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» Win32_Process

Nin32_ProcessStartup

Nin32_ProgramGroupContents

Winz2_ProgramGroupOritem

Win32_ProtocolBinding

Win32_QuickFixEngineering

Win32_Reqistry

»  Win3Z_Scheduledlob

WMI contains classes representing elements such as the system registry, processes, threads and hardware

components.

You can enumerate the instances of components represented by a class by issuing WMI queries, which are written
in WQL, an SQL like language, or through abstractions such as the PowerShell CIM/WMI cmdlets. It is also
possible to invoke methods on classes and instances, and thus to manipulate the underlying managed components

using the WMI interface.

An important feature of WMI is the ability to interact with the WMI model of a remote machine, using either the
DCOM or the WinRM protocol. This allows attackers to remotely manipulate WMI classes on a remote machine

without needing to run any arbitrary code on it beforehand.

The Main Components of WMI

WMI consists of three major components:

1. The WMI service (winmgmt) acts as a mediator between clients and the WMI model itself, and is
responsible for handling all requests (method calls, queries, etc.) coming from client processes. While it
cannot process most of these requests by itself, it is able to forward them to other components, and forward
their responses back to the client.

2. WMI providers are where the actual code implementing classes, instances and methods is implemented.
Providers are mostly implemented as in-process COM objects.

3. The WMI Repository is the central storage area for the model, containing things like class definitions and

instances of objects which require persistence (as opposed to instances that are dynamically generated by
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providers.

To put this in the context of the classic WMI lateral movement technique — when a client (either local or remote)
tries to invoke the “Create” method of the “Win32_Process” — a request for this action is sent to the WMI service,
which then consults the repository to determine that the responsible provider is called CIMWin32. The WMI
service then forwards the request to the provider, which creates a new process and returns the Win32_Process
instance representing the process to the service, which sends it back to the client. Check out this paper for more

information on WMI in a security and forensic context.

This method of lateral movement is pretty well known and many products are starting to detect it. Since this

technique is known, attackers will innovate and look to WMI for additional lateral movement techniques.

Alternative Methods of WMI Lateral Movement

Class Derivation

While not strictly a new lateral movement method, this evasion technique removes the need for an attacker to
interact with the often monitored Win32_Process::Create method directly. An attacker may (remotely) create a
class that inherits from known-problematic classes such as Win32_Process, and call methods (or create instances)

of the new class, without directly calling the suspicious one, like so:

e Create a subclass of Win32_Process, Win32_NotEvilAtAll, which can be done remotely via WMI
e The new class inherits all the methods of the parent

o Call the “Create” method of the newly defined class

ementScope

Arguments

Excerpt from the Invoke-WmiLm script released with this article. We create a new subclass of Win32_Process on
the remote machine using the "Derive" and the "Put" methods, and call the Create method of the newly defined

class.

At first glance, looking at the events of the WMI-Activity ETW provider, it looks like we have evaded the direct

use of Win32_Process:

@{Togname

2 : Win32_NotEvilAtall

NOtEviTAtAll: :Create
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Indeed, all instances of event 11, which shows requests made to the WMI service, shows no trace of the

WIn32_Process class, which is very promising, but a closer looks shows our evasion is not perfect:

WinkEvent
- propert
Wi PerfiC

s = WmiPerfCla:
TN

So why does this still show "Win32_Process::Create"?

While we have created a new class with the same "Create" method, we have not actually introduced any new code
to the target machine. This means the method is executed in the context of the same provider. Event 12 of the
WMI-Activity provider shows the communication between the WMI service and WMI providers, and shows the

method execution request after the service has inferred which provider actually implements the requested method.

A different approach to detection is WMI introspection. WMI provides a comprehensive eventing system, and
exposes some extremely useful events to monitor itself. One such event describes all WMI method invocations on

the machine.

15Tér-wWmiEvent
evt).source args . newevent

sersiphilips Inveke-CinMethod Win32_New Create i mandL ine
1 Returnvalue PSComputerName

egventargs . newevent

ationEvent_Pre, Msft_wWmiPr "_Op onEvent, MSFT_wmwiselfeEvent,

puterName

As can be seen in the above screenshot, the MSFT_WmiProvider_ExecMethodAsyncEvent_Pre describes not the
method requested by the client, but again the actual method implemented by the provider, not being affected by

the evasion technique.

While this technique seems not to work as well as one might hoped for obfuscating WMI method invocation, it

works much better when applied to WMI "attacks" that do not need to use a method, such as event subscription, as

the name of the derived class, and not the original, will show up in all events.

Another, less successful attempt to abuse the WMI class hierarchy for evasion we have attempted is "Class

Cloning". This method takes a target class, and defines a new one, sharing all members and hierarchy with the
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target. Supposedly, this is more evasive, as our new class is not a subclass of the target, but it seems that the WMI

service is unable to locate the implementation of methods defined in the cloned class, rendering them broken.

WMI-ifying Classic Techniques

Sticking an additional acronym on a technique doesn't do much by itself, but performing common lateral
movement tasks (such as replacing PSEXEC) using WMI changes the attackers behavior enough to evade network

monitoring solutions. Below are a few examples of such technique modifications:

Service Creation

Remote service creation (often done with the PSEXEC tool, or a pass-the-hash enabled implementation), is
possibly the most common method of lateral movement in Windows environments, and can be reimplemented
using WMI.

The "Win32_Service" class represents a single service on a machine, and exposes pretty much all of the

functionality of the Windows service manager (or the sc.exe tool).

ass winiZz_service).CimClassMethods
ReturnType Parameters

startservice uInt32
stopservice UInt32
Pauseservice UInt32
Resumeservice UInt32
Interrogateservice UInt32
Usercontrolservice uint32 {controlcCode}

Ccreate uint32 {pesktopInteract, DisplayName, Errorcontrol...
change uInt32?2 {pesktopInteract, DisplayName, Errorcontrol...
changestartmode uInt32 {startmode}

Delete urnt32 {}

GetSecurityDescriptor uInt32 {pescriptor}

setSecuritybDescriptor urnt32 {pescriptor}

}
}
}
}
}

A quick look at the methods of Win32_Service shows the class is able to easily manipulate services on the target
machine. This is enough to implement the create-start-stop-delete chain often used by attackers moving laterally

using services.

Win32_Service is not the only WMI class capable of these operations, and the following classes may be used

interchangeably:

e WIn32_Service
e Win32_BaseService

e Win32_ TerminalService

Win32_SystemDriver

When done using PSEXEC, sc.exe, or any other common implementation of remote service management tools,
communication will be done via the MS-SCMR protocol over DCERPC. Even when this protocol is using the
maximum possible level of encryption, one may still easily determine which types of actions (service creation,

service start etc.) are performed using network traffic monitoring.
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BCERA e Bimd: call _ld: 2, Fragsent: Single, 2 cosmtewn Qvess: SVCCTL va.@ [Diely W), SWECTL V.8 (ScbTRobo-Sdil-a540- B0id-Sb
ECERPC 1M Bind_sck: call_ldr I, Frageest: Single, maw_wmit: 4280 mas_rece: 4280, I results: Accepisnce, Megotlate ACK

SHOCTL 12 OpenSCianapersl request, \WI82. 168,07, 138

FLTL e CpeniCHanapersl responie

SCTL 338 Createseryicen Fequest

LT 32 Cramtetecvices rewponte

SWETL X3 Cleaeterwicenandle request, (null)

SWCLTL s Clédeterwlisiandle Feigsnia

SWCLTL 2 CladelerwlosHandle requedt, OpeatiMankgeriai\15). 168,37, 128N)

SWCLTL s CladeServlicHandle Fedfande

[Response in frame: 37]
» Policy Handle: OpenSCManageri(\\192.168.37.128\)
» Service Name: test
NULL Pointer: Display Mame
» Access Mask: oxeeaftalff
» Service Type: 8xBe@ooale
Service Start Type: SERVICE_DEMAMD_START (3)
Service Error Control: SERVICE_ERROR_NORMAL (1)
» Binary Path Mame: notepad.exe

A wireshark capture of remote service creation using sc.exe

On the other hand, the same action using WMI looks completely different on the wire:

Call ID: 3
Alloc hint: loZed

Context ID: @
Oprus: 24
Object UWID: PO@Z5813-03cE-0008-52e0-a8bf64e7bIbe
Auth type: NTLMSSP (1)
Auth level: Packet privacy (6)
Auth pad len: @
Auth Rirwd: @
Auth Context ID: @
{x
3 NTLMSSP Verifier
Encrypted stub data: Te57ac527afbe471171c454511d652b018d08e6485cc8bes. ..

Though still based on DCERPC, all WMI DCOM method calls are done through a single interface, and when

coupled with "packet privacy" level encryption, network monitoring solutions would only be able to know that
some WMI method was called. When performed via the WINRM protocol, WMI traffic looks looks like HTTP,
and is again completely different than when done via the SVCCTL interface. This means WMI-ified techniques

effectively evade any network traffic signatures made to detect the lateral movement methods they are based upon.

Old-Style Scheduled Task Creation

WMI also provides a way to interact with the old (at.exe) Windows task scheduling mechanism. This is done via
the WIn32_ScheduledJob class.
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PS C:\Users\philip> (Get-CimClass Win3 : ] J.CimClassMethods

Name ReturnType Parameters

Create UInt3z2 , DaysOofweek, InteractwithDesktop.
Delete UInt32

This class allows for the creation, deletion, and enumeration (through the enumeration of class instances, and not
using a dedicated method) of scheduled jobs. Like the at.exe utility itself, the functionality of this class is
deprecated in Windows 8 and up. The inability to force the execution of a task may be easily overcome (just like

with the classic technique) by simply scheduling a task to run a few seconds after it is registered.

New-Style Scheduled Task Creation

Another mechanism often used for lateral movement, which may be accessed using WMI is the new Windows
task scheduler, often interacted with using the schtasks.exe utility. Scheduled tasks created this way are

represented by the PS_ScheduledTask and related classes under the ScheduledTaskProv provider.

1p> (Get-CimClass P5_Schedule Sk root/Microsoft /win
-'.l: :thdu'Iﬂr"l cimClassMethods

ReturnType Parameters

RegisterByobject uint32 {Force, Inputobject, Password, Tasﬁwame..-
legisterByPrincipal uInt32 {Action, Description, Force, Prlnr1p11
RegisterByUser 32 {action, Description, Force, Password.
Registergyxml Jjint32 {Force, Password, TaskName, Taskrath...
NEWACTIONBYEXED {Argument, Execute, Id, wurhinuD1FHLt v,
NewPrincipalByGroup In {GroupId, Id, PFGEEEETGFEH51di}pE REqU|rEdPr-.-
4EwPP1nE1pa]Eyu5EF ) 32 1Id, LogonType, ProcessTokensi1dType, Required...
lewSettings {aAllowstartIfonBatteries, Compatibility, Dele...
startByobject X {Inputobject |

startByPath 2 {Taskname, Taskrath}

topByohject 2 {Inputobject}

stopByPath I 32 {Taskname, TaskpPath}

SetByobject {Inputobject, Password, User, cmdletoutput}
“EtEfPrﬁnfipa1 1 {Action, Principal, 3&tt1nq5 TaskName . . . ]
SeTByUser {action, Password, Settings, TasknName...}
GetInfoByName r32 {Taskname, TaskPath, cmdletoutput}
getInfoByobject 32 {Inputobject, cmd]etﬂutputr

aw uInt32 {Action, Description, Principal, Settings...}

The PS_ScheduledTask class exposes methods allowing a client to create, delete, and run arbitrary scheduled tasks

with custom actions. In fact, The scheduled task cmdlets available on Windows 8 and up, use these WMI classes

behind the scenes, which means attackers abusing these commands might have been unknowingly (or maybe
knowingly) evading various IDS detections. It should be noted that while the new task scheduler is available on

Windows 7 and up, the ScheduledTaskProv provider is only available for Win8+ machines.

Abusing The Windows Installer

The Windows Installer provider exposes a class called Win32_Product, which represents applications installed by

the Windows Installer (msiexec). This class can allow an attacker to run a malicious msi package on a target
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machine.

Ps C:Z\Users\philip> (Get-CimClass win32_Product).CimclassMethods

ReturnType Parameters qualifiers

Install UInt32 {Allusers, Options, PackageLocation} {Implemented. ..

Admin uInt32 {D?tiﬂhﬂ, PackageLocation, TargetLocation} {Implemented...

Advertise UInt32 {Allusers, Options, PackagelLocation} {Implemented. ..
Reinstall UInt32 {ReinstallMode} {Implemented. ..
Upgrade UInt32 {Options, PackageLocation} {Implemented...
Configure UInt32 {InstallLevel, Installstate, Options} {Implemented. ..
Uninstall uInt3z {} {Implemented. ..

The "Install" method (and probably the "Admin" and "Upgrade" methods too) of Win32_Product allows the
installation of an msi package from a path or a URL. Such packages containing malicious payloads can be crafted

by Metasploit:

snft
Executable formats
asp, aspx, aspx-exe, dll, elf, elf-so, ex exe-only, exe-service, exe-small,
hta-psh, loop-vbs, macho, msi, msi-nouac x-app, psh, psh-net, psh-reflection,
psh-cmd, vba, vba-exe, vba-psh, vbs, war
Transform formats
bash, ¢, csharp, dw, dword, hex, java, js be, js le, num, perl, pl,
powershell, psi, py, pythom, raw, rb, ruby, sh,

vbapplication, vbscript

While Metasploit allows for the packaging of executables as an misi file, the package format also allows for the

embedding of vbscript and jscript payloads, making the msi a rather versatile payload container.

Less successful forays into into abusing the Win32_Product included an attempt to replicate the "msiexec /y"
command, which tries to register a dll file from the command line. This seems impossible to achieve using WMI.
Another failed experiment was an attempt to hijack uninstaller command line fields in the registry, and then run

those commands using the "Uninstall" method of WIn32_Product.

Cemputer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows'\CurrentVersion\Uninstal\Git_is1

A || Name Type Data
we| NoRepair REG_DWORD 000000001 (1)
ab| publisher REG_SZ The Git Development Community
ab| QuietUninstallString REG_SZ "C\Program Files\Git\unins000.exe" /SILENT
‘ws| sEstimatedSize2 REG_DWORD 000032a2b (207403)

- w REG_SZ “C:\Program Files\Git\unins000.exe"
ab| RLInfoAbout REG_SZ https://git-for-windows.github.io/

Changing the UninstallString value to an arbitrary command line and invoking the "Uninstall" method does not

seem to work

Malicious WMI Provider Loading
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As mentioned above, WMI providers are where most class instances and methods are implemented. This means
one can achieve code execution by loading a custom provider. A recent talk by Alexander Leary has supplied a
method to register a WMI provider on a remote machine, using only WMI functions, and without needing to run
any command lines beforehand. One of the shortcomings of this technique is the need to actually implement and
deliver an actual (malicious) WMI provider dll to the machine. As we are not interested in our code successfully
functioning as a WMI provider, but only in it getting loaded as one, we will describe the steps required to run any

arbitrary command line as a WMI provider:

First, we shall create a COM object - WMI providers are mostly implemented as in-process COM objects, but as
we would like to run an arbitrary command line, we will write an out-of-process COM object registration as the

basis of our provider.

Computer\HKEY_CLASSES ROOT\CLSID\{206C72€/-02E8-1101-AD8S-000000000000}\ Localoervers2

.ﬂ_h REG_SZ powershell exe -Command & {start-process calc.exe}

Next, we would need to register the provider itself. To do this, all we need to do is to create an instance of the

__Win32Provider class, which represents registered WMI providers, on the remote machine.

NullWalue vl
NullValue {3}
Nullvalue
NullValue
NullValue {}

Reentrancy 51 r y {Val
nTimeoutInterval DateTime v, NullValue {SUBTYPE}

minFlrst Boolean N Value
Interval DateTime Property,

Property, NullValue {}
ExplicitShutdow Boolean Praper NullValue {}
ctendedStatus 1 ean

Boolean [ 3

Boolean MullValue {}

Supp Shutdown Boolean v, NullValue {}

SuppertsThrottling erty, NullValue {}
UnloadTimeout NullValue
NullValue

There are three fields of importance in the __Win32Provider instance we would like to create:

e Name - A human-readable name for the provider, which will later allow us to reference it
e CLSID - The Class ID of our newly created COM object
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e HostingModel - This field denotes how the COM object itself should be loaded - "NetworkServiceHost"
will load the COM object as a library into a special host process under the "Network Service" user,
"LocalSystemHost" will load it as a library in a host process under the system user, and "SelfHost" will try
to load the provider as a stand-alone executable under the System user. As we would like to use an arbitrary

command line, we would prefer to run our provider as an executable.

Normally, a provider is loaded on demand, when one of the classes and methods it implements is called or queried
(registration of method and instance providers is done via the __MethodProviderRegistration and
__InstanceProviderRegistration classes), but our arbitrary executable obviously does not implement such things.
Fortunately, the "MSFT_Providers" class (which enumerates loaded WMI providers) has a method called "Load",

which allows us to load any WMI provider, regardless of demand.

In addition, it seems that the first time the OS checks that our COM object actually implements a WMI provider is
after the command has run, allowing us to execute our obviously fake provider object. It should be noted that the
registration of a WMI provider with the SelfHost hosting model actually writes an alert to the event log,
describing the creation of a sensitive provider (as it runs with System privileges). This log write can be evaded by
using the NetworkServiceHostOrSelfHost hosting model, which at first tries to load the provider as a library
(which we may simply omit from the registration), and when this fails (as there is no library to load), tries to load

the provider as an executable, with the supplied command line, without writing to the event log.

PS C:wUsers\philip> (Get-CimClass MsTT_Providers).CimClassMethods

Name Returniype Parameters

UInt32
UInt32
UInt32
UInt32

To recap, we are able to load our malicious command line as a WMI provider using the following steps:

e Create a new key under HKLM/SOFTWARE/Classes/CLSID/{SOMEGUIDY} (registry manipulation may
be done through the StdRegProv WMI provider)

e Add a subkey of LocalServer32 with a "(default)" value of whatever command line you want to run (some
nice powershell encoded command, for example)

o Create a new instance of the __ Win32Provider class, with our CLSID as the CLSID field, and
NetworkServiceHostOrSelfHost as the HostingModel

o Call the Load method of the MSFT_Providers class with the name of our newly created provider

e Relax and enjoy our needlessly complicated (but probably undetected) authenticated remote execution
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Detection and Conclusion

While these techniques are relatively unknown and usually go undetected by most security products, Windows
provides enough information about the WMI function to implement detections for each of the techniques
discussed above. Both the WMI-Activity ETW provider and the WMI eventing system provide deep visibility into
all WMI method calls, instance creations and queries, which is just enough information to determine if any

sensitive WMI functionality was invoked.

While the techniques we discussed abuse legitimate, documented functionality, they occur infrequently enough to
be monitored on a per-action basis. We’d advice defenders to account for these techniques when trying to protect
their organization from lateral movement and incorporate the multiple methods available to gain deeper visibility

into WMI and possibly stop these and many other techniques abusing this feature.

Learn how to threat hunt from an expert. Check out our webinar on how to generate a hypothesis in a threat hunt.
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