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Fig.2 - Infection Chain

The Infection chain begins with the software update routine where the 3CXDesktopApp calls the “Update.exe --
update ” from its bundle to fetch the updates. This then downloads the valid signed Malicious 3CX MSI installer
and the Affected 3CX MAC Application as required in the form of an update package on the victim's machine as
shown in the screenshot below.

Jelectron/update/win32/18.12.416/releases fid=3CXDesktopApp&localVersion=18.12 4168arch=
/electron/update/win32/18.11.1213/releases71d=3CKDesktopAppilocalvVersion=18.11.1213karch=andé

19:36:31.888 3 /electron/update/win32/18.11.1213/releases ud=3CxDesk topAppalocalVersion=18.11.1213karch=amdé

® 19:87:37.000 - 1.3 felectron/update/win32/18.12.416/releases?id=3CXDesktopApp&localVersion=18. 12.416&arch=and6.

Fig.3 - Requests to 3CX domain to download the Affected 3CX MSI installer v18.12.416 & 3CX Mac App
v18.12.416 as an Update Package

In this blog, we will take a look at the affected valid signed 3CX MSI Installer version 18.12.416 named
“3CXDesktopApp-18.12.416.msi” which is signed on March 13, 2023.

Page 1 of 11



https://www.zscaler.com /security-research/3CX-supply-chain-attack-analysis-march-2023

Digital Signature Details ?| &l Certificate
General  Advanced General Details Certification Path
— , Digital Signature Information Show: | <All> =¥
This digital signature is OK.
Field Value
Signer information l D\\‘ersion V3
Name: [cx L | [ ]serial number 1b6611df3c3add6eccBeds0cs
| [ signature algorithm sha256RSA
E-mail: [webmaster @3cx..com || signature hash algorithm sha256
o || [ 1ssuer Sectigo RSA Code Signing CA,
Signing time: [Monday, March 13, 2023 12:04:04PM || | []valid from Monday, November 2, 2020 5
- [ valid to Friday, November 3, 2023 5:2
\ﬁewCer‘l:IE =l hiart AUVItd AUV Itd 4 MarkniN
_ Serial Number —{[1b6611df 9c9add6eccBed50c9b917873
Countersignatures {
© 2023 ThreatLabz

Fig.4 - Signed 3CX MSI Installer

Upon execution the 3CX MSI installer extracts multiple files in the “AppData\Local\Programs\3CXDesktopApp”

and then executes the valid signed 3CXDesktopApp.exe as shown below in the screenshot.
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23 Thraatl abz & Onelnive.exe b316
v B 3CXDesktopApp.exe 3872 020

Bl 3CxXDesktopApp.exe 6648
Bl 3¢cxDesktopApp.exe 7308 0.01

. 3CXDesktopApp.exe 1244

Bl 3CxDesktopApp.exe 2528

B 3¢xDesktopApp.exe 4632

y J

Manage

Share View Application Tools
> » AppData » Local » Prographs » 3CXDesktopApp » app
Name .. Date modified Type
locales File folder
¢
resources File folder
' 3CXDesktopApp Application
o 2| 3CXDesktopApp.VisualElementsManifest XML Document
’ | chrome_1 00_percent.pak PAK File
| chrome_200_percent.pak PAK File
_. d3dcompiler_47.4dlI Application exten...
% ffmpeg.dll Application exten...

Fig.5 - Execution of 3CXDesktopApp

Further the 3CXDesktopApp.exe side loads the Backdoored signed DLL named “ffmpeg.dll” as based on the DLL
search order mechanism if the DLL is present in the applications directory the DLL is loaded from there as shown

in the screenshot.
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XCxDesktopAp.. 8548 FCremteFle  C-\Usersknight\AppData\Local\Programs\3CXDeskiop App\app Vfmpeg di SUCCESS Desied Access’ Read Data/Lit

3CxDesktopAp... 8548 G CreateFileMapp.. C:\Users\knight\AppData'\Local'\Programs' 3CXDesktop App'app \fimpeg di FILE LOCKED WITH ONLY READERS SyncType: Sync TypeCreateSe:
. 35&8 n&uyamdl .C \UMWWDDOA\LN&\P'WM;\IKM!OOMWMG SUCCESS AlocationSize: 2,818,048, Endl
. Y sl \Pro Y SUCCESS .
SUCCESS Image Base: O« i 8cbb 20000.
f = T H - al\Prog SUCCESS
| B0 = Sndeloads the Backdoored ffmpeg dII = ©
u Home Fhare View
4+ » AppData » Local » Programs » 3CXDesktopApp » app v O Search app
MName A ffmpeg.dil Propertie
# Quick access fest
B Desktop e focales General Digtal Signatures  Securty Detals ~ Previous Versions
resources
': Downloads L B 3cxDesktopapp Signature st
| Documents | & 3cyDesktopApp VisualElemer | | Mame of signar: | Digest algedihen | Timeatamp
&= Pictures # || chrome_100_percent.pak | XX d shal Friday, March 3, 2023...
@& OneDrive —t chicemne AX). pescent pak Digital Signature Details 7 x
4 d3dcompiler_47.dll
I This PC L [4] fmpeg.dil General Advanced
Signature detais:
Signed Feld Value -
Version V2
Backdoored i Sectigo RSA Code Signing CA, Sectigo Li,
DLL Serial number 1b6611df9c9a4d6eccBed50c9b9 17873
Digest algorithm shal
Digest encryption algorithm RSA
Authenticated attributes
1.3.6.1.41.3112.1.12 3000
Content Type 06 0a 2> 06 01040182 37020104
1.3.6.1.4,1.311L2111 300c060a 2b 06 01040182370201
Message Digest 0414a20c51acabB8326633d4916. v
< > © 2023 ThreatLabz

Fig.6 - 3CXDesktopApp sideloads the Backdoored “ffmpeg.dll”

Based on reports, the ffmpeg.dll was backdoored by the Threat Actors via manipulating the source code leading to
the Supply Chain Attack. Once loaded into the virtual memory, the malicious “ffmpeg.dll” is commissioned to
load the d3dcompiler_47.dll which contains the encrypted second stage payload. Initially the main function
creates an event called "AVMonitorRefreshEvent" and checks if it already exists. If it does, it exits.

push rbx
sub rsp, 558h
mov rax, cs:__security cookie
xor rax, rsp
mov [rsp+598h+var_48], rax
lea r9, Name . "AVMonitorRefreshEvent"
mov esi, 1
xor ecx, ecx ; lpEventAttributes
mov edx, 1 ; bManualReset
xor réd, rad ;3 bInitialState
call cs:CreateEventi
test rax, rax
loc_18004E21D

© 2023 ThreatLabz

Fig.7 - Main function of ffmpeg.dIl
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After that it checks the current path in order to load the d3dcompiler_47.dll into memory and further loads the

DLL into memory and checks if the DLL loaded correctly by comparing the starting byte of DLL.

FEFF
IHIII»\SLZLU

xor edx ,edx
B aqword ptr ds: [ <bGetFileSizes |
mov ebp ,eax

89c1 Moy ecx ,eax

call m-pru TFFFDDACT D4

48:c7 1424 20 000000
AC:BD7C24 AC

48: 899

48:89¢C2

41: 8968

4D: B9

FEL5 05402400

41:833F 00
~ OFE4 3020000
OFB703

g dword prr ds :[r151,
je Ffmpeg. 7FFFDOAIEIFA
movzx_cax,word ptr ds:[rbx)

3D AD5A0000

- T

FFIs MIEa00 | BRll qword pir [mrmeplhm]
ax FF

call ow-cud ptr d mneadnleﬂ

~ Hide FPU
RAX  DDODODDOODDOSAAD
REX  ODO002AFT 17040 el
RCX  0000000O000000000
ROX  DOOO/FF 7 SB950000 R

REP 00000000004 DCDE
RSP D00000D6EHGEAAD
0000000000000000

RDT  000DO0BOOIO0N0NC KT
RE  DOODODOOOOOOOED "
el RO O0ODODDE2LIGEI68

R10  DOOO7FFBOFFODDCA
RI1 0000000000000246
R1Z  DDO0/FFFDDAAF2 20

<Flmpeg. EntryPoint>

ntd] 1. DOOOTFFE0FFODOCA
L'

R13 0000000000000001
R4 D0O0OOD0OOD0OO00
RIS 00000006 2L DGEAEC "ol
. RIP DO007FF F DOAIDFCS ffmpeg. 00007 F FFDOA3DFC
rl
REIAGS WIONOONMNN P46
< >
| Default (x4 fastcall) = Uniocked

Hmm D0D07FFFDDAZE LF 7

- text: 00007FFFDDAIDFCS Flpeg. d11: S4DFCS #403C5

Wom: @Youmpz Y oumps @ Dumpa B Oumps =] Locals

B wotch1

000002A34F 717060 | 00 00 00 00| 00 00 00 00| 00 00 00 00| 00 00 00 00| .-
717070 | 00 DO 0O 00f 00 0O 0O 00f 00 00 00 DOf 08 01 0O 0O
080 | OF 1F BA OF| 00 84 09 cp| 21 nu m dcjcp 21 54 68| ..
080 | 69 7 7 3
O00002AIF717040 | 74 20 62 65| 20 6| 20 69 b€ 20|44 4F 53 20| ¢ be run in DOS
MO0 A E 71 7m0 | 6 l\ RS I]Ii mn 0al 24 00 00 00l 00 00 00 00 Leade.

RO

- l m. e

el (NNTEE TSRO ’N'JE"
r& 000000000000008 O

e

r3 00000006 2E96E 968
. 5+ Trans 281 ODOONMMINNARN
K

TOOOOOOO0GO0000T
A | DOOO0ZAF /17040 =
2EIGEBED | L™

-
Cih\ugers ilgr 47 d11*
5 | 00000006 2EIGEAEC BUN
O00000O0B000M00

New Folder

DOOOS0
DO000OOBOGONOGON
0000000000000000
000002 A34D0ADIAE
& | 0O4EDCOE00000000
0000000 IZEIGERIA

Fig.8 - Load d3dcompiler_47.dll and check for starting byte of DLL
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In this case the d3dcompiler_47.dll consisting of the RC4 encrypted shellcode and embedded DLL is valid signed

by the Microsoft Digital certificate as shown in the screenshot below.

Digital Signature Details
General  Advanced
Digital Signature Information

This digital signature is OK.

% d3dcompiler_47.dll P

roperes

Signer information
Name: Il'd'licmsclft Corporation
E-mail: [ot available
Signing time: [Friday, May 7, 2021 6:31:17 PM
View Certificate
Countersignatures
Name of sign... E-mail addre... Timestamp

Microsoft Tim... Mot available Friday, May 7, 20...

Details

Serial Number

Fig.9 - Microsoft signed d3dcompiler_47.dll

oK

General Digital Signatures  Security Details Previous Versions
Signature list
Name of sign.. Digestalgornt.. Timestamp
Microsoft Cor..  sha256 Friday. May 7. 20...
a  Certificate bt
General Detalls  Certification Path
Show | <All> w
' Field Value ~

[ |version
Serial number
-__] Signature algorithm

sha256RS5A
__|signature hash algorithm sha256

| 1ssuer Microsoft Code Signing P...

[ |valid from Tuesday, December 15, 2...

“|valid to Thursday, December 2, 2...

| Subject Microsoft Corporation, Mi... W

33000003dffbbae3f427echbal000D000003dE

© 2023 ThreatLabz

Further in the infection chain, the ffmpeg.dll looks for the specific hex byte (FE ED FA CE) in the loaded

d3dcompiler_47.dll which contains a second stage encrypted payload.
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. « || 000D xOr eax, eax = Wide FPU
-T* 7 ne . FFFFOBE. 0000000000002 18 -
1 « [['00007FrroeE E01Y 41:807C00 FE £D cmp byte ptr ds:[r8.rax 2] [T rBeraxtl-2:"{athiat}Jaompe” | RA¥  000001EDIFOCEC40 il =
|} ———=2 [ D0007FFFOBETEOTY | ~ 75 OF e ffmpeg. 7FFFDBETEDMA RCX  D000000000045CD8
|| + || 00007 FFrDBE7EOLE A41:807CO0 FF FA emp byte pre da:[r8.rax-11 5] rRerax®]-1: “alpial} ) ad=pe= | ROX 00000000004 SCD0
| | ===+ || 00007FFroBE7E041 . 7507 jme fupeq. TFFFOBETEDA | mep 0000000004 EDCDS
! U o || cooo7FrrDRE7ED43 41:803C00 CE cmp byte ptr ds: [r8.rax] 7] rBeraxl: "Thiiul} ja0"pe" RSP DOCDOUIEEGFSECA0
) | FRFDBE/EOAE |~ 74 00 je ttmpeq. /FFFDBEEQST e 3
I "FFFDBETED4A 48:FFC0 nc rax
L Y0E 7040 48: 39¢c1 cmp rox, rax LEDLFET604
ETE050 | A 75 09 jme ffmpeg. TFFFOBETEOZE i 00 LA
FFFDRE TED52 » E9 A3010000 Jmp Ffmpeq. TFFFDBETELFA R10 7 SO0 u7x"
FFFDBETEQS 48: 8048 08 Tea rox,quord ptr ds:[rax.8) RLL  DOOOTFFFOBEFOAD! A j~ol\n
FEFDBEE058 A1:89cF mov rl5d,ecx R12 LEDLFE 7604 "B\ \x04™
07 FFFDBE 7 E05E 4c: 1950 cmp rcnc,d';]'F 15 "oln" :}}
07 FFF DBE T E 061 ~ 0FB3 90010000 jne ffmpeg. TEFFOBETELFT + ——
Y0075 ¥ DB 7606 8005 mov ebp, edx KI5 DOOOCOIERGF SECoc Lo
RIP OO0 5 FoeE Te031 Ffupeg. 00007FFF DBETEDS
REIAGS (RGN0 144 bl
< >
5 rebe 0O000O000004 SC00 <
: rB DOD0ONED]FETG043
0000000000000100 =

s frana 781

DOO00DO0OD00M00L
000001EDIFICEDAD
BOODOOLE & B+ 5EDBD

(DO0001EEGFSECAB
0000 6F SECSD

i . 00000LEE6FSECTE | GDODOOLER 6 SEchc
bl HO0B001EE 66 5660 | D000000MODD00000
m%::{iz;:g}g Q0000016 E6F Sccos | 0000000000000080
DDDODIEDLFETS2 36 —
Doooorebirertass 6 5LCE0 | DDDODIEDIE1Z044E
- N EE6FSECES i D
DRSNS MEN) RI8E gt AUt monl s 0001EE6FSECO0 | 0039000100208 © 2023 ThreatLabz .

Fig.10 - Look for specific hex byte (FE ED FA CE) in loaded d3dcompiler_47.dll

After it locates the specific hex in loaded d3dcompiler_47.dll, it uses the RC4 decryption with the key
“3jB(2bsG#@c7” to decrypt the second stage payload which is a shellcode with embedded DLL. The shellcode is
responsible for calling the export function “DIIGetClassObject” of the second stage DLL to execute and
download further stage payload.
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rcx, a3jb2bsgC7 ;

1B(2bsG#gc7"

RCA Key

L |
=] .
loc_7FFFDBE7F@C9:
|mov [rsp+rax+598h+var_248], al
movsxd rdx, eax
imul r8, rdx, 2AAAAAABh
imov r9, r8
shr r9, 3Fh
shr r8, 21h
add r8d, r9d
shl réd, 2
lea r8d, [r8+r8*2]
sub edx, réd
|mov dl, [rdx+rcx]
mov [rsp+rax+598h+var_148], dl
inc rax
cmp rax, 10@h |e
jnz short loc_7FFFDBE7FeC9

ecx, ecx

RC4 Decryption

RC4 Decryption

_ Y

e =
loc_7FFFDBE7F1ecC:
mov dl, [rsp+rax+598h+var_248]
add cl, dl
add cl, [rsp+rax+558h+var_148]
movzx r8d, cl
mov ro9b, [rsp+r8+598h+var_248]
mov [rsp+r8+598h+var_248], dl
mov [rsp+rax+598h+var_248], rob
inc rax

rax, 16eh |«

short loc_7FFFDBE7F1@C

Fig.11 - Decryption of second stage payload
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===+ || DODO7FFFOBE/ELFD - e ffmpeg. TFFFDBETE. JO000000004
! » || 00007FFFDBETELFS 48:8909 woy_ rox, rhx SRR R4 OO0 20ACL B3 B0
\ « || 00007FFFDBETE202 £8 19780800 Fimpeg. 7FFFDRFOSD20 € >
L3 || DO007FFFDBETE207 AD:B5F6 test rld,rid <
———+ || 00007FFroBE7E20A | ~ 74 08 je frmpeq. 7FFFDBETEZIA v | Default (x64 tastcall) * 15 5 [ unlocked
i . - . -

< < > m
' TeE 7 L A
it 78"ob00obo0BH00: D
4: r9 00000016080FEF 2,
Jtext:DOD07FFFORETELDY Ffmpeg. d11: S4E1D4 #0504 <l do2 conocooaconacgas 5

AWAStart Menu\\Programs\\Tools
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000001 2030494040
0000001 60B0FFO7C
0000000000000000

000001203C184 5C8

000001203Ic184 508 0000000000000080

000001203C184 568 * 0000000000000000

mi?ﬁii::éf:: | 1608016 | 0DDOOOO000O0000D
11 00000 16 70 | DOOODOGOO00L
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12v3c1Bd62n 1 6k | This progras can JO0000160R0FFOS0 | 00ISIDODIADEU208

000001203C 184638 4 4F | not be run in DO 000000160807 FO8

00000120 Ic1n4648 00000016020 7088 | DDODDDOO001 28000
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Fig.12 - Decrypted second stage payload

The Stage-2 DLL further downloads the Icon file from the following Github repository as shown below. We
observed in some cases that the second stage decrypted DLL would sleep for more than 7 days before
communicating with the C2 server.

loc_180011590:
mov [rsp+BABh+var_878], rl3d
mov [rsp+8ABh+hMem], rl3

nop word ptr [rax+rax+00h]
mov réd, ridd
lea rdx, aHttpsREwGithub ; “https://raw.githubusercontent.com/IconS". ..

lea rcx, [rsp+8A8h ffer :
call sub 180011Dc@ |» const wchar_t aHttpsRawGithub

lea rax, [rsp+8ASh RawGithub: ; DATA XREF: sub_180011500+A3to0

mov [rdi], rl5 text "UTF-16LE", 'https://raw.githubusercontent.com/IconStorages/imag’
mov [rdi+8], rax text "UTF-16LE", 'es/main/icon¥d.ico’,@

ol B 7 o R | | ©2023ThreatLabz

Fig.13 - Second Stage payload downloads icon files from GitHub Repository

The github repository consists of multiple icon files as shown below. These icons are been downloaded by the
Stage-2 DLL.
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= \conStorages!imagesl Publc

<> Code (O Issues 17 Pulirequests ( Actions [ Projects (@ Security |~ Insights

F main ~ P toranch ©0tags Code ~
lconStorages Add files via upload e934e60 2 weeks ago (D) 17 commits
[ READMEmd reate README.md ) months ag
) icondico Add files via upload 3 months age
[j wconl.ico Add files via upload 3 months ago
) iconl0ico Add files via upload 2 weeks ago
O iontlico Add files via upload 2 months ago
O iconl2ico Add files via upload 2 months ag:
D icon13.ico Add files via upload 2 months ago
[j iconidico Add files via upload 2 months age
) icontSico Add files via upload
[ icon2ico Add files via upload 3 months age
© 2023 ThreatLabz D icon3.ico Add files via upload } months ago

Fig.14 - Github Repository hosting multiple icon files.

Further the Stage-2 DLL reads the icon file and parses the encrypted string present at the end of the downloaded

icon file and passes it to the ico_decryption() function.

© 2023 ThreatLabz

s =
cnp r8b, 2h | '8
jnz short loc_1800116R8] |
¥
= ecx, edx
add rex, rsi ; psaString]
call  ico. decryption
mow rbx, rax
tiiv
R — —

483Kqv12+HMhyiGOHCPfpd0+1kKal6BAHCKA161/1zvA t30x33xBXadRI0xGU2d1yP2MGSTJi)

Fig.15 - Parsing of the Encrypted string in the ICON File

The encrypted string from the icon file is base64 decoded and then passed to a decryption routine as shown below

in the screenshot.The decrypted string in this case is the C2 URL: https[:]/glcloudservice[.]Jcom/v1/console
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——
mov [rsp+0A8h+pdwFlags], rbp ; pdwFlags
lea rax, [rsp+0A8h+var 50]
mov [rsp+@ASh+pdwSkip], rbp ; pdwSkip
mov r9, rsi ; pbBinary
mov r8d, 1 ; dwFlags
mov [rsp+0A8h+pcbBinary], rax ; pcbBinary
mov edx, ebx ; cchString
mov rcx, rdi ; pszString
call cs:CryptStringToBinaryA loc 186010DDO -
xor eax, eax mov ecx, eax
imul edx, r9d, 12BF507Dh
. i : shl ecx, 5
Icon File Decryption Routine B8 eox, ecx
mov r9d, rled
mowv 'ECX, eax
shr ecx, 7/
xor eax, ecx
add edx, 12D687h
mov ecx, eax
shl ecx, 16h
xor eax, ecx
mov ecx, r8d
imul r9, rdi
imul r8d, edx, 12BF587Dh
add r9, rcx
© 2023 ThreatLabz mov I"‘l@'d, rod
e—y | =1 i -l

Fig.16 - Decryption of C2 URL from the encrypted string parsed via the ICON File

Further the malware performs HTTPS requests to the C2 URL as shown in the screenshot below from the Zscaler
Cloud.

1.868 leloudservice vl /conse boz1113/5.0 (Windows NT 18.0; Winé4, x64) AppleMebKit/537.36 (KHTML, like Gecko) 3CXDesktopApp/18.11.1197
hrome/102.8.5805.167 Electron/19.1.9 Safari/537, 36

L] lcloudservice R S0 71112 /5.8 (Windows NT 18.9; Win6d: x64) AppleWebKit/537.36 (KHTML, like Gecko) 3ICNDesktopApp/18.11.1197
Chrome/ 102.8.5885.167 Electron/19.1.9 Safari/537.34 —

Fig.17 - HTTPS Requests to the C2 URL seen in the Zscaler Cloud

At the time of analysis the C2 Domains were down. The expected response would be in JSON format consisting
of encrypted data which is then decrypted by the decryption routine before the final payload is executed on the

infected machine.

Based on the blog published by Sentinel One, the final payload delivered on the target machines in the supply
chain attack was an Infostealer with capabilities such as collecting system information and browser information

such as saved credentials from the Brave, Chrome, Edge, and Firefox
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Source: https://www.zscaler.com/security-research/3CX-supply-chain-attack-analysis-march-2023
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