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Summary

We’ve investigated a new phishing campaign spreading malicious documents that exploit the CVE-2017-0199 and CVE-
2017-11882 vulnerabilities.

The purpose of this campaign is to deploy the Lokibot stealer on the infected machines. In our investigation we found
misconfigurations on the malicious domains that allowed us to identify a hostname which was a name server for two

scam domains registered in Brazil.
We believe that the owner of these domains might be involved in the malicious campaign.
Technical analysis

We begin the analysis with a document that impersonates the Romanian ANAF (National Agency for Fiscal
Administration) called “Factura fiscala ANAF270622.x1sx” (SHA256:
098335ca421ca8501fd243714fd02457ebbaa40dd6f91cfl1ab61a58c415a27a0). The document was downloaded from

The malicious document is a xIsx file that contains a blurred image which seems to be an invoice, as highlighted below:
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factura.xlsx - LibreOffice Calc

File Edit View Insert Format Styles Sheet Data Tools Window Help

BH-=-3- @ m IS B R JT AL 2T 5K %] &

Calibri ~|up |~ B I U A-O-E=E== Tll==/| % 74 91 000 =& [

Al v fxXI-=

ﬂ e D E | F | 6 H | J | K L M N | O P Q
: . — i = i

o :

3

EAN

5 . a T & . | 4

= | Fomp oy oo’ MO

s " —— - -

g | - -

10 -y a L (L Y.

11 | . * N

12 ‘ . == =

13 | e ———

14

15

16 | F— ”

A — - - - ar.

18 - — B

51| P, — — - e s

o - A ——

23 . - -

_24 |

25

26

27 IRl LR o= R -V

78 | [

29 | . . . . - -

30

L L —_ . S—V—_. — -

32 ! . \

33 - —- — - : . - -

34 - - . - | . .- >

= - - ‘.- ! . - -

37 | T | .

38 | !

39

a0 i :

Figure 1
The file is an encrypted Excel document with a common password (“VelvetSweatshop”), as shown below:

$ file factura.

factura.xlsx: CDFV2 Enc rypted

$ msoffcrypto-crack.py factura.x

Password found: VelvetSweats hop
Figure 2

i Aremnux:~/Dowr $ msoffcrypto-crack.py factura.xlsx -o factura2.x
P ord found: VelvetSweatshop

facturéz.xlsx: Microsoft Excel 2007+

Figure 3

Using oledump it's possible to determine that there is an embedded OLE object in the document:
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1+« i
Objectl.bin
"\ xB101le'

oledump.py factura2.xlsx -1i

oV [ ; $ oledump.py facturaz.xlsx -s Al -d > obj

nux AT ds/ ] $ xxd obj

0100 8c23 b822 8f5c 0OEO PEOA

POO0 0000 POEO OPOO 3601 0000 eBc9 eal9
POEEREZ20: f9ba cell 8c82 OBaa 004b a98b 3201 DEOO
EOOOEE30: 6800 7400 7400 7008 3a00 2fee 2fe0 6200
EOO0EE40: 6cOO 6TOO 6TEO 6bOB 6500 7400 Ze00 6700
000EEE50: 6900 7400 6300 7500 62080 2e00 6900 6TOO
0OPERE6A: 4080 6900 7400 7300 7300 6TE0 7400 6908
ORERETA: 6200 7900 200 6300 6TO0 6400 2fE0 66080
POEOOO80 : 5900 6200 400 POOO 27c4 de4e
0OREEE9A: a6fe a78e 3a91 5eb2 eabb 6 207¢c 4eeb
OOPREEad: e ba6e 4c50 ed39 4daf e 6f15 b742
0OEEE8DbO : alas 7cl8 74db 94f6 adel 211f
POEPPAcH: eBca 6dd4 5b38 0267 4b8b 0515 502c 9b50
000008dO: aBe3 2cfa 7803 abaf ©6bc c6fe 8249 34a3
000OE0e0 : f1d7 63c8 7a83 53da 1185 4988 fdeb
0ORERETA: ca3d acd4 82b2 c235 fb7a b938 08f5
0ORER100: fdeb c7f9 e37a d30d e4lf 98af dca9 6293
000E0110: 4dla f7dc 998b 7a62 47e6 edf5 472a 1e94
0ORER120: 27ad 6¢cb6 5dd4 8bB3 7eda fel8 8961 49c9
00AE0130: 1dl14 3557 be25 143T 164b f7ec 2fa3 f400
00000140: bca3 6490 450 2766 al88 de3e ce39 ZeBa
POOOE150: 96a6 062T 9daé cfc8 cedf 120 ©ab9
EOOOR160: 3abe Tfff ffff OGOO OOOO OOOO OOEO OEOO
POEEA170: PEOE OO0 PPED dcHO PEPE 6300 6TEL 4800
000E0180: 6TO0 4200 6dO0 3200 46080 3100 6100 5080
0ORER190: 4980 5800 3700 4700 5a00 6100 4600 6bOO
0ORER1ad: 5780 4580 7200 7500 4200 6400 6700 4400
0OREE1bA: 7800 4480 5200 4fE0 7700 4700 4b00 6e08
P0EOO1cCO: 0@ 3900 5800 7000 6200 7200 3300 3000
000001de: 6eB0 4800 4700 4f00 36080 6900 7800 7600
E000R1ed: 6400 5600 6e0O 7808 6e00 3700 6de6 7800
EOEOE1TE: 4100 5000 6100 6508 5a00 3400 3308 5700
EOOOE200: 7906 5500 3700 6dO8 3400 5600 5300 6600
EOOEE210: 57068 7600 6700 5a08 5400 4f00 6808 7200
POEOR220: 7600 5500 4600 5500 3900 4100 6800 6a00
POEODO230: 6800 7000 5300 4300 6eP@ 3900 4800 4900
POEO0240: 7000 6900 6700 7800 3600 3400 6a00 5900
0EREE250: 7700 4800 OO0 ef77 5021 350T 0107 5309
POEER260: ea7a 9655 9e60 065a 3354 bOO5 3440 e361
EEOPO270: 153cC
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Figure 4

The document tries to exploit a vulnerability found in Microsoft Office and WordPad, that is described in CVE-2017-
0199 . If successful, the malware would download a file found at http[:]//itssotiny.com/fY YbO (returns 404 at this time).
However, according to VirusTotal, the link redirected to http[:]//192.3.239.42/document/77.doc (still active). Figure 5

reveals that there are two documents hosted in the same location:
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Index of /document x |+

<« C © | £ 192.3.239.42/document/

Index of /document

Name Last modified Size Description

o Parent Directory -
@ 66.doc 2022-06-26 22:44 22K
@ 77.doc 2022-06-26 22:46 20K

Apache/2.4.53 (Win64) OpenSSL/1.1.1n PHP/8.1.6 Server at 192.3.239.42 Port 80

Figure 5

The 77.doc file is an obfuscated RTF file, which exploits the another Microsoft Office vulnerability, CVE-2017-11882 :

Figure 6

The rtfdump.py script is utilized to list groups and the structure of the RTF file:

p.py 77.doc
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Figure 7

The Microsoft Equation Editor process that can be identified in the sandbox analysis is a strong indicator that the
vulnerability is indeed CVE-2017-11882, which is a vulnerability in Microsoft Equation Editor
(https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/17-year-old-ms-office-flaw-cve-2017-

11882-actively-exploited-in-the-wild).

The final stage consists of downloading the Lokibot stealer from http[:]//192.3.239.42/77/vbc.exe
(https://www.virustotal.com/gui/file/d243ac3d475a2e3dad62640525d3b4f102bb8140cc844363d61e95ea5fc4f8fb/detection).

Due to the attacker’s mistake, phpinfo.php can be accessed by anybody and reveals crucial information about the
potential attacker. As we can see in figure 8, the hostname is “WIN-2NFO7F1AQLT” and it runs on a Windows Server
2016 machine:
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[EIPHP8L6 - phpinfol) X | +

« > C @ © /& 192.3.239.42/dashboard/phpinfo.php . @

System Windows NT WIN-2NFO7F1AQLT 10.0 build 14383 (Windows Server 2016) AMD64.

Build Date May 112022 08:52:54

Build System Microsoft Windows Server 2019 Datacenter [10.0.17763]

compiler Visual C++ 2019

Architecture x64

Configure Command cscript /nologe /e jscript configure.js *~enable-snapshot-build” “~enable-debug-pack” *~with-pdo-
oci=.\.\.\.\if “with-0ci8-19=_\. \..\. *—-enable-
blec s i blA e cainbe coim < ey yzer *withpao"

Server API Apache 2.0 Handler

Virtual Directory Support enabled

tion File (php.ini) Path o value

Loaded Configuration File

Scan this dir for additional .ini files (none)

Additional -ini files parsed tnone)

PHP API 20210902

PHP Extension 20210902

Figure 8
We have expended the attacker’s infrastructure via OSINT. The following files/IP addresses could be identified:

o http[:]//192.3.239.42/receipt/88.doc

e http[:]//192.3.239.42/receipt/99.doc

e http[:]//192.227.129.26/document/receipt.doc

o http[:]//192.3.239.42/0ffice/100.doc

o http[:]//192.3.239.42/office/110.doc

e 192.227.168.194, 107.175.218.40, 104.168.32.21, 104.168.32.14

As we can see in figure 9, the hostname is the same for a different domain:

[E PHP 7.4.29 - phpinfo() X  +

csed | © | & 192.227.129.26/dashboard/phpinfo.php =

System Windows NT WIN-2NFO7F1AQLT 10.0 build 14393 (Windows Server 2016) AMD64

Build Date Apr 12 2022 20:18:04

Compiler Visual C++ 2017

Architecture x64

Configure Command cscript /nologo /eijscript configure js "~enable-snapshot-build" *enable-debug-pack” *~with-pdo-

oci=c:\php-snap-buildideps_auxioracleixedinstantclient_12_1\sdk.shared” "—with-oci8-12c=c:\php-
snap-build\deps_aux\oraclelxea\instantclient_12_1\sdk.shared" “—enable-object-out-dir=../obj/" "~
enable-com-dotnet—shared" "-without-analyzer” *—with-pgo"

Server API Apache 2.0 Handler
Virtual Directory Support enabled
Configuration File (php.ini) Path 0 value

Loaded File

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20190902

PHP Extension 20190902

Figure 9

We have identified another hostname for an older campaign — “WIN-3JSOMA784YQ”:

P I | @ | & 103.207.39.127/dashboard/phpinfo.php TR
system Windows NT WIN-3JSOMATE4YQ 6.3 build 9600 (Windows Server 2012 R2 Datacenter Edition) AMD64
Build Date Apr 27 2021 17:12:02
Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command cscript jnologo /e:jscript configure.js "—enable-snapshot-build™ *—enable-debug-pack" “~with-pdo-
oci=c/\php-snap-build\deps_auxioraclelx64linstantclient 12 Tisdk,shared” "--with-ocig-12c=c-\php-
snap-builddeps i jent_12. ~—enable-object-out-dir=../obj/" "~

f g Sl
Server API Apache 2.0 Handler
Virtual Directory Support enabled
ion File (php.ini) Path no value
Loaded File Caxamppy ini

Scan this dir for additional .ini files

(nonel

Additional .ini files parsed

(none)

20180731

PHP Extension

20180731
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Figure 10

We’ve performed an OSINT investigation and found that the “WIN-2NFO7F1AQLT” hostname appears as a name server
for two domains registered in Brazil: Webcamer.com[.]br and Citydesconto.com].]br. According to
website.informer.com, these 2 domains were registered by an individual “Noe Yvert Etoua Evina” with the

noeyvert@gmail.com email address:

Created: 2019-09-03

Expires: 2022-09-03

Owner: Mo? Yvert Etoua Evina
Hosting company: VPS Ace

Registrar: BR-NIC

IPs: 198.12.81.54

DNS: nsl.siteoi.com.br

ns2.siteoi.com.br
win-2nf07flagit

Email: See owner's emails

Figure 11

These two domains seem to be scam domains. An individual with the same name appears in multiple judicial processes

on jusbrasil.com.br.

Indicators of Compromise

SHA256: 098335ca421ca8501fd243714£d02457ebbaa40dd6f91cflab61a58c415a27a0
SHA256: d243ac3d475a2e3dad62640525d3b4f102bb8140cc844363d61e95ea5fc4f8fb
IP addresses:

192.3.239.42

e 192.227.129.26

e 192.227.168.194

e 107.175.218.40

e 104.168.32.21

e 104.168.32.14

e 103.207.39.127

Source: https://cybergeeks.tech/how-to-expose-a-potential-cybercriminal-due-to-misconfigurations
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