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Infostealers are a type of trojan used extensively by malware authors to harvest sensitive data types like login

details, financial information, system data and personal identifiable information.

Recently, we observed an increase in activity from a new infostealer known as VIPKeyLogger. In this blog post,

we will analyze it in more detail.

VIPKeyLogger shares a lot in common with the subscription-based Snake Keylogger, which is also known as 404

Keylogger.
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This new infostealer circulates through phishing campaigns as an attachment that takes the form of an archive or

Microsoft 365 files. The archive contains executable content in Microsoft Office files spread via C2.
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Attack chain:

Email Cifice file Exécu table

Email file:

I E——
FWD: OVERDUE INVOICE PAYMENTS (VERY URGENT)

ﬂ We removed extra ling breaks from this message.
= Bank Swift Copy Ldoc _ m = Bank Swift Copy.docx
N1 KE 439 KB
Dear,
F¥1 find attached the payments for the over due invoice payment sent by the customer,

Regards,

weerzmemses QFiGINGl MESSARE romsmesrsmnees
Sent: 11/14/2024, 08:49
= ]
Subject: Re: Account Payable Swift Copy
Dear,

Attached is the payment copy sent by our bank, Do well and let us know when payment is received at your end

Fig. 1 - Original email

Malicious Doc file
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846857 Tplease click Enable editing from the yellow bar above. The independent auditors’
opinion says the financial statements are fairly stated 1n accordance with the basis of accounting
used by vour organization. So why are the auditors giving vou that other letter In an audit of
financial statements, professional standards require that auditors obtain an understanding of
internal controls to the extent necessary to plan the audit. Auditors use this understanding of
internal controls to assess the risk of material misstatement of the financial statements and to
design appropriate audit procedures to minimize that risk. The definition of good internal controls
15 that they allow errors and other misstatements to be prevented or detected and corrected by
(the nonprofit's) employees in the normal course of performing their duties. If the auditors detect
an unexpected material misstatement during your audit, it could indicate that vour internal
controls are not functioning properly. Conversely, lack of an actual misstatement doesn’t
necessarily mean that your internal controls are working. As long as there’s a reasonable
possibility for material misstatement of account balances or financial statement disclosures, vour
internal controls are considered to be deficient Auditors evaluate each internal control deficiency
noted during the audit to determine whether the deficiency, or a combination of deficiencies, 15
severe enough to be considered a material weakness or significant deficiency. In assessing the
deficiency, auditors consider the magnitude of potential misstatements of your financial
statements as well as the likelihood that internal controls would not prevent or detect and correct
the misstatements. One common example of a deficiency in internal control that's severe enough
to be considersd a material weakness or significant deficiency 1s when an organization lacks the
knowledge and training to prepare its own financial statements, including footnote

disclosures. Deficiencies in internal control deemed to be either significant deficiencies or
material weaknesses must be communicated in writing to management and those charged with

Fig. 2 - Malicious document

The file looks like other files related to CVE-2017-11882. On dissecting the file, we see it’s an rtf file from the

file headers.

-Untitled- ® Bank.doc x

000808000 !:lbﬁ 72 T4 6D 6D 7B 5C 2A 5C 4E 4C 66 57 37 6C E\rt..{\r\Nwa{l
gegeeele 6B 55 77 57 38 63 76 64 70 69 48 71 64 45 44 6F kUwWBcvdpiHgdEDo
00000020 67 58 43 51 4B 50 50 56 39 T3 50 67 4E 27 36 57 gXCQKPPVOsPgNTeW
00680630 4E 72 78 76 56 GE 54 B6A 45 4D 70 69 4F 6F 74 61 NrxvVnTjEMpiOota
00008040 72 56 4E 56 47 30 4C 62 42 6C 71 31 4D 42 78 75 rPNVGOLcBlglMBxu
pe0eee5a 4E 4D T2 72 52 59 56 66 50 T2 30 79 46 4D 74 64 NMssRYVfPs@yFMtd
006000060 55 41 39 32 36 44 68 67 5A 6E 37 39 47 69 61 43 UA926DhgZn79GiaC
geeeeeTe 76 57 36 42 S5A 78 75 68 59 6F 44 4F 72 75 38 45 vwW6BZxuhYoDOruSE
006000080 6A 4C 76 6F 53 33 4F TA 55 56 63 6F 6B 6D 75 66 jlLvoS30zUVcokmuf
20080090 39 71 32 62 61 TA 62 36 6E 67 72 6C 73 55 57 66 9q2cazcéngrlsUWf
000000A0 6A 54 37 62 TD 8D 6D 7B 5C 38 36 38 34 36 38 35 JT7b}..{\8684685
00080080 37 37 70 6C 65 61 732 65 20 63 6C 69 63 6B 20 45 TT7please click E

AAALANSA e £ £% £Ff &0 A EC A &h TA &6 &F &7 A &2 Y mmbeTn adtetma £

Fig. 3 - File header

On checking a dump of the file, we find objdata below, which contains encoded contents.

Fig. 4 - Dump of RTF file

From here, we can dump the objdata to see the content itself.

Page 3 of 10


https://nvd.nist.gov/vuln/detail/cve-2017-11882

https://www.forcepoint.com /blog/x-labs/vipkeylogger-infostealer-malware

Fig. 5 - Dumped content

For the next part, we dump other objects. From there, we can see some content related to object data that further

resolves to an URL and downloads malicious executable.

Th =i I b jupdate-T1" ' ]
[V unextf1LeTATTHE727 \BAROBIOI0NTATTAETOTZA2007226
g Tbage0USHTAL su!qamummumwyu-um;mjmmnmmmlu’uwuxm,-;uuuweosmmmzammuauﬂuasﬂoﬂww

BEVESCRRC KU B A BRI TR BEQ TGS IBE TRpEQL 1a LS. 1M13g3e0TL FIEOPUZaZrod
1E§FDi 1 ibEEE JHDrwo T2q00t rETCO rwhpichl nm.rawmvmgwmrnomnaa:uu:m msmulnwma K} mnam:mﬂzm\-pmummm
TyY

"‘Hmnﬂ?.xmhﬁil." ByR ]2 LRI UGETAU Be Mok WHS ZIRbn rcla P L 2 Pow | PR g 1042 L bl Vg Gl CVERAGY 1o ThRI vEINpRAIRE 2zl 18
ai

{emapace TATT4ETET \binl0O0\TATI4ETETIA2H0TI2E)

1

Fig. 5.1 - Partial content of RTF file

On removing blank lines and whitespaces, we can restore the object data which is responsible for forming a URL:
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M{A* \nextfilaT47 748787\ b
AcTwnhEpfclSKeDlarHta
B Endtu g lByul Byl
§188200603uE

qujykylm. q-,

i i 4
OEe££050006
FECESELEEENLS
FEEEEEEFEFELSE
EELEEEEELS

fECEELELES
EEEFEFEFLA

Cref N r e r e rfrfeeeerecerene rreeeeeee I
ELEEELEEN EESESEREEPeiseieaearifasiseredsdreesiafessssesy
fereereee rer f [£3: freeereeee frErferefeareresene

Fig. 6. - Restored object

The content in Fig. 6 is responsible for connecting to URL “http[:]//87[.]120.84.39/txt/xXdqUOrM1vD3An[.]exe

and downloading malicious file.

The downloaded file is found to be a .NET compiled file as shown below in Fig. 7:

.NET compiled file

I Exeinfo PE - ver0.0.8.6 by A.SL- 1201+177 sign 2024.07.29 - x
[ox00070000000 16d6d-8 [ & &1
Entry Point : [000C5316 | [oo] [ < | EPSection: [text 1 = ail
File Offset : [00D0C3516 FistBytes: [F25002040] | @ W | pug
Linker Info : M SubSystem: [Windows GUI | | e o
— - ]
fle Soe:  loooc3coch | [<| [MET| Overlay: INO_ 00000000 | g
C3C00R 10 0000000C (.) &
. I~ R =
is 32bit RES/OVL: 0 [ 0 % 2024 . -
|Mswmr:x;am=mfr [Link 48] [Debug 02] - EP Token : 06000067 | | scan /t Rip
Lamer Info - Heb[-ht'ﬁvadlnfn L
[Big sec. 01 [ text], Warming : NET RES 653.32KB , try Anslyze with NeT| |48 | &2 =

Fig. 7 - NET compiled file

Next step, we look closer using DnSpy. The actual file loads with name skkV[.]exe irrespective of the actual file

name.

Fig. 8 - DnSpy view of the file

The file contains several classes. Execution starts from MainForm() class which has several ToCharArray

conversions.
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3

object[] args = new abjecf[]
{

new string("766D04750".ToChararray()),
new string("66746A".ToCharArray()),
new string(“GradePerformancePredictorApplication™.ToCharArray())

Fig. 9 - Main Initialization

Under the Resource section, there is a bitmap image named “vmGP” which looks like noisy, grainy image. The

obfuscated code is hidden in this stenographic image.

Fig. 10 - Stenographic image

On further analysis, we found that this payload exfiltrates various data such as PC names, country names,
clipboard data, screenshots, cookies, bowser history and more. It sends harvested information via Telegram to

Dynamic DuckDNS servers from the file loaded into memory as shown in the four images below:
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0x433b7b (1%0): http://varders.kozow.com:#081,http://aborters.duckdns.org: 8081, http:/fanotherarmy. dns,army: 8081
Oxd33cds (153): BarokyichvpfhAkipZaxnnChiMGkLnaiZheMyrndfULIDGRETkrTELinhf kLI KDEXMVKEUCRUKUGE
Oxd433efa (22): SCheckFiled
0x433d12 (38): SCheckTextEnableds
0x433454 (24): %is_Discords
0x433dée (26): 4is_Telegrami
0x433d8a (30) : VTelegram Sided
Ox433daa (20): %is_Panelh
0x433dcd (26):

|

PC Name:

Oxd33ddc (34):

Date and Time:

0x433e00 (26):

Client IR:

0x433e22 {(28): Country Mame:
0x433e40 (26) : CountryCode:
0x433e5c (26): Region Name:
0x433e78 (26): Region Code:
Oxd33ea TimeZone:

Ox433ebf (20): Latitude:
Oxé33ece (22): Longitude:
Oxd33eed (28): Stub Version:

Fig. 11 - Harvested data types

Country Nase:

Nx433620 (E4): GaEMpViMIgRUVEOKsoxRhit/ CfOQRIVE

Ox432E70 (481 FMrxUxZcSpShElaiYlFayA==

Ox433fa2 (641 wxgdSqlewpALhZ ivihpEFrxXASTCIONE

Ox433fed 164): (XN uFTTOOMKyhoeot+ HHOLX G/ BOK

0x434026 (24) : oXrxxBiviwe=

Ox434040 (421 EDiscordwebhookURLSs

Ox43406c (3B} SSDiscoradUicernamesh

04340594 (44): MWSPanelConnsctLonhpifh

Ox4340c2 1321 ViuostUsecnamefi

Oxd3led 132} VSHestPasswordih

0x434106 122): WSHOSUURLSH

Ux434lle (26): %3TeleTokensh

gx43413a (20): %5TelelDSH

Ox434150 (24): YXT44TOTRIM=

Ox4341Ea (44} ¥FOutlook Tele tokensh

Ox434198 (34): Woutlook_Tele_IDW

Oxd3ibc (20): IyiAEnXWIP

0x4341d2 (2€): EnabledhntiBot

Ox4341E0 {24} : EnabledEmpty

Ox43420a (543:

0x434250 {€0): multipare/form-data: boundarys

Ox4342a2 (112): Content-Disposition: form-dAtas name-"username=~|0){1){2}
0x434314 1110 : Content-Disposition: lozm-data/ name="content™{0iil}{2)
OX43438% (212): content-Disposition: form-datar mame="rile™: Iilename="(0]~[1|Coatent-Type: application/octet-streamiz)(3)
0X434450 (84} : vELTENPZE+DID4 YgSFV+ENL XYmFola TV

Dx434453 (86} : IMaRPCLEOGDAK/IRGINSIT1LISTENGMIDIFNEhKhOCOE=
OxAI44ET (8B} : SurQliMSesickt{lplawgWIVeMvddItyTITRalztIk=
QAL ()] ==

Ox434583 {24} 1 Content-Type

Ox4345%e {214): ==[0]

Content-Disposition: form-data; name="cocument™; Iilename="[1}~
Cantent-Type: (2]

Fig. 11.2 - Examples of exfiltrated data

Oxiyialec [56): 1
0x338a234 (42): /sendMes=agelchat_id=
0x330a200 (502): heepa:/fapd relsgram, apg/bot/sendMessagetehat jdmiteyTe

PO Nams
Date and Time: 08-12-202& / 22:08:51
Country Name:

[ DESKETOP-HFEF3NZ C.
033382500
Ox3138a530
Ux3384554
Ox338a%ch
Ox3iBasSec

ked on the File If you 2ee nothing thiz's mean the system atorage's empty. |

Fig 11.3 - More examples of exfiltrated data

Ox3de2add (26): IMAP Password

0x33e2af® (26): POPI Pasaword

Dx33e2b20 (26} : HTTP Password

0x33e2bdf (26): BHEH Password

0x33e2b70 (176): Software\Microsoft\0ffice\15.0%Outlook\Profiles\Outleoky\9375CFF0413111d3B88R00104B2ZAG6ETE
0x33e2e30 (244): Software’\Microsoft\Windows NT\CurrentVersion\Windows Mezszaging
Subsystem\Profiles\outlook\9375CFF0413111d3BABANDL04BZAGETE

0x33e2dd4 (176): Software\Microsoft\Windows Messaging Subsystem\Profiles\9375CFF0413111d3B88A00104B2ZAGETE
Ox33e2dfd (176): Software\Microsoft\Office’\16.0W0utlook\Profiles\Outlook\9375CFF041311143B88A00104B2AGGTE
Ox33eleec (22): SMIP Server

Ox32e2fbd (108): SOFTWARE\Classes\Foxmail.url.mailto\Shellhopenhcommand

Ox33a3030 (22): Foxmail.sxa

0x33e3074 (44) ¢ \hecounts\Aceount . rech

Ox23eldlce (22): POPIAccount

0x33e3ll0 (24): POPIPazsword

x (126) 2

—wm————= ! YIP Recovery \ =—==—=—=—

Recovered From: Foxmail
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Fig. 11.4 - Dumped strings of PE file in memory

Conclusion:

Keyloggers are one of the most common threats in a hacker's arsenal. They are delivered through phishing
campaigns hosting malicious attachments in the form of a lure. These infected files exist to steal as much

information from a victim’s system as possible.

When users click the bait to open the archive file, it drops/downloads the infected file in temporary or startup
folder for persistence. When opened, the Microsoft 365 or archive file attachment downloads a file in
%AppData\Roaming% directory, executes and deletes itself and copies injected content to the actual file where it
was executed. It then performs series of data exfiltration such as recording keystrokes, collecting information like
clipboard data, screenshots, browser history, cookies and email configuration details. It sends the harvested data

via Telegram to Dynamic DuckDNS C2 servers.

Protection statement

Forcepoint customers are protected against this threat at the following stages of attack:

Stage 2 (Lure) — Malicious attachments associated with these attacks are identified and blocked.
Stage 3 (Redirect) — Blocked URLs which downloads further payload

Stage 5 (Dropper File) - The dropper files are added to Forcepoint malicious database and are blocked.
Stage 6 (Call Home) - Blocked C2 credentials

I0Cs

RTF hash a7fb35d35eb23fe3b4358e3c843f5982a161534e

Dropped exe 2830f9d5f41bbecd2ae105ed0b9a8d49327¢8594
hxxp://87.120.84[.]39/txt/xXdquUOrM1vD3An.exe

Malicious URL
hxxp://51.38.247[.]167:8081/_send_.php?L
varders.kozow([.]Jcom:8081
aborters.duckdns[.]org:8081

Cc2

anotherarmy.dns[.]army:8081

mail.jhxkgroupl.]online
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Prashant serves as a Security Researcher for the X-Labs Threat Research Content. He spends his time
researching web and email-based cyberattacks with a particular focus on URL research, email security and

analyzing malware campaigns.

Read more articles by Prashant Kumar™
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