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Adversaries using WinRM to remotely execute commands, launch child processes, or access WMI. The detection
chain includes service use, network activity, remote session logon, and process creation within a short temporal

window.

Log Sources

Mutable Elements
Field Description
i ) Defines max time between remote shell creation and child process execution
TimeWindow
(e.g., 60 seconds)
UserContext Scope to unexpected remote user logons (non-admins, service accounts)

CommandLineAnomalyScore  Score for suspicious command usage via WinRM (e.g., encoded PowerShell)

KnownAdminHosts List of trusted systems allowed to use WinRM legitimately
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