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Grabbing the configs

So the first thing we do is run cb_looper against the Shodan export to collect all the major and minor cobalt strike

configs exported into a Splunk index for later parsing and analysis.

The below image is the cb_looper log file, and as we can see, we have started to collect major and minor

configurations, plus some IP’s do not have enumerable beacon configs.

dtg, function, issuel
1 init, e45aSbd4elb38c2bbdiSab2d session startedi

init, ed45a5bd4el1b38c2b6d3tab2d user interrupted!
init, 789289df4eed367caS777d98 session startedi
54.36.119.231 beacon has no configl
65.115.166.142 has minor configi
1.244.194.246 beacon has no configi
3.249.55.58 beacon has no configi
.53.147.96 beacon has no config!
.125.238.61 beacon has no configl
UTC, c: 04.14.251.94 beacon has no configl
UTc, c }.5.4.89 has major configl
UTC, c: 4.95.288.8% has minor configl
UTC, c: .95.226.57 has minor configi
utcC, c 15.91. 36.. as minor configil
1 UTC, c: .124.2088.° eacon has no configl
uTC, c: 3.51.48.171 has minor configi
UTC, c2, 128.27.25.63 has major configl

Logging is working!
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After looper has finished, we can check to ensure the configurations were extracted and have the correct

information we need, as displayed below.

ne
"x64": {4
"shal256":
"uri_gueried”:
“time":
"shal™:
"config": {{

con Type™:
Watermark™
"Max DNS™:
"Port":

"C2 v
"Spawn To xB6"

"User Agent":

"C2 Host Heade
"Method 2":
"Method 1":
"DNS Sleep”
"Spawn T
"litter”
"DNS Idle™:
"Polling™: ?
"HTTP Method Path 2":
"Pipe MName": ""l
e
“md5" :

Example Beacon config

Lets check the Splunk!

Get Intel Operator’s stories in your inbox
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Remember me for faster sign in

As we can see, all the configurations are indexed within Splunk correctly. There are approx. 40 or so fields that

contain the data we need (Image was snipped for visibility)

If you are doing this yourself and using Splunk's data models I suggest you rename the fields with

spaces and join certain fields like C2, user agent etc.

|rename "x64.config.C2 Server" as x64c2
|rename "x86.config.C2 Server" as x86c2
|rename "x86.config.User Agent" as x86ua
|rename "x64.config.User Agent" as x64ua
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|rename "x64.config.Spawn To x86" as x64spwnx86
|rename "x64.config.Spawn To x64" as x64spwnx64

Press enter or click to view image in full size

+ 536 events (3/16/21 11:00:00.000 AM to 9/17/21 11:00:17.000 AM)

Patterns Statistics Visualization

m Out

i Time Event
> 1 {
SELECTED FIELDS i
) "xB4"; {
B “’Tl ) 0Ff4da”,
.- 4324b33002317d5203da6cb A0 51177,

a methad_all 3

ndex = cobalt_configs = method_all= | source 785209df4eed367¢a5777d98-196.42.506 Js...
x&4.url_queried = WTYW © xB6.shal = cc5307bddbe48a5a?30a3480b1e969c2bcBeed! fcaky
Y o > 2 {
2 x64.conflg DNS Idie 5
conflg DNS Sleep
configHeader 1 1
config.H r2 1
2 x64.conlig HTTP Method Path 2 14
ndex = cobalt_configs © method_all= | source = 789209df4ecd367ca5TTTA98-168100.971)s.
v : x64,url_queried = AJug? © x86.shal = B7924MMBANM201e9425522caBI997TS68T2CMCC | xB6.Url_querled = MS{7
@ x64.config.Pipe Name 1

Splunk data.
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C2 Port %

So after I configured all the correct data models, I started analysing the data for this subset of C2 beacons and
identified that port:443 was the most popular and port:8443 was the least. It’s also interesting to note that not one

of these beacons uses any custom ports.

After that, I wanted to see the main injection processes, as seen below in the code snippet and image.

"swindir%\syswow64\WUAUCLT.exe"
"swindir%\syswow64\WerFault.exe'

"swindir%\syswow64\d1llhost.exe"
"swindir%\syswowb64\eventvwr.exe"
"swindir%\syswow64\msdt.exe"
"swindir%\syswow64\mstsc.exe"
"swindir%\syswow64\rundl132.exe"
"swindir%\syswow64\spoolsv.exe"

"swindir%\syswow64\svchost.exe -k netsvcs"

Then I checked the C2 URLs for both X86 and X64 beacons.

[SNIP]

"121[.]4[.1213[.]91, /push"
"129[.128[.]201[.]196,/geo/collect/v1"
"164[.1138[.125[.1191, /resolve/alter/"
"46[.119[.]137[.1133, /resolve/alter/"

"clubuz[.]com, /us/ky/louisville/312-s-fourth-st[.]html"
[SNIP]

User agents used for X64 beacons.

[SNIP]
"Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; InfoPath.2; InfoPath.3)"
"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; BOIES8;ENUS)"
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"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; InfoPath.2)"
"Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)"
"Mozilla/5.0 (Windows NT 6.71; WOW64; Trident/7.0; rv:11.0;) like Gecko"
"Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.40"

[SNIP]

X644 lJitter

X64 Beacon Jitters

Finally, I wanted to see if I could create detection methods based on time-based analysis, and I realised most of the

beacons use zero jitters, and none of the beacons uses any custom jitter, which is a bit sad :(.

Thanks for reading, and if you have any questions or “positive feedback”, feel free to reach out, and as always.....

TEAM

Source: https://inteloperator.medium.com/the-default-63-6f-62-61-6¢-74-strike-8ac9ee0de 1b7

Page 5 of 5



