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TeamT5 LI B EE MRS — MBI RZEFEIN (Ransomware) |, Zre e Aroil H AT XL EEAERI S
# Kaseya BEIEZZK 4048 REvIl \ 1% , EMALMLEMINESZ4 (Supply Chain Attack) ZEYIARRT. ¥l 2L HZR
FENHRE) REvVil X g | BEREHE ?

TeamT5 fEE R BMHFFHERE , ZMEPREERARAERYNEE , THILGEDFRENOEA. RFhe
FFAFH Windows & EMMIEIR , $YT DLL Side-Loading , £EBReARE , MANTERALRE., BITIIE
BEA RCA IRBIAMEH—AHRERER , WIRINEREZRIEEL | (£ Salsa20 M AES RTEIRE AR MEESR.

TeamT5 JRANTHE , HEE AW K IR Kaseya FTiRfitz /7 , BT EIRIBGAL REENEHESH. It
A, ZNEERFE A FTHER IS Kaseya HEESE B EHH FTER , i TeamT5 HEAIR W B EENREFE ,
FIFE REvil INEBEHRFENIERICTRIRIGE B Z .

BELH

sample.exe 2 TeamT5 FTEIREE 2 22 , ABEULE (digital signature) , 25& A %7534 PB03
TRANSPORT LTD., BRifZ/EECHERET LMY  BE  ABXE/ G5 AREWEMBIMR. FEE
MITRE (I8 FiA4m55 4 T1553.002, BuRZ SR TE—.

L] sample.exebin - RE b EUSEE=AER 7 x
—f BUBE Zaé HAEF DEEE —H R
S =) 0 &R
BEEE o
= ———
EEANER: AEER.. BEBD
PBO3 TRANSPORT LTD.  sha256 =EER
BEEAFASQ
E4 4 |P303 TRANSPORT LTD.
ETEHE |Br0ui|\ettebusiness@oullook.com
#BERME: |I§_=.l.ﬁi—ﬁm
HAEF(D)
BIREEV
BIEW)
BEAM. ETHS#. BEEZ
BEE(D
®E A ERA ®E

[E]—. sample.exe RFEVEE (EBEEHY)

sample.exe [& T A BEREIZEZ S , BRI Z(E Dropper, HEHIEREIREIRF , AAMEEIHE
MODLIS.RG Ed SOFTIS.RG, #&R8ITZ 1% , &4 BIFE C:\Windows\ J&{E F &L mpsve.dll £ MsMpEng.exe , 21[E
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Jtext:ee4n1ar3 mov ebp, esp

Ltext:eedalers nush £

text:eedelere mov esi, ds:FindResourcel |
text:ee4p18rC push offset Type 3 "SOFTIS™
.text:@8461181 push 65h ; 'e’ ; lpName
Ltext:e84n1103 push <] 3 hModule
Jtext:ee4plles call esi ; FindResourcel
Ltext:eadalla? test eax, eax

Jtext:eadalles jz loc_4811A7

Jtext:ee4e118F push eax 3 hResInfo
Jtext:eeqellle push a 3 hModule
Ltext:08481112 call ds:LoadResource
Ltext:eadallls test eax, eax

Jtext:eedelllA jz loc_4811A7

Ltext:eed4alli2e push 2% i hResDats
Ltext: 08481121 call ds:LockResource
.text:ee4n1127 push offset aModlis ; "MODLIS"
Jtext:eeqe112C push geh ; 'f’ 5 lpName
text:ee4n112E push 2] 3 hModule
Jtext:ee4n1130 mov dword_414348, eax

.text: 88481135 call esi ; FindResourcel
Stext:ea8481137 Test eax, cax

Jtext:ee4n1139 jz short loc_4811A7
.text:@84n1136 push eax ; hResInfo
Jtext:eeqe113C xor esi, esi

Jtext:eeadel1l3E push esi 3 hModule
Ltext:0848113F call ds:LoadResource
Ltext:eadallds test eax, eax

Ltext: 00401147 jz short loc_4811A7
text:ee4p1149 push eax ; hResData
Ltext:ee481144 call ds:LockResource
.text:e84n1150 push offset aMpsvcDl1l ;
Jtext:ee4e1155 mov edx, 8C5588h
text:ee4n115A mov dword_414344, eax
Ltext:8848115F mow ecx, eax

Ltext:ee4e1161 call sub_4@lee8

Jtext:eedellce mov ecx, dword_414348
Ltext:eede116C mov edx, 5&08h

.text:@e4n1171 mov [esp+8+1lpProcessInformation], offset aMsmpengExe ;
Jtext:ee4e1173 call sub_4@lees

B —. sample.exe &7 & Rl=1E E4E mpsve.dll £ MsMpEng.exe

MsMpEng.exe 2 Windows FHIARA (hRASIR 2 4.5.0218.0) ZFAEekiEfes , HIERAFMEGECA 2014/03/24
09:34, It MsMpEng.exe &5 DLL {f|# (DLL Side-Loading) A , Z&F A EIRERN KB NEZ AL mpsve.dll , 2
HMAKENBEREF L , FrEE MITRE R EFIA4mT54 T1574.002, MsMpEng.exe IR ERGER TE=.
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[® MsMpEng.exe - RE X | W MsMpEng.exe - & bt
—# st HOEE =i FEEH Laems —f st BUEE i HEEH LEMRE
B & EEEE
it
FEEANSE: AEAD. SERD

BERI Antimalware Service Executable
B2 mRE Microsoft Corporation _shat 2014E3F240 FF 09:3444 |

BERRE 452180 Microsoft Corporation sha256 2014&3@245 J:iF 09:34: 45
EREE Microsoft Malware Protection

ERAEE 4502180

ZfE®®  © Microsoft Corporation. All rights reserved.
Fh 21.7 KB

e I

#= RN (EE)

[FistEE MsMpEng.exe

[El=. MsMpEng.exe fIfEEK B AfE KA E

B8 mpsve.dll PEH R |, &FEIB Windows [EEFETKIFNY mpsvedll , AFEB ServiceCrtMain BREEKEIT, BT
1% , mpsve.dll YT —{EHIT4E (Thread) , IWIEIR CreateFileMappingh BRI IRELN ZFEEESEE Shellcode, 1%
Z | {FR VirtualAllocEx BRFRDECACIEIEMIRE/R/BTIEN, |, {1t Shellcode H§MNEENZ A O INBERNGCIERE

Pseudocode-A I8 Pseudocode-B
DWORD __stdcall StartAddress(LPVOID lpThreadParameter) int __cdecl sub_100010E0(
void _stdcall *al)(HMODULE (__|
HANDLE Cur rentThr {
LPVOID v p+0h E g , GetProcAddr 5);

, dword_100BCC20, &Src) )

OXFFFFFFFF,

[EPq. mpsve.dll {5 CreateFileMappingh FI VirtualAllocEx ERZCELNZEEFETCHG/>

MEENFAZ OB BARE— RS SARISH DLL FE3E |, BAtaEeE R %: ISON A& 2 4HRESRERE (Config) . TeamT5
RHEPIEHE REVIl B2 iAE | SIRMMIERIZ £/ CRC32 JRBAREGEIRRMTEM: | jﬂiﬁﬁ RC4 JRBE AR, 1E
R BIF |, MEZFERATEAR RCA fREE5R 4 nXT1QFYEUbrxc4chP84jbNSwrHeqmFXt , iR & FAHRERR EASFER
AT #8451

"pk":"9/AgyLvWEvillbvuayR2k@Q140e9LZI5hwrmto/zCyFM=",
"pid":"$2a$12$pr0X/4eK18zrpGSC51nHPecevs5NOckOUWSr3s411YDnZZSghvBkq",
"sub":"8254",

"dbg":false,
"et":0,
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"wipe":true,

non

"wht":{"fld":["program files", "appdata", "mozilla","$windows. ws

non non non

,"application data","$windows. bt", "google",

non oz

"fls":["ntldr", "thumbs.db", "bootsect.bak", "autorun.inf", "ntuser.dat.log", "boot.ini", "iconcache.db", "bootfont.bin

non CRT] non non
’

"ext":["ps1","ldf", "lock", "theme", "msi", "sys
"wfld":["backup"],

non non nowz_omon

non: non non non non

$recycle.bin'
,'ntuser,

wpx", "cpl", "adv", "msc", "scr", "bat", "key","ico","d11", "hta", "deskthemepack"

"prc":["encsvc", "powerpnt", "ocssd", "steam", "isqlplussvc", "outlook","sql", "ocomm", "agntsvc", "mspub”, "onenote", "winword","t

"dmn": "boisehosting.net; fotoideaymedia.es;dubnew.com;stallbyggen.se; TRIMMED",

"net":false,

, 'memtas”,

non non non

"syc":["veeam ,"vss", "sophos",
"nbody" : "BASE64_ENCODED_RANSOM_NOTE",

"nname": "{EXT}-readme.txt",

sql", "backup svc$", "mepocs"],

"exp":false,

"img" : "QQBsAGWAIABVAGYAIAB5AG8AdQBYACAAZgBpAGWAZQBZACAAYQBYAGUATABTAGAAYWBYAHKACABOAGUAZAAhAABACGANAAOARGBPAGAAZAAGAHSARQE

"arn":false,
"rdmecnt":0}
BT ARRERSERERR B
Rt AREA
pk 4518 Base64 ARiSTE ISR
fid B G IR R SR 4 7
fls iy IR AN E
ext BRMEAERER
pre INEAT & RHIBARAMAE Fr 2 78
dmn S Ve
sve IEAT &SRB LA IR 4 78

FMENR OEATAARES ErEE |, S EYHEZTETHMNELREN , BARE. TR, BREE.
Windows AL FEZE, [ , ZNFEEFEREASB -nolan . -nolocal . -path . -silent . -smode . -fast
& -full ESEE[{HER.

WMRER -smode 2T , SN ERIRIFAEREE M A DTrumpdever , WEREBAEBBEITIT. {BE{EMA -silent
R, RISRARRER ErEFHE sve ERFHRBFLLIMIER | 4§ prc ERFPAFEFLLLE , DARER wMI il
IR E AR5 R (Shadow Copy File) .
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etUserNan‘weW:‘Buffer. &

n o;

rySetUsername(Buffer, L"DTrumy

n o;
TryDecryptSection(REvilStringTable,

TryDecryptSection(REvilStringTable, 459

rySetRegistryValue_0(HK
n 0;
sub_386A03(Buffer);
!TrySetRegistryValue @(HKEY_LOC HINE, Win ey, aDefaul ame, 1lu, Buffer,
urn 0;
sub_386A03(L"DTrump4 ")
ITrySetRegistryValue_| HINE, Win y, aDefaul rd, 1u, L"DTrump
urn @;
sub_385718(0, &v34);
TryDecryptSection(REvilStringTable, 2

via,

/10 CmdLine;

ryDecryptSection(REvilStringTable, , 14, v9, v10);
v29
WinExec(CmdLine, 5u);
REvil ryDecryptSection(REvilStringTable,

AB3(v21);
+

ryDecryptSection(REvilStringTable,

5u);

r;y ecryptSection(REvilStringTable,

sub_386A03(v20);
34

x +

vi4,

eturn 1;

B, smode HICHIFEHHTEE

FRIABITIERMERT , MESFZOEREE FEH (Mutex) |, DIERIZFRAMES R ONEET , HEM
EBFRANEFEST. EPITIREL , MEHREN BT EMEMEIREAT , AETEILAEBTIHERA netsh

advfirewall firewall set rule group="Network Discovery" new enable=Yes ,

B WEARe AL EEREEEITND | FI40 Salsa20 £ AES, FEMBTBFET , @AM TS ext =
BRPREREIES | B ETMTE IR B A,
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_cdecl sub 3836C8(1int al)

h] [et Oh] BYREF
+2Ch] [ebp-20h] BYREF

gmemcpy((al + 40), byte_ 393460,
gmemcpy((al + 128), byte_3934B8,
sub_386F2C(v2, al + 216);
sub_38725E(v2, byte_393440, k);
sub_387308(v2, 1};

Salsa20: :ECRYPT
sub_ 3873@8(P

- REvil: GetCchZHashtM (al
= dword_393598;
= dword_39359C;

BN, I EEEEH Salsa20 F AES

44+ To =z /s > = - w e kI = s A,

SEERABAMBREN , HRAENERSRIAESEANTHET | BERIATTRRA () |, 54
PAN B 7S =

RIAREMBLEA AR/ NEESURBITARS |, Wi E -readme fiiABER (suffix) Fit. HMRNERBNTELH

7Ro

---=== Welcome. Again. ===---

[-] Whats HapPen? [-]

Your files are encrypted, and currently unavailable. You can check it: all files on your system has extension 72vsvz.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data

(NEVER) .

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities

- nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the

private key. In practice - time is much more valuable than money.

[+] How to get access on website? [+

You have two ways:

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org
b) Open our website: http: .onion

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge)
b) Open our secondary website: http://decoder.re

Bt. #$FAEANE

ENEER 2%, MEEHERBER G EGLEAAREREAEP P, |, IW{FHA HTTP POST J17%El{S20 REvil fRAS, 1
%%ﬁm$\mm&ﬁ%&mfﬁﬁ%“ﬂ [E]{EAR 4 URL @R AR AL RRESET |, 20 WordPress AR
%, BnEhiREmEsiEEK, E URLERXANT :

https:\/\/<C2Domain>\/(wp-
content|static|content|include|uploads|news|data|admin)\/(images|pictures|image|temp|tmp|graphic|assets|pics|game)\/(
z]{2}){10}\. (jpg|png| gif)

IoC A\ RFEIR
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Team TS5 SEHKMBHHRBEFELE 1oC (Indicators of Compromise) K3 , B SIS MATRIEE 2 | [
NE RS ER | B REDE,

Type

MD5

MD5

MD5

MD5

SHA-

SHA-

SHA-

SHA-

SHA-
256

SHA-
256

SHA-
256

SHA-
256

Value

561CFFBABA71A6E8CC1CDCEDA9S0EAD4

A47CF00AEDF769D60D58BFE00C0B5421

3AD14947002E57887B82643D729C21AE

6A044F92F8DDDAD2AE(OFF213215FE576

5162F14D75E96EDB914D1756349D6E11583DB0B0

656C4D285EA518D90C1B669B79AF475DB31E30B1

8DA8BE1DB4367BFFFB8DFF6828619DC3C2A444FFE

89BA0D748EF30E7D4FACDBC74CA701B24F3ACEDB

D55F983C994CAA160EC63A59F6B4250FE67FB3E8C43A388AEC60A4A6978E9F1E

8DD620DSAEB35960BB766458C8890EDES87C33D239CF730F93FE49DS0AE759DD

C8768D4A4979D4B5AB4E841FC29523D8D80C52D6E8IF345A0A44E75973F3D3AF

F92CD77D38EC7A2E3CDB5CAC083258424F920F3104BC710E60AEESCE4BC4B867

*[& F 3R : Pixabay

Source: https://teamt5.org/tw/posts/revil-dll-sideloading-technique-used-by-other-hackers/
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-2

sample.exe

mpsvc.dll

n/a

n/a

sample.exe

mpsvc.dll

n/a

sample.exe

mpsve.dll

n/a

n/a
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