https://www.resecurity.com /blog/article/lockbit-30s-bungled-comeback-highlights-the-undying-risk-of-torrent-based-dat a-leakage

Resecurity | LockBit 3.0’s Bungled Comeback Highlights the
Undying Risk of Torrent-Based Data Leakage
Published: 2024-03-04 - Archived: 2026-04-05 14:23:12 UTC

In late February, the beleaguered LockBit 3.0 ransomware group threatened to release court documents related to
former U.S. President Donald Trump, which were compromised in the January 29 hack of Fulton County in
Georgia, unless the county paid a ransom by March 2. Notably, this threat immediately proceeded Operation
Cronos, a major international law enforcement takedown that dismantled and vandalized LockBit 3.0’s online

infrastructure and victim-shaming website on February 20.

LockBit 3.0 quickly moved to restore their data leak site (DLS) and posted a long “rambling” statement in
response to the takedown. The group alleges that law enforcement compromised their previous Dark Web DLS by
exploiting a vulnerability in the PHP programming language, a common tool for website development. But the
ransomware gang appears to have been making false claims regarding their post-Cronos possession of sensitive
Fulton County Court data. As for the other victims LockBit 3.0 listed on their restored DLS, data associated with
those postings appears to be recycled files from previous breaches. LockBit 3.0 ultimately adjusted the Fulton
County ransom-payment deadline to February 29 and removed the listing from their DLS the same day, claiming

the county had paid.

However, Fulton County officials denied ever paying a ransom. Beyond the reputational damage LockBit
inflicted on its own organization with their presumed bluff about their resurgence and other empty threats, the
group’s leadership has recently been besieged by claims of fraud and breach of contract by their affiliates.
Specifically, the group’s infamous leader LockBitSupp has recently been banned from two high-authority Dark
Web forums, XSS and Expleit, and is facing similar allegations of scamming affiliates on RAMP, their last
remaining cybercrime-forum haven. While LockBitSupp battles to preserve their underground reputation and
their ransomware-as-a-service (RaaS) operation in general, law enforcement agencies investigating the LockBit

3.0 RaaS have noted that the gang maintains a broad network of affiliates.

Despite wide interest in the unfolding LockBit 3.0 comeback saga, this Resecurity report will cover a unique
technical feature related to the gang’s operating model, namely LockBit 3.0’s use of Peer-to-Peer (P2P) platforms
to disseminate data leaks through Torrent files. But before we dive into LockBit 3.0’s P2P data-sharing schemes
and key audience segments believed to be accessing their torrent links, Resecurity will provide some recent

background on the gang’s over-hyped “comeback.”
LockBitSupp’s Crisis-PR Bluster

In their rebuttal to the Cronos takedown, LockBitSupp remained in character and taunted the FBI, boasting: “The

FBI states that my income is over 100 million dollars, this is true, I am very happy that I deleted chats with very
large payouts, now I will delete more often and small payouts too. These numbers show that I am on the right

track, that even if I make mistakes it doesn't stop me and I correct my mistakes and keep making money. This
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shows that no hack from the FBI can stop a business from thriving, because what doesn't kill me makes me

stronger.”

< C W 8 lockbit3 i onion/posUTAPNGHY 1yw8WK6sd65dadsTescdel w O ¥ &

B W OTWITTER > @ HOWTOBUYBITCOIN > @ CONTACTUS >
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line: 24 Feb, 2024 21:37:34UTC

fbi.gov

The Federal Bureau of Investigation is the domestic inteligence and security service of the United Stales and its principal federal law
enforcement agency. An agency of the United States Department of Justice, the FBI is also a member of the U.S. Intelligence Community
and reports to both the Attorney General and the Director of National Intelligence.

LockBitSupp also claimed the court data acquired in the Fulton County ransomware breach had the potential to
“affect the upcoming US election” — a move that likely constitutes the first time a high-profile ransomware actor
has threatened a capability of this nature. Nevertheless, the boast appears to be completely false at this point,
seeing as they no longer seem to have access to whatever Fulton County Court data their affiliates managed to

seize.
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What happened.

n Fabruary 39 2024 panatration tecting of tun of my carvars took place; st M4:38 WTC I found an arror on the te 842 kad Eateay, restarted spinx - mothing changed, restarted mpsql - tathing changed, restarted M - the eite wortad. 1 dlant pay men
ide

attention to it, bec years of swisming in roney very lazy, and continved to ride on & yacht with titsy girls. At 26:47 1 found that the site gives a new error 464 Not Found nginx, tried to enter the server through S$4 and could not.
The-asewrd 01 not TLt, 8% " corned Ot Tater &1L the'snToraarion on Ghe GLSKE vas orsee

Oue to my personal negligence and irresponsibility I relaxed and did not update PHP in time, the servers had PHP 8.1.2 version installed, which was successfully penetration tested most likely by this CVE https://ww.cvedetails.con/cve/CVE-2023-3824/ , as
a result of which access was gained to the two main servers where this version of PHP was installed. I realize that it may not have been this CVE, but something else like 6day for PHP, but I can't be 106% sure, because the version installed on my
Servers was already knonn to Nave a knoen VULNGrability, S0 this 15 post likely how the VACELImS' Adnin and chat pancl Servers and the blog Server weré accessed. The New SETVErS are Now running the Jatest version of PHP 8.3.3, If anyone recognizes a CVE
for this version, be the first to let me know and you will be rewarded

The problem doesn’t Just affect me. Anyoné Who has Used a vulnerable version of PHP keep In mind that your server ray have been compromised, I'm Sure sany cospeTitors may have been hacked in The Samé vay, But they dion't even realize how it happened. I'm
sure the foruss I kndw are also hacked 1n the sase way via PHP, (here are good reasons (o be sure, Not only because of my hack but also because of inforsation from whistleblowers. I noticed the PP problem by accident, and 1'm the only one with a
Gecentralized infrastructure With different servers, so I was able to quickly figure OUT how the attack happened, if I 010n'C have Dackup Servers that ¢idn't have PHP on thes, I probably wouldn't have figured out how the hack happened

Tne FBI decided to nack now for one rasson only, Decause they L't VNt to Lesk tnforeation from NLtps://fULLONGOUNCyga. gov, the stolen docusants contain @ Lot of intaresting things ana Donald Trump's court cases Ut could affect the wpcoming U
election. Personally I will vote for Trusp because the situation on the border with Mexico is some kind of mightmare, Biden should retire, he 1s a puppet. If it wasn't Tor the FBI atfack, the docusents would have o sase day, because the
Regotiatons staLled, right after tho pariner posted the press releass to.the biog, the FEI reatly dion't 1iks the pUbLLE FLnding Ut the Lruo. reasons for the faiiire of ALl the systems of this ciy. Nad it not boon for the eloction sytuation, the Fal
WouLd have COntinued to SLE oft BY SOTVer yaitang for any leads o arrest me and my associates, But aLl you need to Go Lo NOT GET CAUORE 13 Just qualaty crypocurrency lundorang. Me FBL can Sit en YOUr reSOUrCes and also collect anforsation Useful for
the FBI, but o not show tI that you are hacked, because you 4o not cause any -al dasage, you bring Only benefit. WAt conclusions can bo drawn rom this situation? Very simple, that I need to ACtack the .gow sector more often and sorg
M ear sheh attacks ihat.the FOF wi11 b Yorced to.dhor = wedknesses and vuinerabi1itins and sake oo stronger . By attacking the gov sector you can know exactly if the FBI has the sbilify Eo Attack us or not

Even 17 you updated your PHP version arter reading this inforsatien, 1t will not be enough, Decause you have to change the hoster, server, all possible passwords, user passwords in the database, audit the source code and migrate everything, there 1s no
guarantee that you have not been hardened on the server. There 1s no guarantee that the FBI does not have 8day for your servers about wnich they have already learned enough information to re-hack, so only a cosplete change of everything that can only be
replaced will help

ALL other servers with backup blogs that 6id not have PHP installed are unaffected and will continue to give out data stolen from the attacked cospanies.

AS a result of hacking the servers, the FEI obtained a database, web panel Sources, locker Stubs that are not Source as they claim and a Ssall portion of unprotected decryptors, they clain 1688 decryptors, although there were alsost 20660 decryprors on
the server, most of Wnich were protected and cannot be used by the FBI. Thanks to the database they found out the generated nicknanes of the partners, which have nothing to do With Their real nicknames on fOruss and oven nicknases in messengers, not
deleted chats with the attacked conpanies and accordingly wallets for money, which will be investigated and searched for all those who do not launder Crypto, and possibly arrest people involved in laundering and accuse them of being =y partners, although
they are not. ALL of this information has no value because it 15 Ll passed to the FBI and without hacking the panel, after evéry transaction by insurance agents or negotiators.

The only hing U1t 13 of value wx pucancial chreat Ls the source code of the panel, besatso of A L probably possdale fucure hasks 1f yw Lot overyone trco the panel. but wow <0 el widd o duvided dnto wany sarvars, o veriried parcnars wd for
randon peope 1o 1 copyof the panel for 1 partner on & separate server hefure frere vas ane parel for everyone. Due L0 e Separation of the panel an greater decentralization'the apsence o trial decrypls in sutGaitic sode, saxteum protection of
GeCryPtors Tor cach compay, the ChANCE of hAcking WALL Be SLONIfACantiy reduced. Leak of 1ha panel Source code VAs ALSD PAPRRTLNG BT COmPeLitors, L GAIAE Stop them from CONTLNULNG thelr work, St Won't Stop Be erther

The BT says they recetved sbout 1609 decryptors, & alce figure, but 1t dossn't Jook Like the truth, yes thay received some Laprotected decryptors, those builds of the loctar that ware made ithout the cryptor protaction” checkiox cauld only
Du receival by the FBT in the Last 90 daye, it+s not knowm on mhat. day the FB got access £0 (he server. but we know oxactly the date of CVE disciasure and the date uhen PHb generated an error, before Feb. 19th e ahiacke companies were regularly paying
Gven for npratected decryptors, so Shars i @ chance the FI were onky on the Server for 3 day, it Woukd be nice f the FBY reloased ail the dacryptors to the pubLic, Shen yeu Gould SrUst the That Ghey really om the EcrypLors, not biurTing and
praising their superiority, not the superiority of i smart pentester with a public Note that the vast majority of unprotected decryptors are from partners who encrypt brute force dedicas and spas single cosputers, taking $2080 ransoms, i.e. even if
the FBI has 1600 decryptors, they are of little use, the main thing is that they didn't get all the decryptors for the entire 5 years of operation, which nusber is about 49900. It turns out that the FBI were only able to get hold of 2.5% of the total
nusber of decryptors, yes it's bad, but it's not fatal.

From this significant moment, when the FBI cheered me up, I will stop being lazy and make it so that absolutely every build loker will be with saxinun protection, now there will be no autoatic trial decrypt, all trial decrypts and the issuance of
decryptors will be Bade only in sanual sode. This in the passible next actack, the FBI Will not be able to get a single decryptor for free.

Pronanly, evsryone bas slressy motiesd 1w bemELSuLL Cha S mes chunged the Sestgn of the blog, o ong has suar bean giuen dich oes, URIALly owaryoms ST P U1 umial Bl with the pesids of skl the spacia sorvices of ung serla. Mltnougn dn fack
only one person from all over the planet deserves praise, the one who pentest my site and picked up the right public CVE, 1 wonder how much he was paid, how much was his bonus? If less than a million dollars, then come work for me, you'll probably make

ROrb WAt me, O Just come Talk T 6 At Gov SOBSBIIRGCHISO2F 120G 45000F SOBOARCETTCERENDSCORE {FOSI02AGIEID OCICAAEDET romenbrr THA X ALiiys MAVE AN AECAVE DUG BOURLY Brogras and i pay monsy for Dugs found. FBI dossn'c appreciate your' falenc, but 1
o and am willing To pay generously

I wonder why the alpha, revil, hive blags were not designed 5o nicely? Why weren't their deanons published? Even though the FBI knows their identities? Strange isn't it? Because with such stupid methods FBI is trying te intimidate me and make me stop

working. The FBI designer should work for me, you have good taste, 1 especially liked the new preloader, in the new update I should do something similar, USA, UK and Europe revolve around my logo, bralliant idea, right there made me feel very good,
Ehanks..

A couple of @y partners were arrested, to be honest I oBE EhaR very mich, they are probably JUSt peOple Who are Laundering Gryprocurrencies, raybe they were Working for Sose RiXers and exchangers With drops, EhAT'S why they were arrested and considered
my partners, 1t would be interesting to see the video of the arrest, where at their homes, Larborghinis and laptops with evidence of their involvement in our activities, but 1 sosehow think we will not see 1t, because the F8I arrested random people to
o A Cart E1cata Bt AME1E fenm. tha sanavamnt- s Jook thasi ATA.ACEAACA. o ACA Dot GALEins s foc pathimo. . Ata. baneatl arkina aLE Exsea anl iang 13onine. cAnlan naceLa_ i CAAL oontestacs. e et Eootioun thalr wack. Rastateclocd. ja mt

In addition to their published response to the FBI, LockBit 3.0 also established a new TOR DLS showcasing a
limited number of purported victims and their corresponding stolen data. However, virtually all these victim data
sets appear to have been backdated. At this point, the gang appears to be recycling old data leaks to generate hype
about their resilience in the face of global law enforcement intervention. Below are some screenshots of LockBit

3.0’s purported victim listings from March 1 and March 2.

On March 2, 2024, Lockbit 3.0 claimed to publish new data leaks from various victims.
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airalbania.com.al aipcenergy.com aegean.gr adamjeeinsurance.com
[ PUBLISHED J [ PUBLISHED ] [ PUBLISHED ] [ PUBLISHED ]
Help & Contact. #355 4 224 60 00. Providing highly qualified, highly experienced Mud The University of the Aegean is a public, multi- Adamjee Insurance is one of the leading general
customer.care@airalbani Engineers and Solids Control Specialist to the Oil campus university located in Lesvos, Chios, insurance companies in Pakistan, offering Motor
b2b@airalbania.com.al. & Gas Industry. AP Drilling Fluids Division Samos, Rhodes, Syros and Lemnos, Greece. It Insurance, Health Insurance, and Travel
aroups@airalbania.com.al. 24/7 bookina and personnel are committed to maintaining MW, was founded on March 20. 1984, by the Insurance and offers customised solutions to meet
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The Aerospace Corporation: Who We Are. As an Bartlett is a city in Shelby County, Tennessee, Sinloc si occupa di consulenza ed investimento in Sirva Worldwide, Inc. provides HR and mobility
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wombleco.com tvh.com dena.de muellersystems.com
PUBLISHED l [ PUBLISHED ] [ PUBLISHED ] [ PUBLISHED
Womble Company has been protecting your TVH offers a wide range of parts and accessories About dena. Effizient, intelligent und nachhaltig - EMPOWER WATER UTILITIES TO BOOST
investment for over 40 years. We apply both for material handling, industrial, construction and 5o soll Energie in Zukunft erzeugt und genutzt PROFITABILITYCUSTOMER
internal and external pipeline coating systems. agricultural equipment. Find out more about their werden. Das erreicht die Deutsche Energie- SATISFACTIONOPERATIONAL EFFICIENCY
The amount of pipe we have coated could circle services, products, webshop, downloads and Agentur mit Partnern und Kunden aus dem Maximize revenue recovery and customer
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mrm.com.mx gitiusa.com esser-ps.de cityofclarksville.com
PUBLISHED ] l PUBLISHED ] l PUBLISHED ] [ PUBLISHED
En MRM somos mayoristas lideres en el mercado Singapore-based Giti Tire Group, one of the Lernen Sie jetzt die branchenspezifischen The official website of the City of Clarksville,
de refacciones, accesorios y equipo de proteccion | largest tire companies in the world, has been in Digitaldruck-Lésungen der ESSER Gruppe Tennessee, provides information and services for
para las motocicletas de trabajo con mayor the tire business since 1951. Giti Tire operates kennen. ... Vertriebsmeeting der ESSER Gruppe residents, visitors and businesses. Find news,

However, none of these victims saw any new information disclosed, except for additional file listings, as was the

case with Air Albania:

« > C Wné 7 z2) if L it i d7d77577316f; 14b-e2853ca3-8892-3des-b923-de496003dc29/airalbania.com.aliarchive/ w o ¥ &
B LEAKED D W TWITTER > {E HOW TOBUY BITCOIN > @ CONTACTUS >
LOCKEATER 4€ PRESS ABOUT US 5> ] AFFILIATE RULES > &% MIRRORS >
Instant search % Company name: secret/08cc208813d7d775773161251239514b-e2853ca3-8892 - 3de8-b923-de496b03dc29/airalbania co mal/archive/
File Name + File Size + Date +
i Parent Directory R
sl | airaibania.com.al7z 763 GiB October 30, 2022
=
** | airalbania.com.al7z-file-tree:txt 195 M8 2024)

W TWITTER > & HOW TOBUY BITCON > @ ConTAcTUS >
@€ PRESS ABOUT US > ] AFFILIATE RULES > & MIRRORS >

WEB SECURITY & BUG BOUNTY

In some instances, victims like Boeing, which was slated for a March 2 publication, had actually been published

months earlier.
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In reality, Lockbit 3.0 had published Boeing data as far back as October 27, 2023, with the files themselves being
dated October 22, 2023.

The recent update displayed this victim listing with a March 2 ransom deadline.

c e gdoTHPEhOUOEESE37007323fe @ O % & =
B W TWITTER > {E HOWTOBUYBITCOIN > @ CONTACTUS >
LOCKLE LEAKE D D @ PRESSABOUTUS > [ AFFILATERULES > 4% MIRRORS >
Deadiine: 02 Mar, 2024 20:29:27 UTC
[nologo] boeing.com

8ocing is the world's largest aerospace company and leading manufacturer of commercial jetiners and defense, space and security
systems. Learn about its latest products, innovations, sustainability efforts, careers and more.

However, there were only two new files uploaded for the Boeing listing, with both additions dated March 1, 2024.

1 8 lockbiz2j i idclizqirbu7ykgdGeyd.onion’s
SecuntyControls_backup_2023_1U_22_UTib 20_38440.>

revaeaec 932d1408-0713-37¢b-b15d-b0981239b671/boeing com/archivel % 0 %

3975 Kig October 22, 2023

«

UWMManagement_backup_2023_10_22_011620_5455341bak 3100 MB October 22, 2023
VMOrch_v6_backup_2023_10_22_011620_204 2195 bak 20 MB October 22, 2023
Winshuttle_backup_2023_10_22_0TI620_6295773bak 39708 October 22. 2023
XeroxDM_CAN_backup_2023_10_15_013606_0752778 bak 191MB October 15, 2023
XeraxDM_backup_2023_10_15_013604_5189434 bak 46.5MB Octaber 15, 2023
boeing com7z 216G November 7, 2023

2 | boeing com 7z-file-tree.txt 6.0 KB March 1,2024
cpsdyn_backup_2023_10_22_O11619_6647675bak 5070KB October 22, 2023

g datazp 3168 Octaber 29, 2023

% | datazip-file-tree.txt 1B4.9KB March 1,2024.

** | databases.txt 56 KB October 28, 2023
lis_backup_2023_10_22_011620_1181499 bak 586.0 KiB October 22, 2023
rgsconfig_backup_2023_10_22_0N620_0341107bak 67508 October 22, 2023
rgsdyn_backup_2023_10_22_011620_0621333 bak 516.0 Kig October 22, 2023
rte_backup_2023_10_22_011619_9470369bak 7270 K8 October 22, 2023
rtcab_backup_2023_10_22_011620_0901565 bak 389 MB October 22, 2023
rtcshared_backup_2023_10_22_011620_0050867bak 5300 KB October 22. 2023
rtexds_backup_2023_10_22_011619_9760691bak 428Mi8 October 22, 2023

6630Ki8 October 22, 2023

xds_backup_2023_10_22_01620_1462317bak
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This pattern of backdating is also evident in many of LockBit’s previous leaks. As of now, the group has
announced several new leaks with a projected ransom deadline/publication date of March 12. It remains uncertain
whether these new leaks will actually materialize or if the data will be recycled from previous breaches.

Nevertheless, the LockBit 3.0 gang want the world to believe that they remain active and operational.

P2P Communications and Torrents

More noteworthy than LockBit 3.0’s ongoing crisis-PR offensive is the group’s use of P2P platforms to
disseminate data leaks via torrent files. Why is this tactic significant? Firstly, even if the group's infrastructure is
partially disrupted, RaaS operators can make stolen data accessible to a wide audience via decentralized torrent
networks. Once downloaded, users in possession of these files automatically begin seeding them, meaning they
become peer nodes in sharing this data within the torrent network. People who download these torrent-based
ransomware links effectively become active participants in the data leak, just like users sharing pirated movies or

music.

Stopping this activity poses a significant challenge, like the difficulty the music, film, and TV industries face in
combating content piracy through torrent trackers. Often overlooked is the fact that Lockbit 3.0 was one of the
first ransomware groups to start incorporating leaked data into torrent files for download and uploading these
archives to TOR.

c n 8 'ykg4Geyd.onion/accenture.cor w o ¥ & =
=3 W TWiTTER > HOWTOBUY BITCON » @ conTACTUS
LO CKETIEN LEAKED DATA € PRESS ABOUT US > {1 AFFILIATE RULES » b MIRRORS
Instant search % Company name: accenture.com
File Name + File Size + Date +
Parent Director
& e Y
| socvazn 2068 August 5,2022
=
%€ | 6OICY.zip-file-tree.txt 2436 KiB March 2, 2024
(B ccenture.com-GOICY zip.torrent] fi62.5 ki) lovember 17. 202:

As of today, nearly 20 victim organizations listed on LockBit 3.0's Dark Web DLS are associated with torrent
links. These victims encompass government organizations from Mexico, defense contractors, and leading law

firms.

3 LEAKED DATA I > @ How ToBUY BITCOIN > @ cowmacrus >
LOCKAIEN a4 PRESS ABOUT US > [ AFFILIATE RULES > 4% MIRRORS >
instant search = Company name: sesvergob.mx
File Name + File Size + Date +
Parent Director
& 12
gl vaorL7z 37 MB August 5,2022
4% | Y4OPL7z-file-tree.txt 27Ki8 March 2, 2024
(s cver gob.mx-Y40PL 7z torrent] 2.8 Kie} lovember 18, 202:

21‘1d

Resecurity has acquired all torrent files added before and after the March 2" update, with the goal of analyzing

P2P communications related to leaked data, in addition to TOR network connections.

Each of the torrent files we analyzed contained a link to a server with a hidden service on the TOR network,

specifically indicating the sources for download:
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http://3bgptmfSergw7mgj6jalvn5ohh2ubhssestvrwfdoubaz7nkrix4jcqd.onion:6969/announce

0d6:1engthi5813986653e4:name9:2ZKE8.zipl2:piece lengthi262144e6:pieces443580:y)|
i

g § Em 0 o el (EES g E

We set up gBittorrent with TOR support (as SOCKS5) and observed that there were consistently three stable seeds
available for nearly every torrent file shared by the group.

cC M8 ykga6eyd.onion/anasa.com o 0O & &

= LEAKED DATA [ioisstis » I vowTosuracom s @ comerus .
LOCK[INEN] ¢ PRESS ABOUT US > @ AFFILIATE RULES &, MIRRORS

nstant search % Company name: anasia.com

File Name & File Size + Date +
’. Parent Directory
ol 224320 54GB August 52022
&=
¢ | 2ZKEB zip-file-tree.txt 48MB March 2, 2024
€, anasiacom-2ZKE8 zip.toment 4356K8 November 18. 2023
qBittorrent va.4.1 _ NN
File Edit View Tools Help
00 bl ® & ks orent ares | @)
@ Transfers (1) | & Execution Log
- STATUS “ Name Size Progress Status Seeds Peers~ DownSpeed  Up Speed ETA
T Al 2ZKEB.2ip 0(0) 713.1KiB/s 08/s
Downloading (1)
 Seeding (0)
v Completed (0) '
> Resumed (1) =
|1!P3U*41“l erogress: I TININITT WITWWTIC WA NT T T 1O MUY IO T AT TOTONT T WU TCE T W T W WUV W se.9%
Active (1) I —
¥ Inactive (0] Availability: 3.469
T stalled (0) Transfer
+ stalled Uploading (0) ~
| & stalled Bownloading (0) Time Active: 1h21m ETA: 1h 13m Connections: 3 (100 max)
@ Checking (0) Downloaded: 2.54 GiB (2.54 GiB this session)  Uploaded: 0 B (0 8 this session) Seeds: 3 (0 total)
© Errored (0) Download Speed: 713.1 KiBfs (S43.7KiB/s avg)  Upload Speed: 0B/s (0 B/s avg.) Peers: 0 (0total)
- CATEGORIES Download Limit: = Upload Limit: = Wasted: 0B
All (1) share Ratio: 0.00 Reannounce In: 13y 324d Last Seen Complete: 3/3/24 1:39 AM
 Uncategorized (1 _ |@General | M Trackers| @peers || B HTTP Sources | @ Content « Speed
DHT:Onodes | ¢ | 4P | 3 736.4 KiB/s (2.54 GiB) 1 08/5(0B)

During this process, we logged a significant number of peers originating from various countries. In some cases,

these peers used TOR as a relay.

Name Size Progress. Status Seeds Peers Down Speed Up Speed ETA Ratio Category Tags Avi
2ZKE8.zip 5.41 GiB 0.0% Stalled 0(0) 2(12) 0 B/s 0B/s @ 0.00

‘ »
Count... “IP Port Connection  Flags  Client Progress Down Speed Up Speed Downloaded
L] 72.1 3 53814 BT H 0.0% 0 B/s 0 B/s 0B
__d— 74.6, 8 52789 WTP 1P libto.... 0.0% 0 B/s 0 B/s 0B
- 175. 8 18458 BT H 0.0% 0B/s 0B/s 0B
— 195. 66 59868 BT I Unkn... 0.0% 0B/s 0B/s 0B

Once Resecurity analysts downloaded these files, we became a LockBit torrent file-seeder. This enabled

Resecurity to configure a stand to track LockBit-curious peer connections.
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Name Size ~ Progress Status Seeds Peers Down Speed Up Speed ETA Ratio Category

4 86Y24.zip 1.60 GiB 100% Seeding 0(0) 0(71) 0B/s 0B/s ® 0.00

4 60ICY.zip 2.00 GiB 100% [F] Seeding 0(0) 0 (67) 0B/s 0B/s ® 1.14
82Q3H.zip [F] Seeding ®

4 2ZKEs.zip 5.41GiB 100% seeding 0(0) 0(23) 0B/s 0B/s ® 0.07

http://lockbit7z2jweskxpbokpemdxmltipntwlkmidcll2qirbu7ykg46eyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7zzmmiz3ryxafnskapbvbbiywsxwovasfkgfsdqqp5skxlajad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z2og4jlsmdy7dzty3g42eu3gh2sx2b6ywtvhrjtss7li4fyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z3550alq4hiy5p7de64l6rsqutwlvydqjeS6uvevcc57ré6qd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z36ynytxwjzuoao46ck7b3753gpedary3qvuizn3iczhedid.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z37ntefjdbjextn6tmdkry4j546ejnruScejeguitiopvhad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z3azdoxdpgxzliszutufbc2fldagztdud7xyucp25p4xtqad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z3ddvg5vuez2vznt73ljggwxstnuqaazye7Ins742yiv2zyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z3hv7evSknxbrhsvww2mmu2rddwgizdz4vwrvxtSizrq6zqqd.onionfymcawashdc.org/82Q3H.zip
http://lockbit7z3ujnkhxwahhjduh5me2updvzxewhhc5qvk2snxezoisdrad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7zabsm63m3dagp5xglyacr4z4bwytkvkkwtn6enmuoS5fiSiyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z4cgxvictidwfxpuiovdscdw34nxotmbdjyxpkvkg34mykyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z4k5zersfbqi2vdq5sx2vuggatwygvoodrkhubxftyrvncid.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7zandl6thsct34yd47jrzdkpnfg3acfvpacuccb45pnars2ad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z55tuwaflw2c7torcryobdvhkegvivhflyndyvcrexafssad.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z57mkicfkuq44j6yrpusfinwvjllczkkp2uvdedsdonjztyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z5ehshj6gzpetwSkso3ontséty7wrnneyaSu4aj3vzkeoaqd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z5hwféywfuzipoa42tjlmal3x5Ssuuccngsamsgklww2xgyqd.onionfymcawashdc.org/82Q3H.zip
http://lockbit7z5ltrhzv46lsg44703cx2637dloc3qt4ugd3graxdkkkeayd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z6choojahdipvdpzzfzxxchjbecnmtndpovksifdvx2dpnid.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z6dqziutocr43onmvpth32njp4abfocfauk2belljjpobxyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z6f3guérjvrysn5gjbsqj3hk3bvsg64nsepjldqr2xhvhsyd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z6qinyhhmibvycuskwmevgrbpvtztkvvmdce Szwtucaeyrqd.onion/ymcawashdc.org/82Q3H.zip
http://lockbit7z6rzyojiye437jp744d4uwtff7aq7df7gh2jvwgtv525cdyd.onion/ymcawashdc.org/82Q3H.zip

Following the announcement of the March 2nd leak, the number of LockBit-curious peers increased
exponentially. This surge suggests a heightened interest from underground actors connected to Lockbit 3.0's
activities, including their former affiliates, as well as data brokers eager to obtain stolen records. This group isn't
limited to cybercriminals; it also encompasses industry competitors and corporate intelligence firms that are keen

to opportunistically leverage the leaked data to their advantage.

Lockbit 3.0 is not the only group to have operationalized torrent file sharing. Other prominent RaaS groups that

have employed this feature include CI0P and Ransomed.VC, the latter of which we spotlighted last September

for their attacks on major Japanese enterprises. At the time our Ransomed.VC report was published, this group
was also distributing a torrent file that contained data from at least two victims. The gang used this torrent method
as a primary delivery channel instead of TOR. Despite Ransomed.VC’s purported disbandment in November of

last year, the torrents containing this stolen data remain accessible to people who have the download link.
Who Were the Peers?

Resecurity logged over 450 unique peers accessing leaked LockBit 3.0 data via torrents. Included in these logs

were the torrent peers’ IP addresses and ports.

Notable hosts:

- the host with an IP address originating from China linked to extensive, malicious network activity

- the host with an IP address originating from Iran tied to one of the country’s scientific organizations
- the host with an IP address originating from subnet related to a business consulting firm

What Made These Deanonymizations Possible?

Accessing torrent links via TOR is widely recognized as a poor security practice. This concern was first flagged

by security researchers nearly 15 years ago.
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Can |l use Tor with BitTorrent?

Search using DuckDuckGo ...

Can | use Tor with BitTorrent?

We do not recommend using Tor with BitTorrent. For further details, please see our blog post on the subject.

According to https://blog.torproject.org/bittorrent-over-tor-isnt-good-idea/:

There are three pieces to the attack (or three separate attacks that build on each other, if you prefer).

The first attack is on people who configure their Bittorrent application to proxy their tracker traffic through Tor.
These people are hoping to keep their IP address secret from somebody looking over the list of peers at the
tracker. The problem is that several popular Bittorrent clients (the authors call out uTorrent in particular, and I
think Vuze does it too) just ignore their socks proxy setting in this case. Choosing to ignore the proxy setting is
understandable, since modern tracker designs use the UDP protocol for communication, and socks proxies such
as Tor only support the TCP protocol -- so the developers of these applications had a choice between "make it
work even when the user sets a proxy that can't be used" and "make it mysteriously fail and frustrate the user".
The result is that the Bittorrent applications made a different security decision than some of their users expected,

and now it's biting the users.

The attack is actually worse than that: apparently in some cases uTorrent, BitSpirit, and libTorrent simply write
your IP address directly into the information they send to the tracker and/or to other peers. Tor is doing its job:
Tor is _anonymously_ sending your IP address to the tracker or peer. Nobody knows where you're sending your IP

address from. But that probably isn't what you wanted your Bittorrent client to send.

That was the first attack. The second attack builds on the first one to go after Bittorrent users that proxy the rest of
their Bittorrent traffic over Tor also: it aims to let an attacking peer (as opposed to tracker) identify you. It turns
out that the Bittorrent protocol, at least as implemented by these popular Bittorrent applications, picks a random
port to listen on, and it tells that random port to the tracker as well as to each peer it interacts with. Because of
the first attack above, the tracker learns both your real IP address and also the random port your client chose. So
if your uTorrent client picks 50344 as its port, and then anonymously (via Tor) talks to some other peer, that other
peer can go to the tracker, look for everybody who published to the tracker listing port 50344 (with high
probability there's only one), and voila, the other peer learns your real IP address. As a bonus, if the Bittorrent

peer communications aren't encrypted, the Tor exit relay you pick can also watch the traffic and do the attack.

That's the second attack. Combined, they present a variety of reasons why running any Bittorrent traffic over Tor

isn't going to get you the privacy that you might want.
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So what's the fix? There are two answers here. The first answer is "don't run Bittorrent over Tor". We've been
saying for years not to run Bittorrent over Tor, because the Tor network can't handle the load; perhaps these
attacks will convince more people to listen. The second answer is that if you want your Bittorrent client to actually
provide privacy when using a proxy, you need to get the application and protocol developers to fix their

applications and protocols. Tor can't keep you safe if your applications leak your identity.

The third attack from their paper is where things get interesting. For efficiency, Tor puts multiple application
streams over each circuit. This approach improves efficiency because we don't have to waste time and overhead
making a new circuit for every tiny picture on the aol.com frontpage, and it improves anonymity because every
time you build a new path through the Tor network, you increase the odds that one of the paths you've built is
observable by an attacker. But the downside is that exit relays can build short snapshots of user profiles based on
all the streams they see coming out of a given circuit. If one of those streams identifies the user, the exit relay

knows that the rest of those streams belong to that user too.

The result? If you're using Bittorrent over Tor, and you're _also_ browsing the web over Tor at the same time, then

the above attacks allow an attacking exit relay to break the anonymity of some of your web traffic.

That said, downloading data from torrent resources that involve the TOR network carries a substantial risk of
deanonymization for end users. This applies equally to cybercriminals and other underground figures interested in
Lockbit 3.0's data. Indirectly or directly, they may become targets of surveillance, making this access gateway
highly inadvisable. However, for research purposes, this transparency can be advantageous. By analyzing peers
interested in LockBit 3.0’s data, it’s possible to identify high-risk hosts accessing it and potentially glean valuable

cyber-threat intelligence (CTI) insights.

Our approach is derived from the anti-piracy domain, particularly from the tactics technology companies in this
space use to pinpoint IP addresses involved in the illegal sharing of copyright-protected intellectual property. A
notable success story in this area was when two leading anti-piracy companies involved in the U.S. Copyright
Alert System (CAS) scheme, BayTSP and Peer Media, monitored thousands of torrent files back in 2012. As
reported by TorrentFreak, anti-piracy firms BayTSP and Peer Media significantly ramped up their activities,

effectively surveilling the download habits of BitTorrent users to gather statistics and insights.

“As for the number of torrents that are being watched, over a period of a month BayTSP connected to 3,657
torrent files and Peer Media to 3,752 torrents. Although ScanEye tracks hundreds of thousands of torrents, these
lists are not extensive,” reported TorrentFreak. For years companies such as BayTSP and Peer Media worked with
movie studios and record labels to track the IP addresses of torrent file-downloaders, so violators could be
reported to their Internet providers. Beyond two “educational” warning notices, CAS operated under a six-strike
system where repeat violators faced an escalating set of punishments under the anti-piracy regime, including

temporary Internet disconnects and legal action.

In fact, the Motion Picture Association (MPA) and the Recording Industry Association of America ( RIAA) used
the collected data to sue egregious file-sharers. However, The CAS system was discontinued in 2017, as the

entertainment industry has devised new methods of combatting online piracy.

Conclusion
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The dilemma related to torrents and victim data leaked by LockBit 3.0 persists even after the Cronos disruption.
The main challenge is deterring actors who have already downloaded the data from seeding it. This task is
complex, particularly when it comes to deterring actors operating in politically adversarial jurisdictions or where
the rule of law is weak. These countries could become "safe havens" for establishing enduring cybercriminal
torrent trackers, potentially replacing or at least supplementing the TOR network. Beyond the Dark Web, Data
Leak Sites might evolve into Data Leak Torrents, offering enhanced privacy and accessibility, thereby facilitating
the distribution of stolen data. This scenario presents a novel challenge for the information-security industry that
requires advanced preparation and planning. Thanks to LockBit 3.0 and their “intrepid” leader, Resecurity has laid

the initial groundwork for confronting this emerging threat.

Source: https://www.resecurity.com/blog/article/lockbit-30s-bungled-comeback-highlights-the-undying-risk-of-torrent-based-data-leakage

Page 10 of 10



