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Qakbot Returns
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The Qakbot malware has reappeared just four months after law enforcement disrupted its distribution in the “Duck

Hunt” operation. Lately, various security companies have noticed the malware spreading through phishing emails.

Microsoft, which discovered this, described it as a small-scale campaign starting on December 11, 2023,
specifically targeting the hospitality industry. Although the number of these emails is currently low, given
Qakbot’s past persistence, it’s anticipated that the volume will rise soon. We got our hands on one such sample by

this tweet.
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Microsoft has identified new Qakbot phishing campaigns following the
August 2023 law enforcement disruption operation. The campaign began
on December 11, was low in volume, and targeted the hospitality industry.
Targets received a PDF from a user masquerading as an IRS employee.

Clients information

5 with how this message is displaye

GuestListVegas. pdf

[ POF |

J n
Department of the Treasury
5333 Getwell Rd Mail Stop 83
Memphis, TN 38113-7733

| AL

Figure 1: Microsoft discovery of Qakbot resurface
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Binary Analysis

As per Microsoft’s tweet, in the recent campaign, an MSI file is being downloaded to the user’s machine from the

malicious PDFs which were spread through phishing mails.
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Figure 2: Execution Flow

On analysing the MSI file, we found that the suspicious DLL compressed inside was a patched IDM (Internet
Download Manager) DLL with Qakbot inside.

T 1 cusers [ oesktop £886100b056361476435 213913651 b080 cBa618756452d421 d7a822a2e115.msi\6.1234 1.cab\
Mame Size  Modified Attributes  Method Block
919552 2023-12-1917:20 A MsZip 0

Qakbot inside IDM DLL

000c DWORD EX idmcchandler?_g4d.dll

0010 DWORD

Drdigtal RVA Mame
0003 00039800 000a64b9 hostFile
0004 0003be20 000a6404 EditOwnerinfo

Figure 3: Qakbot inside IDM DLL

We found that this DLL was packed with a custom packer. Usually unpacking the Qakbot DLL is quite simple. It
uses VirtualAlloc() to allocate memory to unpacked code and VirtualProtect() to change the protection on a
memory region. We set breakpoints on both of those APIs to unpack. We first got the dump of the PE file without
the MZ header. Later, we found that it was the Qakbot second stage loader by manually adding the MZ header.

The threat actor employs this method to avoid detection by EDR, as it scans memory regions for MZ headers to

identify potential process injection methods.
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B8 Memory Map | D. Call Stack ‘=3 SEH 1t Script I ﬁ Symbols | <% Source + Refer

jmp <JMP.&VirtualAlloc> virtualAlloc
nop
nop
nop
nop

#® Breakpoints

000000007 6B

jmp gword ptr ds:[<&virtualAlloc=] IMP.&virtualalloc

( E XXX EEE SRR

<IMP.&VirtualAlloc»

. Text: 000000007 6BF67A0 kernel32.d11:$167A0 #15FAD <Virtualalloc»

WY Dump 1 Wy Dump 2 24 Dump 3 WY Dump 4 WY Dump 5 I O wateh 1 | Ix=] Locals | fé) Struct |

Address Hex ASCII
0000000000180000 (00 OO OO OO(|0DO0 OO0 0O OO0
0000000000180010 ( 00 OO OO0 OO|0DO0 OO0 0O OO0
0000000000180020( 00 OO OO0 0OO(|0DO0 OO 0O OO
0000000000180030( 00 OO OO0 0OO|0D0 OO0 0O OO0
0000000000180040| 00 00 00 00|00 OO0 0O OO
0000000000180050| 00 OO OO OO(0O0 OO 0O OO
0000000000180060| 00 OO0 OO0 0O(00 OO 0O OO
0000000000180070| 00 00 OO0 0O(00 OO OO OO
0000000000180080| 00 00 OO0 QO(00 OO0 0O OO0
0000000000180090| 00 00 00 QO[O0 00 00 OO0
00000000001800A0 ( 0D OO OO0 0OO|0D0 OO0 0O OO0
00000000001800B0 ( 0D OO OO OO(|0DO0 OO 0O OO0
00000000001800C0 (50 45 OO0 00|64 86 04 OO
0000000000180000 ( 00 OO OO0 OO|FO OO 22 20
00000000001800E0 | 00 AD 02 00/00 00 00 00
00000000001800F0 01 00 00 00
0000000000180100| 06 00 00 0O(00 OO 0O OO
0000000000180110| 00 FO 02 00|00 04 00 OO
0000000000180120| 00 00 10 Q000 0D 0D 00
00000000001801320 | 00 00 10 00100 00 00 00

Figure 4: Unpacking Qakbot

On further unpacking, we got the final Qakbot payload which loads from memory while executing. Some security
researchers found that in the new campaign, Qakbot uses AES encryption to encrypt and store victim information

but the final payload we got was the usual Qakbot payload with the same RC4 encryption.

000c DWORD acledit.dll

nmn MAVORT

00025ade fEditCwnerinfo

7 [T} i i i i
,;?)Dump1| 4 Dump 2 | 2 Dump 3 | 2 Dump 4 | +# Dump 5 | & Watch 1 | 22 Locals | d‘l
laddress Hex ASCIT
0000000001C00000 (4D EA| 20 00(03 00 00 00|04 00 OO0 OO(FF FF 00 OO0 |MZ.....c0...¥¥.u
0000000001C00010 (ES 00 0D 00|00 OO0 00 00|40 00 OO0 00|00 OO0 OO0 00|  ....... a
0000000001C00020 (00 00 00 00|00 00 OO0 00|00 00 0D OO(0D 00 00 00| ... eerennnnannn
0000000001C00030( 00 00 00 00|00 OO 00 00|00 00 00 O0(0D D1 00 D0| e rennnnnenn
0000000001C00040 | DE 1F BA OE|(00 B4 09 CD |21 B8 01 4C|CD 21 54 &68|..2.. .11 _.Li'Th
0000000001C0O0050 (69 72 20 70|72 6F &7 72|61 6D 20 63|61 6E 6E &F|is program canno
0000000001C0O0060 |74 20 62 &5 (20 72 75 GE|20 &9 GE 20|44 4F 53 20|t be run in DOS
0000000001C0O0070 | 6D &F &4 &5 |(2E OD OD OA|24 00 OO0 00|00 OO0 OO0 OO0 |mode....%5.......
0000000001C0O0080 (6D EB 1A 9F (29 BA 74 CC |29 8A 74 CC|29 84 74 CC|(mé..).tI).tI).tI
0000000001C00090 |62 F2 72 CD|28 8A 74 CC |62 F2 75 CD|25 74 cC|bori(.tibbuix. I
0000000001C000A0 |32 17 EB CC|2A 8A 74 CC|29 8A 75 CC|49 74 CcC|2.eI=.tI).ui1. I
8A
8A
X
X
00
86
00
00

A
A
0000000001CO00B0 | 62 F2 70 CD|2A 74 CC|(11 oA 70 CD|3B 8A 74 CC|bopi=.ti..pf;.tl
0000000001C000C0 (11 0A 71 CD|2D 74 CC|11 0A 7D CD|6A BA 74 CC|..gf-.tI..}1j.tI
74 CC(11 0A 76 CD |28 8A 74 CC|..tE(.tI. . vE(. £
74 CC|00 0D OO0 00|00 00 0D OO(Rich).tI........
00 00|00 0D 00 00|00 00 DO
05 00|37 59 81 65|00 00 0O

0000000001C000D0 |11 0A 74 CD |28
D000000001CO00ED |52 63 63 68|23
0000000001CO00F0| 00 00 00 00|00
0000000001C00100 |50 45 00 00|64
nN000000001C00110 | 00 00 00 00|FO 22 20|0B 02 OE 25|00 F8 01 00..
0000000001C00120| 00 AS 00 00|00 00 00|20 10 00 00|00 10 OO 00|. ..
0000000001C00130 |00 00 €0 0100 00 00 00|00 10 00 00|00 02 00 0O0).

0000000001C00140 | 06 00 00 00|00 00 00 00|06 00 00 00[00 00 00 00| ... weenneeennn.
0000000001C00150| 00 EO 02 00|00 04 00 00|00 00 00 00|02 00 20 00| .8....eeeuu... .
N000000001C00160| 00 00 10 00|00 00 00 00|00 10 00 00|00 00 00 00| ... veeeeeeennn.
N000000001C00170| 00 00 10 00|00 00 00 00|00 10 00 00|00 00 00 00| ....ueeeeeeennn.
0000000001C00180| 00 00 00 00|10 00 00 00|A0 SA 02 00[4C 00 00 00|...vveee Zuolows
0000000001C00190 |EC SA 02 00(8C 00 00 00|00 00 00 00(00 00 00 00| 1Zi.suensnnnnnns
0000000001C001A0 | 00 BO 02 00|DC 14 00 00|00 00 00 00|00 00 00 00|.°..0u.eeeeen...
0000000001C0O01ED | 00 DO 02 00|44 00 00 00|10 45 02 00|38 00 00 0O|.B..D....E..B...
N000000001C001CO | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ....veeeeeeennn.
0000000001C001D0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ....veeeeeeennn.
N000000001CO01ED |00 00 00 00|00 00 00 00|00 10 02 00(90 02 00 00| uuevernnerennns
0000000001CO01FD| 00 00 00 00|00 00 00 00|00 00 00 0O0(00 00 00 O0| .uuevernnerennns
n000000001C00200| 00 00 00 00|00 00 00 00|2E 74 65 78(74 00 0D 00| ......... text...
0D000000001C00210|AD F& 01 00|00 10 00 00|00 F8 01 00|00 04 00 00| .8....... "

| fafuTalutaTutaTulule Faluluioiel sl e te e te M e be e Tel e Te e e e o e el e ve As Yo e Vo s Ful ) | Mt M Tt~ o

Figure 5: Final Qakbot payload
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On dynamic analysis, the MSI drops an installer temp file which passes the command line to invoke rundll132.exe

and hides the window to run in background.

__| MSI5895.tmp:2324 Properties (o= ][=

| GPU Graph I Threads I TCP/IP | Security | Environment I Strings
Image | Performance | Performance Graph | Disk and Metwark

Image File
File that launches another file
Caphyon LTD
Version;: 21,2210
Build Time: Wed Moy 15 19:23:34 2023
Path:
C: Windows \Installer MSI5395, tmp

Command line;

"Criwindows\Installer MSI15895, tmp” MideWindow rundll32

[l USSR N NSRRI I

Figure 6: MSI installer

Since the threat actor uses PDF in their kill chain, the malicious DLL self copies itself in the name of
AcrobatAC.dll and passes the command line arguments to execute the DLL with Qakbot export function
EditOwnerInfo.

LJ rundl|32.exe:2160 Properties EI[E

| TCP(IFP I Security | Environment I Strings
Image | Performance I Performance Graph I Disk and Metwork I GPU Graph I Threads

Image File
J Windows host process (Rundll32)
L Microsoft Corporation
Version: 6.1.7600,16385
Build Time: Tue Jul 14 05:27:20 2009
Path:

C:\Windows\System32yrundll32. exe Explore

Command line:

"CriWindows\System32yrundll32. exe™ C:‘l.l_.lsers-,ﬁ.ppDaE‘l.Rnaming‘\.ﬁ.dnbEAC.dII,Ediﬁ]wnerInfo

Figure 7: Malicious DLL running on background

It showed the dummy Acrobat window and fake error window as a decoy. Further we found that the malicious

DLL invokes the wermgr.exe — Windows Error Manager in suspended state to pursue its kill chain.
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|Adobe Acrobat

e Cannot load library: mfc140.dll error 000000302

@msiexec.eme

MBIEXEC EXE
msiexec.exe
= || MSI5835tmp
= |_:| rundll32 exe
= | rundl32 exe

Suspended

0.01 M.220K
2036 K
2228 K
1,696 K
1108 K
270K

500 K

24784 K
7.064 K
8536 K
7008 K
372K
5284 K

282 K

Figure 8: Decoy and invoking wermgr.exe

796 Windows® installer
A0 Windows® installer
2648 Windows® installer
2324 File that launches another file

1500 Windows host process (Rundl32)
2160 Windows host process (Rundl32)

We dumped the PE file from wermgr.exe which was our previously unpacked final Qakbot payload. The threat

actor implied Process Hollowing technique to inject malicious code into the suspended process of Windows Error

Process Hollowing

Manager.
E% wermgr.exe (8032) Properties - O X
Handles GPU Disk and Network Comment
General Statistics Performance Threads Token Modules Memory Environment
Hide free regions Strings... Refresh
Base address Type Size Protect.. Use & |
0x200b0210000 Mapped 1Bk8 R ) wermgr.exebin
0x200b0220000 Mapped 12k8 R
03200b0230000 Private kB _RW Offset(h) 00
0x200b0240000 Private 00000000 kD
0x200b0240...  Private: Commit 4kB RW 00000010 BS
0x200b0241...  Private: Commit 128kB RX 00000020
0x200b0261...  Private: Commit BB RW 00000030
0x200b026a...  Private: Commit 4kB RWX 00000040
03200b026b. .. Private: Commit 12kB R 00000050
— =
0x200b0270000 Private 8kB RW 00000060
0x%200b0280000 Mapped 304kE R C\Windows' 00000070
0x200b0350000  Private 104kB AW 00000080
0x200b0370000  Mapped 4kE R 00000090
0x200b0380000  Mapped 48 R Q00000RY
0x20060330000  Mapped 418 R 00000050
0x200b0320000 Private 104kB RW gggggg;g
0x200b03c0000 Private 1,024kE RW Heap (ID 1) 00000ED
0x200b04c0000 Mapped 2k R 000000FD
0x200b04d0000 Private 4kB RW 00000100
0x200b04=0000 Mapped 4kB RW 00000110
0x200b04f0000  Private 4kB AW 00000120
0x20060500000 i catn o 00000130
e 00000140
00000150

0z 03 04 05

Decoded text

FF |5 A ¥,
0o e [T
00 00 00 00 ...ceeeennmnnnns
00 01 00 00 ...cnnncnnnnnnns
co e.. . i LirTh
6l is program canno
)4 t be run in DOS
a mode....5.......
2 me.¥) 5ei)Sei) Sel
2 bori(Stibouissci
c o4 2.ei*5ti)Suirsci
3 popi*Zei. .pi:3cl
3 ..qi-3ei. . pi35c
28 oefdet. vt (el
) 00 Rich)3ct........
00 00 00 00 ....oeeennnnnnns
oo PE..dt..7Y.e.
oo c.. 8" L%l
00 10 00 00 .7...... coeanns
ao s

Figure 9: Process Hollowing wermgr.exe

As mentioned earlier, the wermgr.exe creates a registry key with RC4 encrypted data of victim system

information, timestamp of installation and C2 information which is a usual Qakbot TTP.
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27 Event Properties — O x

Event Process Stack

Date: 12/25/2023 2:29:20,8452310 PM

Thread: 2708

Class: Reqistry

Operation: RegCreatekey

Result: SUCCESS

Path: HECU\Software\Classesjiaipdhvkgu

Duration: 0.0000715

Desired Access: Maximum Allowed
Granted Access: Mone Ox0

Disposition: REG_CREATED NEW KEY

Computer\HKEY_CURRENT_USER\SOFTWARE\ Classeshiaipdhvkgu

|| Mame Type Data

REG_5Z (value not set)

REG_BIMARY A6 ab1a 4463 37 leae 25 df 18 9f 1c 00 41 16 50 d2 b4 47

REG_BIMARY ad 2 cBT73 cf3724e79383 cbe2 28153103 06 ca dd 39
1) 5533843d REG_BIMARY cd Qe 36 ebfedl e367124f e3 1b Bcccbc be d5 2d 46 7
5| 86dB9FE8 REG_BIMARY A30c03dedacaeBe54al 2b 412092 3c02 7 e0 91 1d
o] 8751c20f REG_BIMARY B7505d392cfd B8 18 b2 0cbd 2703473 b2 21 el Bd c
15| 981ed924 REG_BIMARY edaa T4 bc 60 ed VEfT 2809218381 4cBedf 17 5c 3b 20 1b
5| 99998433 REG_BIMARY 8518 cedd 33 1caff3flcd bd b2 ac 8264 fd 01 5c 1c el
s dfed740 REG_BIMARY 458362 5b 346 1d%e0540b3 26dasasdatbeaalbt
| d1798acT REG_BIMARY cd 023 2ffed7773ad0beel 53228 451 e bd dl 3411 31

Figure 10: Creates registry key

Qakbot tries to make a C2 connection in the background when the victim believes wermgr.exe is running. Since
the C2 was down at the time of analysis, it was unable to establish a connection for carrying out any further

malicious activity.

Elwermgr exe 8032 &% TCP Connect
% wemar exe 8032 &% TCP Send

% wemar.exe a032 QTCF' Receive
% wemar exe 8032 éTCF‘ Receive
% wemar exe 8032 QTCF' Receive

—— m —— - =

Figure 11: C2 connection by wermgr.exe

We at K7 Labs provide detection against latest threats and also for this newer variant of Qakbot. Users are advised
to use a reliable security product such as “K7 Total Security” and keep it up-to-date so as to safeguard their

devices.

IoCs

Hash Detection Name
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723DAESED3F157E40635681F028328E6 Backdoor ( 005af9cf1 )
88BBF2A743BAAF81F7A312BE61F90D76 Backdoor ( 005af9cf1 )
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