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While the (cyber-)world was still shaking under the destructive ExPetr/Petya attack that hit on June 27, another

ransomware attack targeting Ukraine at the same time went almost unnoticed.
So far, all theories regarding the spread of ExPetr/Petya point into two directions:

 Distribution via trojanized updates to MeDoc users

¢ Distribution via waterhole attacks in Ukrainian news websites (one case known)

While there is little doubt that MeDoc users were infected via malicious updates with ExPetr, it appears that

ExPetr was not the only malware they received. Our telemetry confirms that MeDoc users received at least one

3

other malicious program at the same time. This additional malware, which was run as “ed.exe” in the “MeDoc’
program folder (eg. c:\programdata\medoc\medoc\ed.exe) was run on victim machines by the parent process

ezvit.exe, a component of the MeDoc software. This suggests the delivery mechanism abused the same MeDoc

updates vector as ExPetr.

The malware, which unsurprisingly, is also ransomware, is written in .NET and includes a “WNCRY” string,

which obviously refers to the massive WannaCry epidemic that hit global businesses back in May 2017.
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A “forgotten” PDB path inside also points to the project’s name being “WannaCry”:
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Based on the strings and the pretense that it’s WannaCry, we’ve decided to call this “FakeCry”.

FakeCry technical details

Sample:MD5: 0BDE638B274C7F9C6C356D3987ED1A2D
Size: 3,880,448 bytes

Compilation timestamp: Fri Jan 01 01:25:26 2016

First seen in the wild: 2017.06.27 12:34:00 (GMT)

Filename on disk: wc.exe
This program acts as a dropper for a ransomware module.
The dropper supports the following commands:

e extract — drops the ransomware component
e ed — begin encryption
e dd - begin decryption
o <Key>:
o If ed is passed then it is a public key
o If dd is passed then it is a private key
¢ demo (encryption or decryption with hardcoded RSA keys)

The ransomware component has the following identification data:
MD5: 5C7C894A1CCFD8C8E0F174B0149A6601

Size: 442,880 bytes

Compilation timestamp: Fri Jan 01 01:20:53 2016
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First seen in the wild: 2017.06.27 12:34:00 (GMT)

Filename on disk: ed.exe

The ransomware component supports the following command

e genrsa — generate RSA-2048 key pair

e Df —decrypt file
e Dd — decrypt disk
o ef- encrypt file

e Ed - encrypt disk

e delshadowcopies — delete shadow copies on machine

Example command line for the execution of the ransomware component:

e exe -ed C:\ 3ds,uot,stw,sxw,ott,odt,pem,p12,csr,crt,key,pfx,der windows BgIAAACKAABSUOExXAAgA....
When run, the ransomware executes the following steps:

1. 1 deletes shadow copies
2. 2 initializes keys

3. 3 creates file list for encryption
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4. 4 encrypts files

5. 5 shows window with the ransom demand
Keys initialization process

The malware creates a RSA key pair for encryption. The private RSA key is encrypted with the attacker’s public

RSA key, which is passed via arguments.

InitEeysSubsysten

The generated, the public RSA key and encrypted private RSA key are stored in this registry key:

o HKCU\Software\WC

File encryption process
List of extensions targeted for encryption:

e doc,docx,xls,xIsx,ppt,pptx,pst,0st,msg,eml

o vsd,vsdx,txt,csv,rtf,123,wks,wk1,pdf,dwg

¢ onetoc2,snt,docb,docm,dot,dotm,dotx,xlsm,xlsb,xIw
¢ xlt,xIm,xlc,xltx,xltm,pptm,pot,pps,ppsm,ppsx

e ppam,potx,potm,edb,hwp,602,sxi,sti,sldx,sldm

e sldm,vdi,vmdk,vmx,gpg,aes,ARC,PAQ,bz2,tbk

o bak,tar,tgz,gz,7z,rar,zip,backup,iso,ved

o raw,cgm,tiff,nef,psd,ai,svg,djvu,m4u,m3u

e mid,wma,flv,3g2,mkv,3gp,mp4,mov,avi,asf
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e mpeg,vob,mpg,wmv,fla,swf,wav,mp3,sh,class

e janjava,rb,asp,php,jsp,brd,sch,dch,dip

e pLvb,vbs,psl,bat,cmd,js,asm,h,pas

e Cpp,c,cs,suo,sinldf,mdf,ibd,myi,myd

e frm,odb,dbf,db,mdb,accdb,sql,sqlitedb,sqlite3,asc
 lay6,lay,mml,sxm,otg,0dg,uop,std,sxd,otp

o odp,wb2,slk,dif,stc,sxc,ots,0ds,3dm,max

 3ds,uot,stw,sxw,ott,odt,pem,p12,csr,crt,key,pfx,der

If a file to be encrypted is locked by other processes, the ransomware can kill this process, using a Sysinternals

tool (Handler Viewer) to accomplish the task.

The file encryption algorithm in a nutshell:

o Attacker’s RSA public key is received by the ransomware via command line

e “Session” RSA-2048 key-pair is generated

e “Session” RSA private key is encrypted with public RSA key (which was received in point Nel)
» For each file, an AES-256 key and IV are generated

e Key and IV are encrypted with generated “Session” RSA key and saved in the encrypted file
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Interestingly, the ransomware contains a list of extensions called “DEMO_EXTENSIONS”. The attackers provide
the claim that that the files from this DEMO_EXTENSION list (which contains only image file extensions — “jpg,
jpeg, png, tif, gif, bmp”) will be decrypted for free, something that appears to be working as advertised.

Here’s a screenshot of the ransomware component running on a victim machine:

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
i\,
Payment will be raised on Can I Recover My Files?
03.07.2017 16:45:25 B . :afely and easily. But you have
Decrypt files

Time Left F clicking <Decrypt>.
ON.EQ- -
02:23:59:33 the price will be doubled.
Decrypt images (Fres) cover your files forever.
they couldn’t pay in 6 months.

Your files will be lost on

06.07.2017 16:45:25 | Py TENT IS ACCEptad I BItCoIn only. FoT more mrormation, click <About bitcoinz.
. Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left . —
click <How to buy bitcoins>.
05:23:59-33 And send the correct amount to the address specified in this window.
T After your payment, click <Check Payment=. Best time to check: 9:00am - 11:00am

FRAAT Fenmnnn A mvn A e s bm Thand A mes

Send 0.1 bitcoin to this address:

bitcoin

e 030509 | 13KBb1G7pkgeJexpRHg38 7roBj2NX7Ufyf

Contact Us

To decrypt the files, the attackers are asking for 0.1BTC, which is approximately 260$ at today’s exchange price.
The wallet number is fixed, 13KBb1G7pkqcJcxpRHg387roBj2NX7Ufyf for all infections. Interestingly, the wallet
has received seven payments so far, totalling 0.51 BTC. Most of the 0.1 payments took place on June 26,

suggesting that was the day when the attack peaked. Interestingly, the attackers have withdrawn 0.41 BTC from
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the ransom account.

Transaction view information about a bitcoin transaction

060e59e044269076d77b6740a5b015f2ff934e7b7a664737708afe 1229787 1d

13KBb1G7pkgcJcxpRHg387roBj2NX7Ufyf

Summary

Size

633 (bytes)

Received Time

2017-06-26 22:48:34

Included In Blocks
Confirmations
Relayed by IP

Visualize

473021 ( 2017-06-26 22:52:54 + 4 minutes )
1166 Confirmations
212.117.212.102 (whois)

View Tree Chart

Transaction for wallet FakeCry

» 1FW1xW8kgNg4joJFy TnwBvSbXUNyzKXtTh

Inputs and Qutputs

Total Input

Total Output

Fees

Fee per byte

Estimated BTC Transacted

Scripts

0.40775192 BTC

0.40775192 BTC

0.41 BTC

0.40775192 BTC
0.00224808 BTC
355.147 sat/B

0.40775192 BTC

Show scripts & coinbase

So far, there is no further activity on the receiving wallet 1IEW1xW8kqNg4joJEFyTnw6v5bXUNyzKXtTh.

To check the payment and receive the decryption key, the malware uses an Onion server as C2, which is

“4gxdnocmhl2tzx3z[.]Jonion”.

Conclusions

Although the software company developing the MeDoc software has been so far denying all evidence that its

users have been infected through malicious updates, our telemetry suggests that the vast majority of the

ExPetr/Petya victims on June 27, 2017 were attacked this way.

Unfortunately ExPetr/Petya was not the only ransomware that was distributed via MeDoc updates on June 27. In

parallel, another ransomware, FakeCry, was also distributed to MeDoc users at exactly the same time as

ExPetr/Petya. Our telemetry shows about 90 attacked organizations received the FakeCry ransomware, almost all

in Ukraine.

What makes FakeCry interesting is the fact that it appears to have been designed with false flags in mind. Its

interface and messages closely emulate those of WannaCry, yet this is an entirely different malware. In what we

believe to be a false flag, samples also include a “made in china” string.

Of course, one of the biggest questions here is if FakeCry and ExPetr are related. So far, the most important

evidence that would suggest it, is the fact they were both distributed through MeDoc updates, at the same time.

As usual, our recommendations to protect against ransomware include:

Here’s our shortlist of recommendations on how to survive ransomware attacks:

e Run a robust anti-malware suite with embedded anti-ransomware protection such as System Watcher from

Kaspersky Internet Security.
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e Make sure you update Microsoft Windows and all third party software. It’s crucial to apply the MS17-010
bulletin immediately.
e Do not run open attachments from untrusted sources.

o Backup sensitive data to external storage and keep it offline.
Last but not least, never pay the ransom. Paying the ransom funds the next wave of attacks.
For sysadmins, our products detect the samples used in the attack by these verdicts:

e UDS:DangerousObject.Multi.Generic
e PDM:Trojan.Win32.Generic

Our behavior detection engine SystemWatcher detects the threat as:

¢ PDM:Trojan.Win32.Generic
o PDM:Exploit. Win32.Generic

Next Optimum

The smart path
to stronger
cybersecurity
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Reports

Kaspersky researchers analyze updated CoolClient backdoor and new tools and scripts used in HoneyMyte (aka

Mustang Panda or Bronze President) APT campaigns, including three variants of a browser data stealer.

Kaspersky discloses a 2025 HoneyMyte (aka Mustang Panda or Bronze President) APT campaign, which uses a

kernel-mode rootkit to deliver and protect a ToneShell backdoor.
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Kaspersky GReAT experts analyze the Evasive Panda APT’s infection chain, including shellcode encrypted with
DPAPI and RC5, as well as the MgBot implant.

Kaspersky expert describes new malicious tools employed by the Cloud Atlas APT, including implants of their
signature backdoors VBShower, VBCloud, PowerShower, and CloudAtlas.
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