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&2 Tool: SLAPSTICK

Names

Category

Type

Description

Information

Malpedia

SLAPSTICK

Malware

Backdoor

(CrowdStrike) Subsequently, LightBasin deployed their SLAPSTICK PAM backdoor on the

system to siphon credentials to an obfuscated text file.

<https://www.crowdstrike.com/blog/an-analysis-of-lightbasin-telecommunications-attacks/>

<https://malpedia.caad.fkie.fraunhofer.de/details/elf.slapstick>

Last change to this tool card: 05 April 2022

Download this tool card in JSON format

All groups using tool SLAPSTICK

Changed

Name Country Observed

APT groups

LightBasin 2016

UNC2891 [Unknown] 2020

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ed9cal9e-5549-48e6-b5f1-dbcfbb5b62dd
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