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& Tool: NightSky

Names

Category
Type

Description

Information

Malpedia

NightSky
Night Sky

Malware
Ransomware
No description available yet.

<https://www.microsoft.com/security/blog/2022/05/09/ransomware-as-a-service-

understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself>

<https://www.bleepingcomputer.com/news/security/night-sky-is-the-latest-ransomware-

targeting-corporate-networks/>

<https://www.secureworks.com/research/bronze-starlight-ransomware-operations-use-hui-

loader>

<https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-

hunting-for-cve-2021-44228-log4j-2-exploitation>

<https://www.cynet.com/attack-techniques-hands-on/threats-looming-over-the-horizon/>

Last change to this tool card: 27 December 2022

Download this tool card in JSON format

All groups using tool NightSky

Changed

Name Country Observed

APT groups

Bronze Starlight 2021-Mar 2023

1 group listed (1 APT, 0 other, 0 unknown)

1
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