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While Microsoft documents that leverage malicious, embedded Visual Basic for Applications (VBA) macros are

not a new thing, their use has noticeably increased this year, thanks in part to their simplicity and effectiveness.

Some threat actors commonly use this class of malware to drop a second stage payload on victim systems. Even
though Microsoft attempts to mitigate this threat by disabling macros by default, the percentage of users who

explicitly bypass this protection and enable macros remains high.

Exploiting the human factor, the most effective attacker strategy is the tried and true spear phishing attack, ideally
made to look authentic by appearing to originate from a legitimate organization/individual and containing role-
relevant or topic-of-interest content to entice its intended target. This post examines an information stealer
campaign that leveraged a VBA macro script, focusing on its progression, from delivery to Command and Control

(C2), and its attribution to a malicious actor for context on objectives and motivation.

Delivery and Exploitation

The recent campaign started with an email sent to an employee responsible for processing financial statements at a
global financial organization (Figure 1). The sender’s email address was spoofed as originating from an energy
company. Subsequent analysis would show that this facade was very thin; yet, it is often all that is required to

encourage a user to open an attachment or click on a link that then executes malicious code.

From:;

o

e

Subject Payment Adwize

— | Message E_‘Iﬁﬂ.ﬂ'l.l‘lit.d oc [31 KB)
Hello,
As mstructed by your client, we have today remitted the fund for mvoice no ITVS033/09

Please check attached for the reittance slip and detals
Thanks

Figure 1: Delivery of a phishing message containing malicious DOC file

The above e-mail employs common pressure tactics for phishing messages. Specifically, it touches on two areas of
potential concern for a target: financial responsibility and the introduction of a state of uncertainty and confusion.
In this case, the role of the target as a processor of financial statements might mean that the target is accustomed to
receiving similarly structured legitimate e-mails; accordingly, they may open a malicious attachment without a

second thought.
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The second factor is much broader and relates to how humans deal with uncertainty. Without specific awareness
and training, some users may be inclined to open the attachment, wondering why the e-mail was sent to them. In

psychology, this is referred to as the “Need for Closure” personality trap.

The next layer of this attack is found within the malicious DOC file once a victim opens it. With a system properly
configured to protect against automatic execution of VBA macros, no malicious code has been run at this point.

Figure 2 presents a screenshot of the malicious attachment’s displayed contents.

piELLo,
WE HAVE TODAY DEPOSITED S179,370.11 ON BEHALF OF YOUR CLIENT

BELOW ARE THE DETAILS OF THE PAYMENT

CLENTINFD: Sqnpitevg Content higoar for pegurity regsan, gligk gn Engbly contert above b wig
ACCOUNT NAME: ELulily regsan Erghis EOld H
ACCOUNT NUMBER: spcbrity regzan Click on Enpble coptert phove fo yis
BANK MAME: pririty regazn sk Lis =k v i
BANK ADDRESS: o secyrity resson, chick on Erabie cortect above 4o wie
Please Click on Enable content at the top left of this dotument to enable snd view The hidden contents.

ONCE PAYMENT IS CONFIRMED, LET ME KNOW

Thanks

Figure 2: Displayed contents of malicious DOC file, TTAdvise.doc

This content further compounds the two points of concern for the target, and now presents a convenient option of
clicking on “Enable Content” to obtain closure on the matter. Despite a security warning (Figure 3), a number of

users still choose to enable respective content, allowing for malicious VBA macros to run on their system.
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Figure 3: Often ignored Microsoft security warning against enabling macro content
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After enabling macros, none of the promised data is shown to the victim; however, the malicious VBA macro

script executes in the background without the user’s knowledge.

VBA Macro Script

The embedded VBA macro script is shown in Figure 4.

Embedded VB macro script

Figure 4: Embedded VBA macro script

This script operates as a downloader, pulling a second stage payload from the following URL (Note: at the time of

this post, the referenced domain was no longer active):

hxxp://icqap.com/oludouble.exe

Installation and Persistence

Static analysis of the “oludouble.exe” binary is summarized in Figure 5.
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Figure 5: Static analysis of downloaded second stage malware, oludouble.exe

Once executed, “oludouble.exe” drops two executables (Windows XP paths furnished):

e C:\Documents and Settings\Administrator\Desktop\exchangepre.exe

e C:\Documents and Settings\Administrator\Application Data\Windows Update.exe

Both binaries are exact copies (Figure 6).

Figure 6: Files dropped from second stage malware, oludouble.exe

The second stage malware also copies itself to the following directory (Windows XP) and deletes its original file:
C:\Documents and Settings\Administrator\Application Data\Temp.exe

Persistence (enabling the malware to reload after reboot and restart) is achieved through addition of the following

registry key, set to the path for the “Windows Update.exe” binary (Figure 7):

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Windows Update

£ Reglsiry Editor

Fle Eide ew Faeeordel  Heg

= Irberret & e Ny Crata
H ol Irbermet Settings A il it BrG =T s ool el
& ) Poldis P —— :_---- Tl i - T TP
—Ap IE=- v £G ST Co{WINDD ctfmon gwe
S ke Uipclaie DEG 5T . Ackrawity aten Agaph ation Dl i ipsclatn
— PamDnes
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Figure 7: Windows registry modification for persistence
Malware Capabilities

API Calls extracted from “Windows Update.exe” (b6275be58a539ea9548d02ab6229¢768) hints at associated
capabilities (Figure 8).

APICalls

Figure 8: API calls found in “Windows Update.exe” binary

Based on these API calls, the malware appears to support enumeration of a variety of system information.
Additionally, the use of “GetAsyncKeyState”, which obtains key press status, could be indicative of keylogging

capabilities.

Further investigation and research revealed that this malware leverages the Predator Pain keylogger, a favorite tool
of this threat actor. Overall, this malware functions as an information stealer (Infostealer), including capture and

exfiltration of the following types of information:

Website credentials

¢ Financial information
e Chat session contents

o Email contents

Command and Control (C2)
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Once installed, this malware determines its Internet-facing IP address and then establishes a connection with the

following domains:

e whatismyipaddress.com
e www.myip.ru
e miail[.]Jrivardxteriaspte.co[.Juk

o ftp[.]Jrivardxteriaspte.co[.]Juk

The first two domains are legitimate public IP verification services. The latter two are C2 servers run by the

malicious actor, which use SMTP and FTP communications, respectively.

Attribution

E-mail headers are a valuable source of intelligence when investigating these types of attacks (Figure 9).

¥-Env-Sender: [SZUravat Il peCEONAS. Com. my |
el e,
E-Originating-IPF: [203.211.138.133]
X-SpamBReagon: No, hits=1.4 regquired=7.0 T.e31;5|=FFI_'II{F_E]CL'ZESS_ QF, HTHL IEIG 100,
HTHL HMESSAGE, HIME HTML OMLY,HL RADAR SPEW LINKS 14, MPART ALT DIFF,
SUBJECT EXCESS QF, apamassassin:
X-SrarScan-Received:
X-StarScan-Version: 6.11.1; bannesrse-, -, -
E=VirusChecked: Checked
Received: (goail 2453 invoked from network): 18 Har 2014 20:58:31 -0000
Feceived: from server.edm.sg (HELO edm.sg) (203.211.138.133) by
e e S e O T A i T
18 Har 2014 20:58:31 =0000
Feceived: (gomail 19684 invoked from network): 19 Mar 2014 03:43:13 +0800
Received: from unknown [(HELO skozzy) (180.74.133.135)] by server.edm.sag with
ESMTPA; 19 Mar 2014 03:43:10 +0800
From: =7utf-87)7Herman=20Honey=20Exchange?= <acuravatilpetronas.com.my>

To: " ———

Aar U1 182100 +0B00
Subject: =fucf-8207Payment=Z0Advise )=
HINE-Version: 1.0
Content-Type: multiparc/mixed;

boundary=" =sapNetEmail= Bl1189f041L£235447bad2dEs0c2eT7TIL 7B
Heaszage-1D: :EL:;:Yel&?dzqasgsjq:r:aat:581:b?1ﬂne?593kuz:y*

Figure 9: E-mail headers for phishing message

In this example, when the victim opened the phishing message, it appeared to originate from a legitimate
organization. However, closer inspection revealed that the sender address was spoofed through the ‘X-Env-
Sender’ header. In an attempt to slide past cursory examination, the malicious actor used an open mail relay,
server[.]Jedm.sg. Another important e-mail header field for this message is ‘Reply-To’, which contains a valid e-

mail for this malicious actor:
cimaskozy(at)yahoo.com

Setting the ‘Reply-To’ email header field to a valid address is another common threat actor tactic. It supports
elicitation activities by that actor should a target respond to the message (i.e., further social engineering). Yet, this
technique should also present a red flag to a user, as the initial facade of the originating e-mail address is removed

at that point.
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Research on the above email address reveals that this actor has been active in the cybercrime underground since at

least 2010. Specifically, this actor goes by the handle “Skozzy” and is a known carder, seller of compromised

credit card information, and facilitator of related services. Accordingly, we categorize “Skozzy” as primarily a

cybercrime actor motivated by financial gain, although roles across nation state, cybercrime, hacktivist and ankle-

biter/script kiddies are not mutually exclusive and — in fact — continue to become fuzzier over time.

Figure 10 is a screenshot of a YouTube post by “Skozzy” (skozzy11) from 2010.

YoulTD Q

skozzyll

Home Yideos Playtists LRSCREsIor ADoUl

Al acibAtios +

; skorryll commemed

Hellp all carders

Am here o ofler WUMG drop in the foflowing countrlas
Malaysia

USA

Swaden

Lk

Bank drops in the following countnes

alaysla

USA

I ean pick up WUMG In malaysia in few minutas and | can pick up any name 80 do nol wormy about
sanding with iy drop nams bacauss | can plok up cash in a0y nams

Malaysian pick up is within an hour while other counfries akes few maore time. | have to be honest with
anyone imsrested

Add me o more info omaskody @ yahoo.com

Figure 10: YouTube post from “Skozzy”, 2010

Figure 11 is a screenshot from a Pastebin post, also from 2010.

y haszy oxn
= = SN et = L
Wi LAY Resl | TNISTI | BIPORET Ml P
-
Great hotel deals with the world's lorgest )
online trovel company. =2 |

- -
1 hawe fresh dergeitracalid, cwv, of, shopadris, sasy and paygal bogine, you can comchk me oo and fied owt 3F 3 gor you are locking
for on wy wsbesie hite:/ fvsw. dumpecwe, Fiafindes . vind weiting to da the resl] deal with you soon, 1 procene pour order tmeedisiely afoer
pick. fast dElivery or pour CoTVARERCE, pEd $On 3t well CoeTact me with cisatkoppdyabos, com

Figure 11: Pastebin post from “Skozzy”, 2010

“Skozzy” is also active on HackForums[.]net and has shared thoughts and experiences related to keylogging tools

like Limitless Logger and Predator Pain (Figure 12). Of particular note, the infostealer/keylogger tools that

“Skozzy” prefers are able to steal much more than what has been observed so far for this actor.
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Welcome to HackForums.net

Home Upgrade Search Members Extras Help Follow Contact

Hack Forums § Hacks %, and Various Disou % / Hackimg Tools and Programs / Keyloggers

- Wew Thresd

SYT  Mamk

Remicn Rating Lt Post [ ans]

ot logpir w3

ate Logger Tutarial [$14.99]

LIMITLESS LOGGER V5. PREDATOR PAINT

Figure 12: Posts on HackForums|[.]net regarding keyloggers

“Skozzy” also shares that Predator Pain is a preferred tool, as it offers great support (Figure 13).

skozzy §
[ ]

Find

Maxt Oldest | Mext Newast -

Figure 13: “Skozzy” prefers the Predator Pain keylogger

Deeper analysis and correlation across domains and samples that we believe related to this threat actor will be

covered in subsequent blog content.

Conclusion

This case epitomizes how easy it has become these days to steal sensitive information from victims who fall prey
to such campaigns. Associated tools can be bought online for less than $100, which often also includes support

packages that rival those of mainstream commercial software.

Stolen information can be used for more than standard credit card fraud. The crossover between malicious actor
objectives may include opportunistic aspects of cyber espionage, extortion, identity theft, intellectual capital

theft, and much more. It is also important to note that none of the major anti-virus (AV) vendors detected this
threat at the time it was delivered. The natural gap between creation of these threats and a corresponding signature
for their detection by traditional AV remains a sweet spot for successful malicious campaigns. Therefore, it is
increasingly important to properly architect and deploy network and endpoint protections to ensure thorough and

effective defense of computing and information assets.

The Palo Alto Networks Enterprise Security Platform is a prime example of technology meant to address and

minimize the risk associated with emerging threats. Learn more about the platform here.
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