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&2 Tool: Whitebird

Names

Category

Type

Description

Information

Malpedia

Whitebird
Malware
Backdoor

(Dr.Web) A multifunctional backdoor trojan for Microsoft Windows 64-bit operating systems.

Its function is to establish an encrypted connection with the C&C server and grant
unauthorized access to the infected computer. It has a file manager, proxy server and remote
shell capabilities. It was used in targeted attacks on state institutions in Kazakhstan and
Kyrgyzstan. Similar to BackDoor.PlugX, this modification was used to infiltrate the network

infrastructure.

<https://vms.drweb.co.jp/virus/?i=21507715>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.whitebird>

Last change to this tool card: 28 December 2021

Download this tool card in JSON format

All groups using tool Whitebird

Changed Name Country Observed
APT groups
Calypso 2016-Aug 2021

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=fa199794-92f7-4f93-aac1-969d8747f6{3
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