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EXECUTIVE SUMMARY

Makop ransomware encrypts user’s files using the AES256 algorithm and advises the victims to contact the
attackers via Tox (P2P instant-messaging protocol). The ransomware imports an AES256 key that is used
to decrypt a lot of strings, including an RSA public key. There is a mutex called *m23071644” created by
the process to ensure that only one instance is running at a single time and a new process spawned by the
malware that encrypts network shares. The Windows Product ID is extracted from the registry and is used
to generate a personal ID that will also be present in the ransom note. The ransomware deletes all volume
shadow copies and kills specific processes that could lock different targeted file types. The malware
operators are aware of other ransomware families because they don't encrypt possibly encrypted files by
ransomware such as Shootlock, RAGA and origami. Two new AES256 keys are generated by the
ransomware, which will be used interchangeably to encrypt the content of the files. A new initialization
vector (IV) that consists of 16 bytes is generated and stored in the encrypted file, and the AES key used
for encryption is encrypted using the RSA public key. There is no possibility to decrypt the files without
knowing the RSA private key that corresponds to the hard-coded public one. Even if the operators pretend
that they exfiltrate data from the network, we didn't observe any network communications.
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ANALYSIS AND FINDINGS

SHA256:9D90919B4434B9CAC736945384857209103FDF1A749671F190C947FDASCC1681

The malware uses the GetVersion function to retrieve the major and minor version numbers of the OS
along with other information:

MIZE
.text:0040602C call ds:GetVersion
.text:00406032 mov dword_419A90, eax

.text:004060837
.text:00406037 loc_406037:

.text:00406037 cmp al, 6
.text:00406039 jnb short loc_40604B
1 3
il e 55
.text:0040603B call ds:IsUserAnAdmin| [.text:00406048
.text:00406041 neg eax .text:0040604B loc_40604B:
.text:00406043 sbb eax, eax .text:0040604B lea eax, [esp+@Ch+TokenHandle]
.text:00406045 neg eax .text:@@48604E push eax ; TokenHandle
.text:00406047 add esp, @ch .text:@048604F push @F@1FFh ; DesiredAccess
.text:0040604A retn .text:00406054 call ds:GetCurrentProcess
.text:@8406@85A push eax ; ProcessHandle
.text:00406058 call ds:0penProcessToken
.text:00406061 test eax, eax
.text:08406063 jnz short loc_406068B
]l ¥
MIZE
.text:00486065 xor al, al .text: 00406068
.text:00406067 add esp, @Ch| |.text:8040606B loc_48606B:
.text:0040606A retn .text:00406068 mov eax, [esp+8Ch+TokenHandle]
.text: E lea ecx, [esp+@Ch+ReturnLength]
.text:00406072 push ecx ; ReturnLength
.text:004060873 push 4 ; TokenInformationLength
.text:00406075 lea edx, [esp+1l4h+TokenInformation]
.text:08406079 push edx ; TokenInformation
.text:0840607A push 14h ; TokenInformationClass
.text:0840607C push eax ; TokenHandle
.text:0040607D call ds:GetTokenInformation
.text:00406083 mov ecx, [esp+@8Ch+TokenHandle]
.text:00406086 push ecx ; hObject
.text:00406087 call ds:CloseHandle
.text:0840603D xor eax, eax
Figure 1

The Get TokenInformation API is used to determine the elevation level of the token (0x14
= TokenElevationType):
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push ecx

. 51 :
. GA 04 push 4 x87Statusword 0000
. 8D 54 24 0C lea edx,dword ptr ss:[Jesp+C] X87SW_B 0 Xx87SW_C3 0 x87SwW_C2 0
. 52 push edx X87SW_C1 O x87SW_CO O XxB7SW_ES 0O
. 6A 14 push 14 X87SW_SF O Xx87SW_P 0 x87SW_U o
. 50 push eax =
EF—>e FF 15 18 70 40 00 €all dword ptr ds:[<&GetTokenInformation>] v
o 5 [iefadt (swcaolzmm - ~|[s 2] 0] unlod
= = = = [es
dword ptr [00407018 <makop.&GetTokenInformation>]=<advapi32.GetTokenInformation> o esglﬂ 00000014
3: [esp+8] 0019FF78
4: [esp+C] 00000004
. Text:0040607D makop.exe: $607D #547D 5: [esp+10] 0019FF7C

@YDump1 g4 Dump 2

@4 Dump 3

@4 Dump 4

Address | Hex

76FE2000[3€ 00 25 000 REEEZ6[23 00 24 07

3 0000022C

oumps @D watch1  Ix-llocals 2 Struct 0019e 264 | 00000014
ASCIT T IAH 0019FF68 | 0019FF78
200 FE 765, BbV(-"-O¥by| | loo1srF70| oo19rF7c

Figure 2

The ransomware retrieves the command-line string for the current process and compares the number of

arguments with 2:

il s 5

.text:00405FA0

.text:00405FA0

.text:00485FA0

.text:00405FA@ sub_4@85FA@ proc near
.text:00405FAR

.text:00405FA@ pNumArgs= dword ptr -4
.text:00405FA0

.text:@0405FA@ push ecx

.text:@0405FAL push esi

.text:@04085FA2 call ds:GetCommandLinew

.text:00405FA8 mov esi, eax
.text:00405FAA test esi, esi
.text:@04085FAC jz short loc_406003

"

MIHE

.text:08405FAE lea eax, [esp+3+pNumArgs]
.text:00405FB2 push eax 3 pNumArgs
.text:00405FB3 push esi ; lpCmdLine

.text:@0405FB4 call ds:CommandLineToArgvid
.text:00405FBA test eax, eax
.text:08485FBC jz short loc_406003

P
(il e =

.text:@8405FBE cmp [esp+8+pNumArgs], 2
.text:80405FC3 jnz short loc_406003

1

[l s 5=
.text:00405FC5 mov ecx, esi

vy

.text:004085FC7

.text:@0405FC7 loc_485FC7:
.text:80405FC7 mov dx, [ecx]
.text:80485FCA add ecx, 2
.text:00405FCD test dx, dx
.text:00485FD@ 1inz short loc 405FC7

Figure 3
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The CryptAcquireContextW routine is utilized to acquire a handle to a key container within a
cryptographic service provider (0x18 = PROV_RSA_AES):

. gi 22 ROLO0EED SEZE igm(mhu ’ ’ :g;ga;us\;or:sgggocs 0 Xx87SW.C2 ©
. e 0o Push o XSToNSr 0 xeraMe o xerewu o

Eﬂ—); %? 15 04 70 40 00 ?;ﬁ‘ ;;rq_ptr dS3[<&CryptAcquireContextws] l . v ;efault(stddl) —! @ Er

dword ptr [00407004 <makop.&CryptAcquireContextw>]=<advapi32.CryptAcquireContextw> ; :gglggzggécgéggg

. text: 00402878 makop.exe: $2878 #1C7B S Eggzﬁif‘;ggggégo

@Woump1  @pump2  @MDump3  Whoump4  WHoumps @ watchi  bellocals ) Struct 0019FF38 m

Address | Hex | AscIz | [~ | RE nnnacor,

Ceroreca 26 27 01 0eTeE £ £ P IR MR IR r 1 OB o B 2‘?‘?..%38‘

Figure 4

The following 32 bytes represent an AES256 key that will be used to decrypt a lot of strings at runtime:
.text:084029E8 mov [esp+4Ch+var_4C], 52h ; 'R’
.text:084029EC mov [esp+4Ch+var_4B], 1Fh
.text:004029F1 mov [esp+4Ch+var_4A], @CBh ; 'E’
.text:084029F6 mov [esp+4Ch+var_49], 24h ; '%’
.text:084029FB mov [esp+4Ch+var_48], 54h ; 'T’
.text:08402A00 mov [esp+4Ch+var_47], al
.text:08402A04 mov [esp+4Ch+var_46], 1Eh
.text:00402A09 mov [esp+4Ch+var_45], 7Fh
.text:08402A0E mov [esp+4Ch+var_44], @ASh ; '@’
.text:00402A13 mov [esp+4Ch+var_43], @D7h ; 'x'
.text:08402A18 mov [esp+4Ch+var_42], 6Bh ; 'k’
.text:08402A1D mov [esp+4Ch+var_41], @DAh ; 'U’
.text:08402A22 mov [esp+4Ch+var_4@], @D5h ; 'O’
.text:00402A27 mov [esp+4Ch+var_3F], @A6h ; '’
.text:08402A2C mov [esp+4Ch+var_3E], 7Eh ; '~'
.text:08402A31 mov [esp+4Ch+var_3D], @Céh ; '&£'
.text:08402A36 mov [esp+4Ch+var_3C], 91h ; '’
.text:00482A3B mov [esp+4Ch+var_3B], @CAh ; 'E'
.text:00402A40 mov [esp+4Ch+var_3A], @B4h ; '’
.text:08402A45 mov [esp+4Ch+var_39], 1Ch
.text:08402A4A mov [esp+4Ch+var_38], 6
.text:08402A4F mov [esp+4Ch+var_37], al
.text:808402A53 mov [esp+4Ch+var_36], 87h ; '%'
.text:08402A58 mov [esp+4Ch+var_35], @BEh ; 'X'
.text:08402A5D mov [esp+4Ch+var_34], 44h ; 'D’
.text:00402A62 mov [esp+4Ch+var_33], 26h ; ' '
.text:08402A67 mov [esp+4Ch+var_32], @BFh ; ';'
.text:08402A6C mov [esp+4Ch+var_31], @cCh
.text:08402A71 mov [esp+4Ch+var_3@], @B5h ; 'pu'
.text:08402A76 mov [esp+4Ch+var_2F], 48h ; 'H'
.text:08402A7B mov [esp+4Ch+var_2E], 59h ; 'Y’
.text:08402A80 mov [esp+4Ch+var_2D], 6Dh ; 'm’

Figure 5

The AES key constructed earlier is imported by calling the CryptImportKey API, as shown in figure 6:
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50 push eax = > = X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
6A 00 push 0
6A 00 push 0 x87Statusword 0000
6A 2C push 2C X87SW_B O x87SW_C3 0O x87sw_C2 0
8D 4C 24 30 lea ecx,dword ptr ss:|Jesp+30] X87SW_C1 0O Xx87SW_CO 0O Xx87SW_ES 0
51 push ecx X87SW_SF O X87SW_P 0 x87SW_U o
52 push edx
FF 15 38 70 40 00 €all dword ptr ds:[<&CryptImportkKey>] v |F =
o s 5 | Default (stdcal) ¥ [s ] unlock
= 1: [esp] 0264CD88 <&CPAcquireContext>
dword ptr [00407038 <makop.&CryptImportKey>]=<advapi32.CryptImportKey> 2: [esp+4] 0019FEFO
3: [esp+8] 0000002C
4: [esp+C] 00000000
. Text:00402AEC makop.exe: $2AEC #1EEC 5: [esp+10] 00000000

@Woump1  @Yoump2  @4Dump3  hoump4  Wyoumps @ watchi  [x-llocals ) Struct
Address | Hex ASCII

0019FECO|2C 00 00 00|00 00 00 00[0D 00 00 00|Z4 AC 64 02[ yer.vv-res..tn d.

0019FEDO|52 1F CB 24|54 B6 1E 7F|A9 D7 68 DA|D5 A6 7E C6|R. ESTT] kauo ~

0019FEED| 91 CA B4 1C|06 B6 87 BE|44 20 BF 0C BS 48 59 60| .E"..9.%0 ¢.pHym

0019FEFO @ [03 oo 00|10 66 00 00 1F CB 24 f $

0019FF00 B6 1E 7F|A9 D7 6B DA|D5 A6 7E CS 91 CA B4 1C T‘I @(kw ~£ E

0019FF10 |06 B6 87 BE|44 20 BF OC|BS 48 59 €D|DB 28 40 00| .1.3D . HHYmO+c.

Figure 6

The parameters of the blob are explained below:
e 08 - PLAINTEXTKEYBLOB - the key is a session key
e 02 - CUR_BLOB_VERSION
e 0x6610 — CALG_AES_256
e 0x20 - key size
Using the AES key, the binary decrypts data by calling the CryptDecrypt function:

A imy o (LmpLyy AU im_s s yLwLyy
. 20 s X87TW_6 3 (Empty) x87TW_7 3 (Empty)
efc 6A 00 push 0
. 6A 00 push 0 x87Statusword 0000
. 89 38 mov dword ptr ds:[eax],edi [eax]: X87SW_B 0 X87SW_C3 0 X87SW_C2 0
. 8B 46 04 mov eax,dword ptr ds:[esi+4] X87SW_C1 O XB87SW_CO 0O X87SW_ES 0
ol 6A 00 push 0 X87SW_SF O X87SW_P O X87SW_U 0
. 50 push eax r s ot
FEF—e FF 15 08 70 40 00 call dword _ptr ds:[<&CryptDecrypt>] v |F =
. T 5 | Default (stdcal) ~|[5_[£]00 unlod:
= : [esp] 0264B8CO <&CPGenKey>
dword ptr [00407008 <makop.&CryptDecrypt>]=<advapi32.CryptDecrypt> : [esp+4] 00000000
: [esp+8] 00000000
: [esp+C] 00000000
.text:00402BF1 makop.exe: $2BF1 #1FF1 : [esp+10] 02648808

WWoumpt  @Ypump2 @hoump3  @WDump4  @Ypumps @ watch1  Ix-llocals . Struct

Address | Hex ASCIT A
02648808 | 9B EE GC FB|7D 85 A8 D9|SA 99 44 7D|AL CD 38 FA|hi1u}. U..DIi isu
0264B818(C7 02 5D 70(F6 19 6A 4F (A2 E6 E6 07 (54 7C 1E AG|C.]1po.jocz=. T[
0264B828|F4 48 B5 2B(97 E6 BC 24(27 0B BC 15|EO DD A6 42| OHU+.@4$'.%.
02648838|CO 30 DO 81[95 65 F3 3C|ES 08 8D 2A(81 90 4E 52|A0D..e6<
02648848|75 77 FE 8A[DO E1 5B 38|85 20 87 21|67 F5 3B C6 uwb.oa s
0264B858|3A DC 5C 13(6D 4B E2 20(12 24 E2 4B[52 A5 63 BC|:U\.mK
90 61 1C 6C|2F AA 17 DD|OF 2B BA 25|77 CF AD 9B a1/-vww1.
10 63 4F OF |73 E4 D7 07|F9 98 04 2F |34 28 ED AC|.CO.S&X.U../4(i
OC 71 31 A4[33 2F OD E7|1E 1B 49 7D|DO Bl C6 AC|.qiW3/.c..I}Dsk~
FB 07 2F 67|03 AD 86 71|64 F5 FD AC|31 74 DD 03|i./g...qdoy~1tY.

8
ntd11.Rt1A1locateHeap
0

02648868
02648878
02648888
02648898

clanandrar | rarurn ta makan Anand2ar Fram makan AN4NIR20

Figure 7
The result of the decryption is an RSA public key:

Address | Hex ASCII
0264B808 i06||02| 00 00 00 A4 00 00|52 53 41 31 T RS Ty

0264881801 00 01 00 21 4B 76 ED|EB 28 C4 DA|60 D4 50 A6|....!Kvié(AU 0P,
0264B828|A8 FE F7 70|CA D4 66 77 |E3 05 DB EE|29 41 OF 57| p-pEOfwa.0i)A.w
0264B838|1B 5D 65 7C|D7 CD 72 26|A6 3F 04 B9|71 2A 5E F9|.]e|xir&!?.'q*Au
0264B848|A0 45 11 5D|CC 6B 3A 1E|BF 54 7A 50/6D D3 F8 3B| E. ]1k..,_1zmoo
02648853 | AB 2A 86 A5 |89 65 99 9F 2B 74 44 8D|80 9D 87 67 «*.¥.e..+tD....Q
02648868 | 2E S5E 30 GB|1D BF D8 1B |61 B9 37 A5 |0E 69 46 F7|.A0k.;@.a'7¥.1F=
0264B878|0F OC 64 F7 |49 D3 E2 B1|5D 44 D7 D9|59 B2 87 93 ..d—Isa:t]DxUY‘..
02648888 |85 3C AC B6|DB 7E 2B FD|42 4E 31 32|DO A9 A9 81 .<~\0~+yBN1ZDE8.
02648898 |D9 EA 06 B7 (00 00 00 00/00 00 00 00(00 00 0D 00| U&. ... .ccuun..

Figure 8

The parameters of the blob are detailed below:

06 — PUBLICKEYBLOB — the key is a public key
02 - CUR_BLOB_VERSION
0xa400 — CALG_RSA_KEYX
0x0400 — key size
e (0x010001 — public key exponent
Other strings are decrypted by the malicious process using the same hard-coded AES key:
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Address | Hex ASCII

0264E038161 00 64 00/6D 00 69 0D0OI6E 00 00 00/00 00 00 OOla.d.m.i.n.......
Address | Hex ASCII

0264E070|BE 00 6F 00|74 00 20 00|61 00 64 00|6D 00 69 0OO(R.0.t. .a.d.m.i.
N264FNRNIAF 00 00 00100 00 00N 00100 00 00 00100 00 00 001N, . . . . ... ... ...

Address | Hex ASCII |
0264E0A8 |31 00 2E 00|20 00 49 00(44 00 3A 00|20 00 25 OO|®... .I.D.:. .%.
0264E0B8| 30 00 38 00|58 00 2D 00|57 00 OD 0OO|DA 00 32 00[0.8.X.-.W..... B
Address | Hex ASCII

0264E100|3X 00 2E 00|20 00 49 00|44 00 32A 00|20 00 25 0OO|2X... .I.D.:.
0264E110|30 00 38 00|58 00 2D 00|44 00 OD 00|0A 00 32 00|/0.8.X.-.D.....
0264E120/2E 00 20 00125 00 73 00/0D 00 OA 00100 00 00 00J., .%,

Address | Hex ASCII |
0264E158|4B 65 72 G6E|65 6C 33 32|2E 64 6C 6C|3B 57 6F 77|Kernel32.d11;wow
0264E168| 36 34 44 69|73 61 62 6C|65 57 6F 77|36 34 46 73| 64Disablewow6c4Fs
0264E178|52 65 64 69|72 65 63 74|69 6F 6E 3B|57 6F 77 36|Redirection;wowé
0264E188|34 52 65 76|65 72 74 57|6F 77 36 34|46 73 52 65| 4Revertwow64FsRe
0264E198| 64 69 72 65(63 74 69 G6F|6GE 3B 41 64|76 61 70 69|direction;Advapi
0264E1A8|33 32 2E 64|6C 6C 3B 43|72 65 61 74|65 50 72 6F|32.d11;CreatePro
0264E1B8| 63 65 73 73|57 69 74 68|54 6F 6B 65|6E 57 3B 00| cesswithTokenw;.

Figure 9

The malware retrieves the address of the following export functions by calling the GetProcAddress routine:
Wow64DisableWow64FsRedirection, Wow64RevertWow64FsRedirection and CreateProcessWithTokenW.
GetLocaleInfoW is used to retrieve the LOCALE_FONTSIGNATURE value for the default locale of the OS
(0x800 = LOCALE_SYSTEM_DEFAULT and 0x58 = LOCALE_FONTSIGNATURE):

6A 20 push 20 x87Statusword 0000
8D 4C 24 0OC lea ecx,dword ptr ss:[esp+Cl) X87SW_B 0 Xx87SW_C3 0 x87Sw.C2 O
51 push ecx X87SW_C1 O XB7SW_CO 0 X87SW_ES O
6A 58 push 58 X87SW_SF O XB87SW_P 0 X87SW_U O
68 00 08 00 00 push 800 C AERieas
FF 15 DO 70 40 00 call dword ptr ds:[<&GetLocaleInfow>] v
5 Iiefault(slﬂcalo?)ooo - ~|[s ] unlodt
Hjes|
dword ptr [004070D0 <makop.&GetLocaleInfow>]=<kernel32.GetLocaleInfow> 2: esglﬂ 00000058
3: [esp+8] 0019FF50
% 4: [esp+C] 00000020
. Text:004055DF makop.exe: $55DF #49DF 5: [esp+10] 76A750F0 <kernel32.GetProcessHeap>
5 00000800
@Woump1  @pump2  @MDump3  Whoump4  Whoumps @ watchi  I-llocals P Struct 0019EE3C | 00000058
Address | Hex | AscIT | |A‘ jEnTSEERD D ISEES
m‘.-n An £3 An150 £2 £3 ASTEC £c £t celce cc cc elR + ofr ThIRTRIA! 1" || 0019FF44| 00000020

Figure 10

The ransomware decrypts even more strings, and their purpose will be explained later on:

L ‘ F ARS 244 Fifth Avenue, Suite 2035, New York, NY 10001
LIFARS.com (212) 222-7061 info@lifars.com

your digital world, secured



Address

Hex

0264E158
0264E168
0264E178
0264E188
0264E198
0264E1A8
0264E1B8
0264E1CS8
0264E1DS8
0264E1ES
Address

0264E178

0264E188
0264E198
0264E1A8
0264E1B8
0264E1C8

62 00
3B 00
74 00

74 00
3B 00
72 00
61 00
78 00
G6F 00
Hex

74 00|2E
6F 00|74
69 00|6E
3B 00|6E

2E 00|73
64 00|6D
69 00|6E
64 00|65
69 00| 6E

69 00

8

Q

(=]
B

o|e
A
[l
L]

TrtTSm~mar TO

H
H

* =« J3AONTTTOO
OO e O

S NID M A e
1moasos
A Ee St

N

63 00
6F 00
69 00
6E 00
65 00
3B 00

6F 00|6D

66 00|6F
72 00|6E

00 00[00

Qo
Q
03 onEox

x N slA

THMm-

3

Address
0264E198
0264E1A8

Hex

55 00
62 00

Address

0264E568
0264E578
0264E588
0264E598
0264E5A8
0264E5BS8
0264E5CS8
0264E5D8
0264ESES
0264E5F8
0264E608
0264E618
0264E628
0264E638
0264E648
0264E658
0264E668
0264E678
0264E688
0264E698
0264E6GAS8
0264E6BS8
0264E6CS8
0264E6DS8
0264EGES
0264E6GF8
0264E708
0264E718
0264E728
0264E738
0264E748
0264E758
0264E768
0264E778
0264E788
0264E798
0264E7AS8
0264E7BS
0264E7CS8

Hex

=
g

6D 00
52 00
6F 00
68 00
32 00
73 00
67 00
72 00
4A 00
4A 00
64 00
61 00
73 00
62 00
65 00
65 00
4C 00
6F 00
61 00
75 00
72 00

68 00
57 00
72 00
3B 00
32 00
68 00
61 00
58 00
7A 00
eC 00
3B 00
6E 00
3B 00
52 00
54 00
4F 00
65 00

73 00

48
49
00

48 00 41 00
78 00 64 00|71

00 4F 00|52
00 53 00|3B
00 00 00|00

Figure
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Address

Hex

0264E5CS8
0264E5DS
0264ESES
0264E5F8
0264E608

Z7 00
77 00
79 00
5C 00

2E 00

69 00
69 00
73 00
72 00
65 00

6E
6E
74
65
78

00

00
00
00

64
G6E
65
67
65

00
00
00
00
00

6F
74
&D
65
3B

00
00
00
00
00

77
3B
33
64
00

00

00
00
00

5C
32
62
00

00

00
00
00

3B
73
3B

00

00

00
00
00

Address

Hex

02650118
02650128
02650138

2E 00
5D 00
73 00

58 00
2E 00
00 00

25
5B
00

00

00

30
25
00

00
00
00

38
73
00

00
00
00

58
5D
00

00
00
00

2D
2E
00

00

00

57
25
00

00
00
00

S D

S o aasasasas

Address

Hex

ASCII

02650170

6D 00

61 00

|eB

00

6F

00

|70

00

00

00|

00

00

00

m.a.k.o.p..

Address

Hex

ASCII

026501A8

5C 00

5C 00

| 3F

00

5C

00|00 00

00

Figure 12
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The binary retrieves a handle to the Shell’s desktop window using the GetShellWindow API, as shown in
the next figure:

00405A52 89 2D 60 9A 41 00 imov dword ptr ds:[419A60],ebp ~ ‘
FF 15 58 71 40 00 €all dword ptr ds:[<&GetShellwindow>]

Figure 13

GetWindowThreadProcessld is utilized to extract the identifier of the thread and of the process that created
the window from above:

?ﬁ e 3332 ;;;ODJUAG” x87controlword 027F
FF 15 54 71 40 00 €all dword ptr ds:[<&GetwindowThreadProcessId>] v xs?“’,-{s,“ xa7;w_zm 1 warcw PN 3

> | Default (stdcal) ~|[5_[£] 00 unlod

1: [esp] 000100A6

2: [esp+4] 00419A60 makop.00419A60
3:

4:

dword ptr [00407154 <makop.&GetwindowThreadProcessId>]=<user32.GetwindowThreadProcessId>

% = [esp+8] 76A750F0 <kernel32.GetProcessHeap>
.text:00405A68 makop.exe: $5A68 #4E6S [esp+c] 0263CBES

5: [esp+10] O019FF74
N A
WWoump1  @pump2 @Hpump3 @WDump4  WWpumps @ watch1  Ix=llocals 2 Struct moom:;z, e |m.kop_oou”so

Figure 14

The malware obtains the join status information for the local computer by calling the NetGetJoinInformation
function:

. — - - - vt e v et e o e s s
g: R 3322 ;SBOC'“MH x87Controlword 027F
E8 58 13 00 00 €all <makop.NetGetJoinInformation> 9] X 8ZCWETC OMEXE7CW 2M 1 & X87CWTEN 51
>
- - Default (stdcall) ~|[5_[£]0J unlod
<makop.NetGetJoinInformation> "r[esp] 00000000
2: [esp+4] 00419A24 makop.00419A24
. . 3: [esp+8] O019FF40
-text:00405A83 makop. exe: $5A83 #4E83 4: [esp+C] 76A750F0 <kernel32.GetProcessHeap>
5: [esp+10] 0263CBBS
W@Woump1  @hpump2  Wyoump3  @Youmps  @Houmps @ watch1  Ix-lLocals 2 struct 0019FF20 | 00419A24 | makop. 00419424
Addrace | uav lacrTr T 1~ 10019FF24| 0019FF40

Figure 15

Some directories names and a mutex name are decrypted by the executable, as shown in figure 16:

Address | Hex ASCII

026501E0|53| 00 79 00|73 00 74 00|65 00 6D 00|44 00 72 00|S.y.s.t.e.m.D.r.
026501F0| 69 00 76 00|65 00 00 OO|00 00 OO0 OO|[0D 00 00 00| 7T.V.€uveeeeunnnn
Address | Hex ASCII

026514F8 |58 00 3A 00|5C 00 50 00|72 00 6F 00|67 00 72 00(X.:.\.P.r.o.g.r.
02651508| 61 00 6D 00|44 00 61 00|74 00 61 00(5C 00 6D O0O|a.m.D.a.t.a.\.m.
02651518| 69 00 63 00|72 00 6F 00|73 00 6F 00|66 00 74 00|i.c.r.o.s.o.f.t.
02651528|5C 00 77 00|69 00 6E 00|64 00 6F 00|77 00 73 00(\.w.i.n.d.o.w.s.
02651538|5C 00 63 00/61 00 63 00/68 00 65 00/73 00 00 00[/\.c.,a.c.h.e.s...
Address | Hex ASCII

02651570|58 00 3A 00|5C 00 55 00|73 00 65 00|72 00 73 00|X.:.\.U.s.e.r.s.
02651580(5C 00 41 00|6C 00 6C 00|20 00 55 00|73 00 65 00[%\.A.1.1. .U.s.e.
02651590|72 00 73 00|5C 00 4D 00|69 00 63 00|72 00 6F 00|r.s.\.M.i.c.r.o.
026515A0| 73 00 6F 00|66 00 74 00|5C 00 57 00|69 00 6E 00|s.o.f.t.\.W.i.n.
026515B0|( 64 00 6F 00|77 00 73 00|5C 00 43 00|61 00 63 00|d.o.w.s.\.C.a.c.
026515C0168 00 &5 00(72 00 00 0000 00 00 000D 00 00 OOlh.e.S, ., ..., .....
Address | Hex ASCII |
02651618|6D 32 33 30(37 31 36 34(34 00 00 00|00 00 00 00|M23071644.......

Figure 16

The value of the “SystemDrive” environment variable is retrieved using the GetEnvironmentVariableW API:
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68 04 01 00 00 push 104 X87SW_I 0 X87SW_TOP 0 (ST0=x87r0)

8D 44 24 1C lea eax,dword ptr ss:[fesp+1C])
20 33:: eax e iin x87Controlword 027F
FF 15 D4 70 40 00 call dword ptr ds:[<&GetEnvironmentvariablews>] ) LXBLCMLTCA0/EXS7CM ZM 5T I X B7CHE BMIS 1
>
Default (stdcall) v |[5 1£]00 unlod

dword ptr [004070D4 <makop.&GetEnvironmentvariablew>]=<kernel32.GetEnvironmentvariablew> 1: [esp] 026501E0 L"Systembrive”

[esp+4] 0019FD18

3: [esp+8] 00000104

4: [esp+C] 77021380 <ntd11.Rt1AllocateHeap>
5: [esp+10] 0264E5C8 &L"ncacn_np"

WWoump1  @Hoump2  @HDump3  WMDump4  YHDumps @ watch1  bellocals ) struct mﬂwﬂxn I 0zes01E0|Lasystemrive
Address | Hex lacerr T 1 . 110019FCFC || 00000104

Figure 17

N

.text: 00406835 makop.exe: $6835 #5C35

The ransomware creates a mutex called "m23071644" to ensure that only one instance of the executable
is running at a single time:

6A 01 x87Controlword 027F

6A 00
FF 15 C8 70 40 00 v 77X87CV7¥_IC 0 X87C‘W_ZM 1 X87CW_PM 1
= §
_ . Defailt (stdcall) v [s 12]0 uniodt
dword ptr [004070C8 <makop.&CreateMutexA>]=<kernel32.CreateMutexA> 1: [esp] 00000000
2: [esp+4] 00000001
- 3 3: [esp+8] 02651618 "m23071644"
.text:00406AE7 makop.exe: $6AE7 #SEE7 . [esp+c] 0263CBES
esp+10] 0038A000

@4/ Dump 1 @Woump2 @4Dump3  @YDump4 @Y Dump S @ watch 1 Ix=] Locals Q‘i’ Struct 0019FF30 | 0000000
[aAdrace Tuav TaerTr | I . | 0019FF34 | 0265161

Figure 18

"m23071644"

The process opens the “SOFTWARE\Microsoft\Windows NT\CurrentVersion” registry key using the
RegOpenKeyEXxA routine:

50 push eax & 7 eax:&" x87Statusword 0000
68 19 01 02 00 push 20119 X87SW_B 0 X87SW_C3 0 Xx87SW_C2 0
6A 00 push 0 X87SW_C1 O X87SW_CO O X87SW_ES 0
51 push ecx ecx:"s X87SW_SF O x87SW_P 0 Xx87SW_.U 0
68 02 00 00 80 push 80000002 X87SW_O O X87SW_Z 0 X87SWD 0
FF 15 30 70 40 00 €all dword ptr ds:[<&RegOpenKeyExA>] v i
oc rn +act asv aav aave o
> | pefault (stdcal) ~|[5_[£]00 unlodt
dword ptr [00407030 <makop.&RegOpenKeyExXA>]=<advapi32.RegOpenKeyExA> 1: [esp] 2
2: [esp+4] 02651618 "SOFTWARE\\Microsoft\\window
3: [esp+8] 00000000
.text:004068C2 makop.exe: $68C2 #5CC2 4: [esp+C] 00020119
5: [esp+10] 0019FAF4 &"SOFTWARE\\Microsoft\\winc

3 80000002
Woump1  gpump2  @WDump3  WDump4  EWDumps @ watchi  Ix-llocals 7 Struct 02651618 | "SOFTWARE\\Microsoft\\Windows NT\\Currentversion”

0D019FAE4

Address | Hex | AscIT 1 ~
f02651570 50|72 GF 64|75 63 74 49|64 00 00 00[00 00 00 00|Productid....... [ e

00020119
0D019FAF4 | &"SOFTWARE\\Microsoft\\Windows NT\\Currentversion

Figure 19

The Windows product ID is extracted from the registry and it will be used to compute a victim ID:

52 push edx X8/1W_b 3 (EMPLY)  X8/IW_/ 3 LEMPLY)
8B 54 24 08 mov edx,dword ptr ss:[esp+s)
50 push eax x87Statusword 0000
6A 00 push 0 X87SW_B 0 X87SW_C3 0O X87SW_C2 0
6A 00 push 0 X87SW_C1 0 Xx87SW_CO O X87SW_ES O
51 push ecx ecx:"P X87SW_SF 0 x87SW_P 0 Xx87SW_U O
52 push edx X87SW_ O 0 x87SW_Z 0 x87SWD 0O
FF 15 2C 70 40 00 €all dword ptr ds:[<&RegQueryvalueExA>] vk
oo cn mav aes aav aci-ne ]
5 > | Default (stdcal) ~|[5 (2] unlod
dword ptr [0040702C <makop.&RegQueryvalueExA>]=<advapi32.RegQueryvalueExA> ¥ esp]

: 288
2: [esp+4] 02651670 "ProductId"
3: [esp+8] 00000000
.text:004068E5 makop.exe: $68E5 #SCES 4: [esp+C] 00000000

5:

esp+10] 0019FB20

$oump1  @WYpump2 @Woump3  WWpump4  @pumps @ watch1  Ix-llocals 4 Struct
Address | Hex
0265167050 72 6F 64|75 63 74 49|64 00 00 00(00 00 00 00
02651680| 00 00 00 00|00 00 00 00|00 OO0 OO0 00|00 00 00 00|.
Address | Hex

0019FB20| 30 30 2D

0019FB30 00
0N19FR4N a0 00 o0

88
02651670 | "ProductId”
00000000

00000000
0019FAES 0019FB20
0019FAEC | 0019FB18

Figure 20

The ransomware extracts the volume serial number of the C drive by calling the GetVolumeInformationW
API:
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0
8D 54 24 18

0
8D 44 24 2C

EIPy

FF 15 FC 70 40 00
~n

push 0
push 0
push 0
push 0
lea edx,dword ptr ss:|[fesp+1s]

push edx

push 0

push 0

lea eax,dword ptr ss:[esp+2cC]
push eax

€all dword ptr ds:[<&GetVolumeInformationw>]

Aosim_s

.text:0040626A makop.exe: $626A #566A

dword ptr [004070FC <makop.&GetVolumeInformationw>]=<kernel32.GetVolumeInformationw>

@Yoump1  @pump2 @YDump3  @Ypump4 Y Dump s

@ watch1  Ix=llocals ¢ Struct

>

3 X87TW_3

3 X87TW_S

3 X87TW_7
x87Statusword 0000
X87SW_B 0 0 x87SW_C2
X87SW_C1 0 0 Xx87SW_ES O
X87SW_SF 0 0 x87Sw_U
X87SW_0 0O 0 x87Sw_D
Default (stdcall)

[esp] O019F8F8 L"C:\\"
[esp+4] 00000000
[esp+8] 00000000
[esp+C] 0019F8FO
[esp+10] 00000000

Hex

5C 00 00 00

0O019F8F8 |43 00 3A 00 4,
o]
00 00 00 01

A 02 00 00|63 00 00 50
0 00 00 00|01 00 00 00|.
C2 5A C5 A1|EQ F8 19 00(b
ZZ|56 A4 D2 D6 . L u
| AscIT

The malware uses a custom “hash” function to compute a 4-byte value that corresponds to the Product ID.

Address | Hex iepaoms
0019F8FO | 2F AD €9 AZ2|18 00 00 00|43 00 3A 00[5C 00 00 00| /.E€...

Figure 21

A snippet of the implementation is shown below:

il ) =]

.text:00404368
.text:00404368 loc_404363:

.text:00404368 test al, 1
.text:0040436A jz short loc_484375

1

BTLCN"

MZE

.text:0840436C shr
.text:0048436E xor
.text:00404373 jmp

eax, 1 .text:00404375

eax, @EDB8832@h .text:00404375 loc_404375:

short loc_404377| |.text:00404375 shr

]

Yy

text:00404377
text:00404377 loc_404377:
.text:00404377 mov [esptecx*4+404h+var_400], eax
.text:8040437B add ecx, 1
.text:0840437E cmp ecx, 106h
.text:00404384 jl loc_404300
Il

.text:0040438A or
.text:0040438D test
.text:0040438F jz

eax, OFFFFFFFFh
edx, edx
short loc_4@43AD

.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

MZE

100404391
100404391
100404391
100404394
100404396
10040439C
:0040439F
1004043A3
100404346
:004043A9
:004043AB

i

loc_404391:
movIX  ecx,
xor ecx,
and ecx,
shr eax,
xor eax,
sub edx,
add esi,
test edx,
jnz

short loc_404391

byte ptr [esi]

eax

@FFh

8
[esp+ecx*4+404h+var_400]
af

1
edx

Two more strings are decrypted by the ransomware using the AES key imported before:
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Address | Hex ASCII
0264FF80 |25 00 73 00|20 00 28 00|25 00 30 00|38 00 58 00|%.s. .(.%.0.8.X.
0264FF90(29 00 25 00|63 00 20 00|25 00 49 00|36 00 34 00|).%.Cc. .%.I.6.4.
0264FFAO0| 64 00 2E 00|25 00 30 00|32 00 49 00|36 00 34 00|d...%.0.2.I.6.4.
0264FFBO| 64 00 20 00|67 00 62 00|20 00 28 00|25 00 75 00(d. .g.b. .(.%.u.
0264FFC0O| 29 00 2F 00|25 00 49 00(36 00 34 00|64 00 2E 00|)./.%.I.6.4.d...
0264FFDO| 25 00 30 00|32 00 49 00(36 00 34 00|64 00 20 00|%.0.2.I.6.4.d. .
0264FFEO| 67 00 62 00|20 00 28 00(25 00 75 00|29 00 2F 00|g.b. .(.%.u.)./.
0264FFF0|25 00 75 00|25 00 25 0O0|0D 00 OA 00|00 00 00 OO0 |%.U.%.%. e euuuean
Address | Hex ASCII
0265055033 00 2E 00|20 00 54 ODO(6F 00 74 00|61 00 6C 00|3... .T.o.t.a.l.
02650560| 3A 00 20 00|25 00 49 00(36 00 34 00|64 00 2E 00|:. .%.I.6.4.d...
02650570|25 00 30 00|32 00 49 00(36 00 34 00|64 00 20 00|%.0.2.I.6.4.d. .
02650580| 67 00 62 00|20 00 28 00|25 00 75 00|29 00 2F 00|g.b. .(.%.u.)./.
0265059025 00 49 00|36 00 34 00(64 00 2E 00|25 00 30 00|%.I.6.4.d...%.0.
026505A0(| 32 00 49 00|36 00 34 00(64 00 20 00|67 00 62 00|2.I.6.4.d. .g.b.
026505B0| 20 00 28 00|25 00 75 00(29 00 2F 00|25 00 75 00| .(.%.u.)./.%.u.
026505C0| 25 00 25 0O0|0OD 00 OA 00|00 00 00 00|00 00 00 OO |%.%. e eeenennnnns
Figure 23
The binary disables the file system redirection for the caling thread using
Wow64DisableWow64FsRedirection:
Eg 155 :: 3? :1. 00 ?;‘j? ;‘Etg Eﬁ:“grs‘ [<&Wow64D1isablewow64FsRedirection>] ‘ v 1L7x875w_0 ,,0 ,x,s,?EWJ QL x8iow. 9
> | Default (stdcal) v [s 2] unlod
dword ptr [00419A44 <makop.&Wow64Disablewow64FsRedirection>]=<kernel32.wow64Disablewow64FsRedirection> 1: [esp] O019FF20
2: [esp+4] 0038A000
.Text:00405F81 makop.exe: $5F81 #5381 i Zigﬁ% 3§§:§§§§
5: [esp+10] 00404571 makop.00404571
o8 . | I e IEIFEREEY 0019FF20 |

[T N—— Sl W~ A | sl

Figure 24

An open handle to the current process is obtained by calling
APIs:

the GetCurrentProcessld and OpenProcess

FF 15 94 70 40 00 €all dword ptr ds:[<&GetCurrentProcessId>]
50 push eax X87SW_C1 0 Xx87SW_CO 0 X87SW_ES O
55 push ebp X87SW_SF O X87SW_P 0 X87SW_U O
68 00 04 00 00 push 400 X87SW_O 0 X87SW_Z O X87SWD 0
FF 15 98 70 40 00 €all dword ptr ds:[<OpenProcess>] v 5 -
oo cn mav aes aav ]
> | pefault (stdcal) ~|[5 2] unlod
dword ptr [00407098 <makop.&O0penProcess>]=<kernel32.0penProcess> 1: [esp] 400
2: [esp+4] 00000000
3: [esp+8] 00000874
. Text:00405DBC makop.exe: $5DBC #51BC 4: [esp+C]_76A750F0 <kernel32.GetProcessHeap>
5: [esp+10] 0264E568

@oumpt  @hpump2 UDump3  UWDump4  @Wpumps @ watchi  [x-llocals 7 Struct

00000400
0019F680 00000000
. 1/0019F684 | 00000B74

I'Addrace Tuav lacrrr 1

Figure 25

The malicious executable opens the access token associated with the current process:

push eax Zinas
push 2000000

push esi
€all dword ptr ds:[<&OpenProcessToken>]

50

68 00 00 00 02

S

FF 15 20 70 40 00
oc rn

<

X87SW_C1 0O Xx87SW_CO O Xx87SW_ES O
X87SW_SF 0 X87SW_P 0 x87SW_U o
X87SW_O 0 Xx87SW_Z 0 Xx87SW_D o

‘ v

e =5

.
dword ptr [00407020 <makop.&0penProcessToken>]=<advapi32.0penProcessToken>

.text:00405DD7 makop.exe: $5DD7 #51D7

> | Defaut (stdcal) v [s 12]0 unlodt
1: [esp] 00000268
2: [esp+4] 02000000
3: [esp+8] 0019F69C
4: [esp+C] 76A750F0 <kernel32.GetProcessHeap>

5: [esp+10] 0264E568

@4 Dump 1 4% Dump 3 @%Dump4 @4 Dump 5 @ watch 1 Ix=] Locals f/’ Struct

@4 Dump 2

00000268
0019F 630 | 02000000
1 0019F684 | 0019F63C

Address | Hex laseTT [l

Figure 26

DuplicateTokenEx is utilized to create a new access token that duplicates the existing token:
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Aosim_4 > (EmpLy)

Ao/ im_> > (EmpLy)

Figure 27

i 52 ush edx
H 6A 01 gush 1 Xx87TW_6 3 (Empty) x87TW_7 3 (Empty)
i 6A 02 push 2
i 8D 44 24 2C lea eax,dword ptr ss:[esp+2c X:;g;a;usgordsggaocg S
it 50 push eax X _| X | X ¢
i 68 00 00 00 02 push 2000000 X87SW_C1 O Xx87SW_CO O X87SW_ES O
51 push ecx X87SW_SF O X87SW_P 0 X87SW_U O
89 7C 24 38 mov_dword ptr ss:[fesp+33], e X87SW_O O Xx87SW_Z O X87SWD O
FF 15 28 70 40 00 call dword ptr ds: [<wup11cateTokenEx>] vk -
oc rn +act aav eav
tlk > | Default (stdcal) v |[5 [£]00 unk
dword ptr [00407028 <makop.&DuplicateTokenEx>]=<advapi32.DuplicateTokenEx> 1: [esp] 00000264
2: [esp+4] 02000000
3: [esp+8] O019F6AS8
.text:00405E15 makop.exe: $5E15 #5215 4: [esp+C] 00000002
5: [esp+10] 00000001
; 00000264
Woump1  @ypump2 @YDump3  Wyoump4  @HDumps @D watch1i  Ix-llocals ¢ Struct 0019F674 | 02000000
P | | s
0019F6A8 [0C 00 00 00[00 00 00 00|00 00 00 0O|AL 5B OC 77 L
0015688 8788 0C 77|e2 54 Cs Al|sabaen bt Leiinomiiiin
2 a3 — 0019F684 | 0019F698

The ransomware creates an anonymous pipe by calling the CreatePipe function:

e e = s
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

X87SW_0 O

xB7Tw 5 3 (Empty)
X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0 x87SW_C3 0 x87Sw_C2 O
X87SW_C1 O x87SW_CO O x87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U 0

X87SW_Z 0 X87SW_D o

> Default (stdcall)

% El [ unloct

.text:00405E4E makop.exe: $SE4E #524E

55 push ebp
8D 44 24 24 lea eax,dword ptr
50 push eax
8D 4C 24 20 lea ecx,dword ptr
51 push ecx
y 8D 54 24 28 lea edx,dword ptr
i 52 push edx
89 7C 24 30 mov dword ptr
C7 44 24 38 01 00 00 00 mov_dword p fes
EIP, FF 15 B4 70 40 00 ca“ mord ptr ds: [<&createP1pe>]
oc rn o
dword ptr [004070B4 <makop.&CreatePipe>]=<kernel32.CreatePipe>

1z

2

3:
4:
5:

esp] 0019F6A4

esp+4] 0019FGA0

esp+8] 0019FGAS

esp+C] 00000000

esp+10] 76A750F0 <kernel32.GetProcessHeap>

Woump1  @hoump2  @WDump3  @Moump4  @Houmps @ watch1  bellocals ) struct e S el
Address | Hex | AscII ] 7 u 0D019F680 | 0019FGAS

Figure 28

There is a new process spawned by the malware with the “-n<Process ID>" parameter. The new process
handles the encryption of the network shares, as will be detailed in the upcoming paragraphs:

dword pt o

.text:00405EBA makop.exe: $5EBA #52BA

. push edx

. mov edx,dword ptr ss:|fesp+14])
. mov dword ptr ss:[fesp+84],eax
. mov dword ptr ss:[fesp+80J,eax
. lea eax,dword ptr ss:[esp+44]
. push eax

. push ebp

. push ebp

© push ebp

. lea ecx,dword ptr ss:[esp+oc]
L] push ecx

. push ebp

. push ebp

. push edx

. mov dword ptr ss: esp 64,44
. mov_dword ptr ss:[esp+90]

ca'l'l mrd ptr ds: [<u:reateProcessw1thTokerwb]

X87rs5 00000000000000000000 STS Empty 0.0000
Xx87r6 00000000000000000000 ST6 Empty 0.0000
X87r7 00000000000000000000 ST7 Empty 0.0000

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_5 3 (Empty)
X87TW_7 3 (Empty)

ecx:L"
x87Statusword 0000
X87SW_B 0 x87SW_C3 0 x87sw_C2 O
X87SW_C1 0 x87SW_CO O Xx87SW_ES O

44:'D X87SW_SF O X87SW_P 0 x87SW_U o
X87SW_O 0O x87SW_Z 0 Xx87SW_D o

V| =)
> | pefault (stdcal) ~|[s E]0O

[00419A38 <makop.&CreateProcesswithTokenw>]=<advapi32.CreateProcesswithTokenw>

9% Dump 1

@4 Dump 2 % Dump 3 @4 Dump 4 @4 Dump 5

@ watch1  Ie-llocals £ Struct

Address
0019F6B8

0019F6GES
0019F6F8

ASCIT )

00
00
00

00
00
00

00
00
00
00 00 00|00
00 00 00(9C

00
00
00

00
00
00
o1
02

00
00
00
00
00

00
00
00
00

00
00
00
00
00

00
00
00
00

00
00
00
00 00
00 00

00
00
00

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

Figure 29

0019F684

[esp] 00000290
[esp+4] 00000000
[esp+8] 00000000

3:
a: [esp+c]_o0019F710 L"\"c:\\users\'[Jl\\oes|
s

(esp+10] 00000000

0019F6B8

The process restores the file system redirection for the current thread:

51

8A D8
FF 15 50 9A 41 00
on >

.text:00405F93 makop.exe: $5F93 #5393

:\\users'\{Jll\Desktop\ \makop. exe\" ns

dword ptr [00419A50 <makop.&Wow64Revertwow64FsRedirection>]=<kernel32.wow64Rever twow64FsRedirection>

sl . M~ | A S~ a

L

our

push ecx X87SW_SF O X87SW_P
mov_bl,al X87SW_Z
:ﬂl dword ptr ds:[<&wow64RevertwWow64FsRedirection>] v [ =
> Default (stdcall)

1: [esp] 00000000

2: [esp+4] 0038A000

3: [esp+8] 0264E568

4: [esp+C] 00000000

5: [esp+10] 00404571 mak

ool i ERFEREEY 00000000 |

Figure 30
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The file enforces the system to send critical errors to the calling process using the SetErrorMode API (0x1
= SEM_FAILCRITICALERRORS). It obtains the currently available disk drives using GetLogicalDrives:

6A 01 push 1

e 0040120 89 5C 24 18 mov_dword ptr ss:[fesp+18],el
Fg—>e FF 15 50 70 40 00 ca’lz dword ptr ds: [«SetErrorMode)]
Ao cc 1t _cn 7n an nn Acs Fosrart Ansralnmiiacs

dword ptr [00407050 <makop.&SetErrorMode>]=<kernel32.SetErrorMode>

.text:004012D4 makop.exe: $12D4 #6D4

X87SW_SF O XB87SW_P 0 X87SW_U o
X87SW_O 0O Xx87SW_Z 0 X87SW_D o
= =
> | Defaut (stdcal) ~|[s £]0 unlod
1: [esp] 00000001
2: [esp+4] 76A750F0 <kernel32.GetProcessHeap>
3: [esp+8] 00000000
4: [esp+C] 0038A000
5: [esp+10] 0264E568

Py S @ .
|’€a11 dword btr ds:f<aGetLoaicalDrives>1

Figure 31

ETe e 0001204 ] FF 15 FO 70 40 00

Wu

The GetDriveTypeW API determines if a disk drive is a removable, fixed, CD-ROM, RAM or network drive.

Makop doesn'’t target CD-ROM drives and RAM disks:

push ecx
cal'l dnord ptr ds:[<&GetDriveTypew>]

51
FF 15 48 70 40 00
c>

ecx:L" ‘xusw:o 0 X87SW_z

0 Xx87SWD 0
> Default(stdcal)

dword ptr [00407048 <makop.&GetDriveTypew>]=<kernel32.GetDriveTypew>

.text: 00401337 makop.exe: $1337 #737

~ |[5_2] 07 unloc
esp] 0019FEDS L"C:i\\"

esp+4] 76A750F0 <kernel32.GetProcessHeap>
esp+8] 00000000
esp+C] 0038A000
esp+10] 00000043

Vih W

[T N Bl v s € B e 4 [ES TP D comems

Figure 32

A P 1 Bl v s 2 Bl s >

EEIEREEY 00157608 | L7+

The malware opens the “C:\"” drive using the CreateFileW routine (0x80000000 = GENERIC_READ, 0x3

= FILE_SHARE_READ|FILE_SHARE_WRITE, 0x3
FILE_ATTRIBUTE_NORMAL):

. 53 push ebx

. 68 80 00 00 00 push 80

. 6A 03 ush 3

. 53 push ebx

. 6A 03 push

® 89 5F 10 mov dword ptr ds:[edi+10],ebx

. 8B 4C 24 24 mov ecx,dword ptr ss:[fesp+24])

. 68 00 00 00 80 push 80000000

. 8D 44 24 38 lea eax,dword ptr ss:[lesp+3s]

. 50 push eax

. 89 4F 14 mov dword ptr ds:[edi+14],ecx

. 89 57 18 mov dword ptr df:[em 18], edx

. 89 77 1C mov_dword ptr ds:[edi+ J.C], s i
ER—T—> FF 15 E8 70 40 00 €all dword ptr ds:[<&Createrilew-]

o oo no

OPEN_EXISTING and 0x80 =

e s ey e

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
Xx87TW_4 3 (Empty)
X87TW_6 3 (Empty)

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
Xx87TW_5 3 (Empty)
X87TW_7 3 (Empty)

x87Statusword 0000

eax:L" X87SW_B 0 x87SW_C3 0 x87SW_C2 0
X87SW_C1 O x87SW_CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 x87Sw_U 0
X87SW_O0 O x87Sw_Z 0 x87SwW_D o

R4 @D Unloc

> | Default (stdcall)

dword ptr [004070E8 <makop.&CreateFilew>]=<kernel32.CreateFilew>

.text: 00401425 makop.exe: $1425 #825

[1: [esp] O019FECS |. AN \NC:
2: [esp+4] 8000000

3: [esp+8] 00000003

4: [esp+C] 00000000

5: [esp+10] 00000003

@4 Dump 1 @4 Dump 2 @4 Dump 3 @4 Dump 4 4% Dump 5 @ watch 1 [x=] Locals f/” Struct

Address | Hex ASCIT
0264FBDO |43/ 00 3A 00|00 00 AD BA[OD FO AD BA[OD FO AD BA|C.:....
0264FBEO(00 00 00 00|2F AD C9 A2|60 07 7C 3F|03 00 00 00| .
0264FBFO| 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00|...
AScacrnnlns ca an oalao ap Ao aBlao Ao Am aolce e ce oeel A

Figure 33

DeviceloControl is utilized to retrieve the physical location of the specified volume (0x560000 =

IOCTL_VOLUME_GET_VOLUME_DISK_EXTENTS):
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6a 00 push o XE7TTW.2 3 (Empty) x87TW.3 3 (Empty)
gg 54 24 18 ls:hecelé;dword ptr ss:[esp+18] X87TW_4 3 (Empty) X87TW_5 3 (Empty)
GA 20 push 20 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
8D 44 24 4C 1ea eax dword ptr ss:[esp+4cl)
50 sh xs7statusword 0000
6A 00 push r\ X87SW_B X87SW_C3 0O x87Sw_C2 0
6A 00 push 0 X87SW_C1 o X87SW_CO 0 X87SW_ES 0
68 00 00 56 00 push 560000 X87SW_SF O X87SW_P 0 X87SW_U 0
53 push ebx = X87SW_O O X87SW_Z O X87SWD 0
FF 15 44 70 40 00 €all dword ptr ds:[<&DeviceIoControl>] v = -
oc rn racr asv =av
d 2 Default (stdcall) v||5 &
dword ptr [00407044 <makop.&DeviceIoControl>]=<kernel32.DeviceIoControl> : [esp] 00000268
2: [esp+4] 00560000
3: [esp+8] 00000000
. Text: 00401463 makop.exe:$1463 #863 4: [esp+C] 00000000
5: [esp+10] OO19FEES

Figure 34

> i 00000268
Woump1i  @Wpump2 @hDump3  WDump4  @Wpumps @ watch1  Ix-llocals 7 Struct 00560000
Address | Hex
0264FBDO |43 00 3A 00|00 00 AD BA|(OD FO AD BA|OD 0019FEES
0264FBEO| 00 00 00 O0|2F AD C9 A2|60 07 7C 3F|03
0264FBFO| 00 00 00 00|00 00 00 00|00 00 00 00|00 0019FEBC
O L R O BA AR A D AR AR SAB AD AR EENEESEE 00000000

Makop generates 2 buffers of 32 random bytes using the CryptGenRandom API (let’s call the first one
AESKey1 and the second one AESKey2):

X8/IW_6 3 (EMPTY)  X/1

W_s/ 3 (EMPTY)

Address | Hex ASCIT
02651414|0E 7E D2 44(70 AF 78 OA[C4 56 EO 04[8A 28 B9 CB|.~0Dp {.Ava,. ("
02651424/C9 46 11 A2I/DA 9F BO 80/CO C1 46 D5|E2 BB 96 7D|EF.¢U.° MFO& =t

Figure 35

Ao

i 51 push ecx
i 66 C7 06 08 02 mov word ptr ds:[esi],208
! 66 C7 46 04 10 66 mov word ptr [er'\ 41,6610 x87Statusword 0000
i C6 46 08 20 mov byte ptr ds:[esi+8],20 2057 X87SW_B 0 X87SW_C3 0O X87SW_C2 0
| 8B 17 mov edx,dword ptr ds: [edi] X87SW_C1 0 Xx87SW_CO O Xx87SW_ES O
it 6A 20 push 20 X87SW_SF 0 X87SW_P 0 X87SW_U 0
v 52 - pu_il_'ll egx SBBICH X87SW_O 0 x87SW_Z 0 X87SW_D o
v e e —
! > | Defaut (stdcal) v [s 12]00 unloc
ebp=<advapi32.CryptGenRandom> (73A61290) 1: [esp] 0264CD88 <&CPAcquireContexts>
esp+4] 00000020
esp+8] 02651414
- TeXT:004016A7 makop.exe: $16A7 #AA7 esp+C] 76A750F0 <kernel32.GetProcessHeap>
esp+10] 00000000
5 0264CD88
WWoump1  @Ypump2 @Mpump3  @pump4  @houmps @ watch1  Ixllocals ) Struct %
Address | Hex lascrz I » | DISEEQD 02653 415 =

n_s > \emply)

Figure 36

52 push edx Aosim_D > LEmpLy)
66 C7 06 08 02 mov word ptr ds: [esx],:w]s
66 C7 46 04 10 66 mov word ptr ds: [e51 41,6610 x87statusword 0000
C6 46 08 20 mov byte ptr ds:[esi+s],20 Z0zc = X87SW_B 0 Xx87SW_C3 0 X87SW.C2 0
88 07 mov eax,dword ptr cl;.[edw] X87SW_C1 0 X87SW_CO O X87SW_ES 0
6A 20 ush 20 X87SW_SF O X87SW_P 0 XB87SW_U 0
50 push eax X87SW_O 0 X87SW_Z O X87SWD 0
FF DS call ebp EBpECE \ [ . =
c> no nan asv
s > | Default (stdcall) v |[s_[2]00 unlod
ebp=<advapi32.CryptGenRandom> (73A61290) 1: [esp] 0264CD88 <&CPAcquirecContexts>
2: [esp+4] 00000020
3: [esp+8] 0265293C
.text:00401716 makop.exe:$1716 #B16 4: [esp+C] 76A750F0 <kernel32.GetProcessHeap>
5: [esp+10] 00000000
@9pump1  @Ypump2 @YDump3  @YDump4 @Y Dump S @ watch 1 [x=] Locals 2 struct m |
" AcCTT ] < 1'0019FF00
Address | Hex ASCIT
0265293C |FF OC DF E2|3F CF 81 5A[24 OC 1E CF|B7 GA E6 53
0265294C |AS 27 F9 B9|F9 77 C8 94|F4 D5 FA 8F|A9 61 00 7B

4 bytes that will be used as a marker in the encrypted files are decrypted by the binary: “AD AD 6B A1".
The RSA public key is imported using the CryptImportKey function:
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50 push eax

88 06 mov eax,dword ptr ds:([esi]
6A 00 push 0

6A 00 push 0

51 push ecx

52 push edx

eax
15 38 70 40 00 call dword ptr ds:[<&CryptImportKey>]
ry 2av aav

Ao/ im_o > (EmpLy)

x87Statusword 0000

X87SW_B 0 x87SW_C3
X87SW_C1 0 x87SW_CO
X87SW_SF O X87SW_P
X87SW_O0 0 x87SW_Z

Aosim_s > \empiy)

0 x87sw_C2 0
0 X87SW_ES 0
0 Xx87SW_U o
0 x87SwW_D 0

> | Default (stdcall)

dword ptr [00407038 <makop.&CryptImportKey>]=<advapi32.CryptImportKey>

.text: 00402964 makop.exe: $2964 #1D64

[esp+4] 0264B808
[esp+8] 00000094
: [esp+C] 00000000
5: [esp+10] 00000000

%) El [ unlod

[esp] 0264CD88 <&CPAcquireContext>

02648898

Figure 37

; 3 0264CD38
Wyoumpt  @hpump2 @oump3  WWpumps  @Wpumps @ watch1  Ix=llocals ¥ Struct 0019FEDS | 02648808
33353333 0019FEED
02648818 0019FEE4 00000000
02648828 0019FEES | 0019FEFO
02655DDO
02648838 H EacEn
02648848 Soiden
02648858
02648868
02648878 02655DD0
02648888

00000000
nnraccTa

'0040184D | return to makop.0040184D from makop.00402920

76A750F0| kernel32.GetProcessHeap

These 2 buffers are encrypted using the RSA public key and contain the following information: 4-byte
marker, 4-byte “hash” value of Product ID generated earlier, 4-byte the volume serial number, 4-byte value
obtained from the result of the GetLocaleInfoW call, AESKeyl (or AESKey2) and 4-byte “hash” value of
this buffer, computed using the same function used for Product ID:

68 80 00 00 00 % B
8D 4C 24 0C

push 80
lea ecx,dword ptr ss:[esp+CJ)

51 push ecx

52 push edx

6A 00 push 0

6A 00 push 0

6A 00 push 0

50 push eax

C7 44 24 24 75 00 00 00 mov _dword ptr ss:[fesp+24],7

FF 15 34 70 40 00 call d\uord ptr ds: [«KryptEncrypt)]
oc rn ac

Aosim_c > \emply)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

x87Statusword 0000

X87SW_B 0 X87SW_C3
X87SW_C1 0 x87SwW_CO
X87SW_SF O X87SW_P

orim_> > yemply)

X87TW_5 3 (Empty)
X87TW_7 3 (Empty)

0 x87sw_C2 O
0 Xx87SW_ES O
0 Xx87SW_U o
0 x87SW_D o

X87SW_O O x87SwW_Z

> | Default (stdcall)

dword ptr [00407034 <makop.&CryptEncrypt>]=<advapi32.CryptEncrypt>

.text:0040299F makop.exe: $299F #1D9F

@4 Dump 1 WYDoump2 @4 Dump 3 @oumps @hpumps @ watch1  Ix=lLocals ) Struct

As

[esp+4] 0000000

: [esp+8] 00000000
: [esp+C] 00000000
: [esp+10] 02655DDO

54 El [ unlock

02655F00
0019FED4 00000000

Ec TAV. a.J(\ucgo
aq e 3

02655E40

Figure 38
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WWoump1  @pump2 @Hpump3  WWoump4  WWpumps @ watch1  Ix=llocals 2 Struct
Address

02655E68 2F AD C9 A2][03 00 00 00 ..

02655E78 A v

02655E88 | A F4 D5 FA 8F|A9 61 00 78

02655E98 00 00 00 00

02655EA8 00 00 00 00

02655EB8 00 00 00 00

02655ECE 00 00 00 00

02655ED8 00 00 00 00

Address

02655E68 86 AA 8A B9

02655E78 DA 45 01 A9

02655E88 44 43 5C F

02655E98 6D 84 B2 -,

02655EAS ED 84 58 7B/53 35 6C 7A| .!IDz,ii. X{TS'IZ
02655EB8 19 14 CB 1F |6F 91 19 65 u; WY RN
02655EC8 C7 DO 46 D3|1D 29 20 BE|'w,¢’ AOCDFO ) x
02655E08| 0B 6B DE 45102 FE DO 25156 55 1C 6E|2C F6 8B 7D| .KBE.bBOXVU.n.6.1

Figure 39

™ BB a0 N0 TEREDE - Aosim_c > \EmpLy)  Aosim_> > (EmpLy)
. 8D 4C 24 0C ?ea Ca pder ptr ss:[fesp+Cl X87TW_4 3 (Empty)  x87TW_S 3 (Empty)
p4 51 push ecx X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 52 push edx
® 6A 00 push 0 x87Statusword 0000
° 6A 00 push 0 X87SW_B O XB87SW_C3 0 X87SW.C2 O
. 6A 00 push 0 X87SW_C1 O X87SW_CO 0 X87SW_ES 0
. 50 push X87SW_SF O X87SW_P 0 X87SW_U 0
. C7 44 24 24 75 00 00 00 mov_dword ptr ss:[fesp+24],7 w20t X87SW_O0 O xa75w_z 0 X87SW_D 0
FE—e FF 15 34 70 40 00 call duord pt ds: [«cryptEncrypo] v ey
. oc rn acr C E]
> | pefaut (stdcal) ~|[5_[2]00 unlod
dword ptr [00407034 <makop.&CryptEncrypt>]=<advapi32.CryptEncrypt> 1: [esp] 02655F00 <&CPGenKey>
2: [esp+4] 00000000
3: [esp+8] 00000000
.Text:0040299F makop.exe: $299F #1D9F 4: [esp+C]_ 00000000
5: [esp+10] 02655E68

02655F00
00000000
00000000

00000000
02655E68
0019FEF4

00000080
02655DD0
02655F00
00000075

'0040185B| return to makop.00401858 from makop.00402920

The ransomware decrypts the following strings and uses the GetProcAddress API to obtain the addresses

of the export functions:

Figure 40

NtQueryObject is used to retrieve information about the system

ObjectAllTypesInformation):

6A 00
FF 15 78 9A 41 00
oo no

dword ptr [00419A78 <makop.&NtQueryObject>]=<ntd11.NtQueryObject>
.text: 00404687 makop.exe: $4687 #3A87

push ecx
push esi
push edi
push 3
push 0

€all dword ptr ds:[<&NtQueryObject>]
mens ohv @av

and the current process (0x3

Address | Hex ASCII |
02651060 |6E 74 64 6C|6C 2E 64 6C|6C 2B 4F 74(51 75 65 72| ntdi1.d11;NtQuer
02651070|79 4F 62 G6A|65 63 74 3B|4E 74 51 75|65 72 79 53|y0bject;NtQuerys
02651080|79 73 74 65|6D 49 6E 66|6F 72 6D 61|74 69 G6F 6E|ystemInformation
02651090|3B 52 74 6C|47 65 74 56|65 72 73 69|6F 6E 3B 4B|;RtlGetversion;K
026510A0| 65 72 G6E 65|6C 33 32 2E|64 6C 6C 3B|47 65 74 46|ernel32.d11;GetF
026510B0( 69 6E 61 6C(50 61 74 68 4E 61 6D 65|42 79 48 61|inalPathNameByHa
026510C0| 6E 64 6C 65 (57 65 72 79 46|75 6C 6C 50|ndlew;QueryFullP
026510D0|72 6F 63 65|73 73 49 60 61 67 65 4E|61 6D 65 57 |rocessImageNamew
026510E0| 3B 00 00 00|00 00 00 00|00 0D 00 00|00 00 00 D0|jeeeeeenennnnnns

x875tatusword 0000
X87SW_B 0
X87SW_C1 0
X87SW_SF 0
X87SW_0 0

X87SW_C3

0 x87sw_C2
X87SW_CO 0O

0

0

o

X87SW_ES 0
X87SW_P o
X87SW_Z o

X87SW_U
X87SW_D

@Ybump1  @4pump2 W Dump3 Y% Dump 4

4% Dump 5

@ watch 1

[x=] Locals

2 struct

Address | Hex
02655FA0 0D’ FO AD BA[0OD FO AD BA[OD FO AD BA[OD FO

ASCII ]
AD BA|10.°.0.9.0.9.0.°|

Figure 41

Default (stdcall)
1

~ |[5 2] 0] unlod

: [esp] 00000000
2: [esp+4] 00000003
3:
3
5

[esp+8] 02655FA0

: [esp+C] 00002000
: [esp+10] 0019FEE4

19FECS8 | 02655FA0

0019FECC | 00002000
0019FEDO| D019FEE4

00000000
0019FEC4 | 00000003
i H %

The executable gets information about the OS using the RtlGetVersion API. It compares the major version
number (Oxa for Windows 10) of the OS with 0x6:

LIFARS

your digital world, secured

244 Fifth Avenue, Suite 2035, New York, NY 10001
LIFARS.com (212) 222-7061 info@lifars.com




50
C7 44 24 04 1C 01 00 00
FF 15 80 9A 41 00

X87SW_SF O X87SW_P 0O X87SW_U O
X87SW_O O Xx87SwW_Z 0 Xx87SW_D 0
V(o ]

> | Default (stdcall) v[s E]0un

dword ptr [00419A80 <makop.&RtlGetVersion>]=<ntdl1.RtlGetversion> 1: [esp] 0019FDDO
2: [esp+4] 0000011C
3: [esp+8] 00000001
.TexXt:004046E2 makop.exe: $46E2 #3AE2 4: [esp+C] 00000000
5: [esp+10] 00000000

- | el e T i e T i e i T : EE & _ IEFEEYEE| 0019FDDO!

Figure 42

mov _dword ptr ss:|fesp+4J,1
call dword ptr ds: [«Rt'lcetversmm]

push eax 5 ROEET 1

oc rn racr 2av aav

There is a call to GetTokenInformation that obtains information about whether virtualization is enabled for
the token (0x18 = TokenVirtualizationEnabled):

° 51 push ecx
. GA 04 push xs7statusword 0000
. SD 54 24 OC lea edx dword ptr ss:|[esp+Cl X87SW_B X87SW_C3 0 x87SW_C2 0
. push edx X87SW_C1 o X87SW_CO 0 X87SW_ES 0
. SA 18 push 18 X87SW_SF O X87SW_P 0 X87SW_U 0
. push eax X87SW_O O Xx87SW_Z O X87SWD 0
[EIP, > FF 15 18 70 40 00 cn‘n dword ptr ds:[<&GetTokenInformation>] v s
. oc Frn " |ract sav aav ]
g > | Default (stdcall) ~|[5_[£]00 unlod
dword ptr [00407018 <makop.&GetTokenInformation>]=<advapi32.GetTokenInformation> 1: [esp] 000002A0
2: [esp+4] 00000018
3: [esp+8] D019FFOC
. Text:004043F9 makop.exe: $43F9 #37F9 4: [esp+C]_ 00000004
5: [esp+10] 0019FF10

; 000002A
% Dump 1 @%WDump2 @4 Dump 3 @ Dump4 @4 Dump 5 @ watch1  Ix=ILocals 2 struct OFEFS Wélg

oostch 0019FFOC

Address | Hex | AscIz — | 0019FF00 | 00000004
0019FDDO [2E] 01 00 00[0A 00 00 00[00 00 00 00[AB 3F 00 00[H........... <. 0019FF04 | 0019FF10

The malware decrypts even more data using the CryptDecrypt routine:

Address | Hex ASCII {
02651458|76 73 73 61|64 6D 69 GE|20 64 65 6C|65 74 65 20|Mssadmin delete

02651468 |73 68 61 64|6F 77 73 20|2F 61 6C 6C |20 2F 71 75|shadows /all /qu
02651478|69 65 74 DA|77 62 61 64|6D 69 GE 20|64 65 6C 65|iet.wbadmin dele
02651488 |74 65 20 63|61 74 61 6C|6F 67 20 2D|71 75 69 65|te catalog -quie
02651498 |74 0A 77 6D |69 63 20 73|68 61 64 6F|77 63 6F 70|t.wmic shadowcop
026514A8|79 20 64 65|/6C 65 74 65|0A 65 78 69|74 DA 00 00|y delete.exit...
Address | Hex ASCII |
0264E5C8|43 00 6F 00|6D 00 53 00|70 00 65 00[63 00 00 00O|€.0.m.S.p.e.c...

Figure 44

The ComSpec environment variable points to the command line interpreter and its content is extracted
using the GetEnvironmentVariableW API:

68 04 01 00 00 push 103 X87SW_B O XB87SW_C3 0 X87SW.C2 O
8D 8C 24 A4 00 00 00 lea ecx,dword ptr ss:[fesp+A4] X87SW_C1 0 Xx87SW_CO O Xx87SW_ES O
51 push ecx X87SW_SF 0 X87SW_P 0 X87SW_U 0
50 push eax eax:L" X87SW_O O Xx87SW_Z O X87SWD 0
FF 15 D4 70 40 00 €all dword ptr ds:[<&GetEnvironmentVariablew>] v
oc Fn ook aav aav Feomr i
> | Defaut (stdcal) v [5 2] unlod
dword ptr [004070D4 <makop.&GetEnvironmentvariablew>]=<kernel32.GetEnvironmentvariablew> [1: [esp] 0264E5C8 L"Comspec”
2: [esp+4] OO19F8FO
3: [esp+8] 00000104
.text:004062E9 makop.exe: $62E9 #56E9 4: [esp+C] 76A750F0 <kernel32.GetProcessHeap>
5: [esp+10] 02651458 "vssadmin delete shadows /i

@Woump1  @Hpump2  WHDump3  WMDump4  WMoumps @ watchi  bellocals 7 struct m Eiconspet
Addraces |uav Tacrrr T . 10019F84C | 00000104

The CreatePipe routine is utilized to create an anonymous pipe that is used as an inter-process
communication mechanism:
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55 push ebp X8/1W_6 3 (EMPTY)  X8/IW_/ 3 (EMPTY)
8D 44 24 4C lea eax,dword ptr ss:[fesp+4cl
50 push eax x87Statusword 0000
8D 4C 24 20 lea ecx,dword ptr ss:[fesp+20] X87SW_B 0O x87SW_C3 0 x87Sw_C2 0O
51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES O
8D 54 24 2C lea edx, dword ptr ss:[fesp+2cj X87SW_SF O Xx87SW_P 0 Xx87SW_U 0O
52 push ed 2 X87SW_O0 0 Xx87SW_Z 0 Xx87SW_D o
FF D6 ca1'| es1 ESTECE \ [ = o _.o-o
oc rn e+ asv aav
> | pefault (stdcal) v |[5 1£]00 unlod
esi=<kernel32.CreatePipe> (76A74490) 3 esp] 0019F870
esp+4] 0019F868
esp+8] 0019F898
. text:004063EC makop.exe: $63EC #57EC esp+C] 00000000
esp+10] 76A750F0 <kernel32.GetProcessHeap>
@4 Dump 1 4 4y 4y o @ = 9 0019F870
P YWDump2  @WDump3  @YDump4 P Dump 5 Watch1  [x=]Locals & Struct D019F844 | D019F868
'Address lﬂex | AscIT | A” %ig:gzg 0019F898

Figure 46

The pipe created above will be inherited by child processes:

X87SW_C1 O x87SW_CO O XxB87SW_ES O
X87SW_SF O X87SW_P 0 Xx87SwW_U 0
X87SW_O0 O Xx87SwW_Z 0 x87Sw_D 0
Defauit (stdcall) v [s_[2]0 unlod

[esp] 000002A4

[esp+4] 00000001

[esp+8] 00000000

[esp+C] 76A750F0 <kernel32.GetProcessHeap>

5:

[esp+10] 02651458 "vssadmin delete shadows /i

push ebp

push 1

push eax

call esi ESHEsE

4 >
esi=<kernel32.SetHandleInformation> (76ACDBBO)
.text:0040641E makop.exe: $641E #581E
@oump1  @loump2  @Wpump3  @Wpump4  @WDumps @ watch1  Ie-llocals 4 Struct DO19F 848 ooooo‘z)s;

Address | Hex lascIz |  |[0019F84C

Figure 47

There is a new cmd.exe process created by the ransomware:

. text:0040648F makop.exe: $§648F #588F

50 push eax X87r5 00000000000000000000 STS Empty 0.00000000
8D 4C 24 s5C lea ecx,dword ptr ss:[esp+sCl X87r6 00000000000000000000 ST6 Empty 0.00000000
51 push ecx X87r7 00000000000000000000 ST7 Empty 0.00000000
55 push ebp
55 push ebp x87Tagword FFFF
Ssi o pgz: fbp x87TW_0 3 (Empty) x87TW_1 3 (Empty)
55 Sush ebp Xx87Tw_2 3 (Empty) X87TW_3 3 (Empty)
87TW_4 3 (Empty) X87TW_5 3 (Empty)
55 push ebp "
89 94 24 BO 00 00 00 mov dword ptr ss:[esp+Bof,edx X87TW_6 3 (Empty)  Xx87TW_7 3 (Empty)
55 push ebp
8D 94 24 C4 00 00 00 lea edx,dword ptr ss:[esp+C4]) x87Statusword 0000
52 push edx edx:L" X87SW_B 0 Xx87SW_C3 0 X87SW.C2 O
66 89 AC 24 BO 00 00 00 |mov word ptr ss:[esp+80f,bp X87SW_C1 O X87SW_CO O XB7SW_ES 0
C7 84 24 80 00 00 00 44 00/mov dword ptr s esp+80Y,44 44:'D’ X87SW_SF O X87SW_P 0 X87SW_U o
C7 84 24 AC 00 00 00 01 01 mov dword ptr esp+ACH, 101 X87SW_O 0O X87SW_Z 0 X87SW_D )
FF 15 EO 70 40 00 ca]l Mrd ptr :[<&CreateProcessw>] I
oc rn
L__idid > | Default (stdcal) ~|[5_ 2] unlod
dword p [004070E0 <makop.&CreateProcessw>]=<kernel32.CreateProcessw> 1: [esp] OO19F8FO L"C:\\WINDOWS\\system32\\cmd.¢

esp+4] 00000000
esp+8] 00000000
esp+C] 00000000
esp+10] 00000001

@%Woump1 @4 Dump 2 @%Dump3  @YDump4 @Y Dump 5 @ watch 1

Ie=llocals 4 Struct

ASCIT

DE 59 C5 A1|90
A0 02 00 00|AC

00
00|48
00|10
00|00

. 8.PYA

00
o1
00

00 00
00 00
00 00

00
00

0019F8A8

0019F84C

0019F884

Figure 48

All volume shadow copies are deleted by the cmd.exe process using the following commands:

e vssadmin delete shadows /all /quiet
¢ wbadmin delete catalog -quiet
e wmic shadowcopy delete
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Figure 49

W@Woump1  @oump2  Wpump3  Wypump4  @Woumps @B watchi  Ix-llocals 7 Struct

Address | Hex ASCII ~
02651458|76 73 73 61|64 6D 69 6E[20 64 65 6C|65 74 65 20 ¥ssadmin delete

02651468|73 68 61 64|6F 77 73 20|2F 61 6C 6C shadows /all /qu

02651478(69 65 74 DA|77 62 61 64|6D 69 6E 20|64 65 6C 65|iet.wbadmin dele

02651488(74 65 20 63|61 74 61 6C|6F 67 20 2D|71 75 69 65|te catalog -quie

02651498(74 OA 77 6D|69 63 20 73|68 61 64 6F|77 63 6F 70| t.wmic shadowcop

026514A8(79 20 64 65|6C 65 74 65|0DA 65 78 69|74 DA 00 00|y delete.exit...

! push ebp
i lea eax, dhurd ptr ss:[fesp+4s) x87statusword 0000
i push eax X87SW_B O X87SW_C3 0 X87SW_C2 0
H push ecx X87SW_C1 O X87SW_CO 0 x87SW_ES 0
push edi edi:"v X87SW_SF 0 X87SW_P 0 Xx87SW_U O
push edx X87SW_O O XB87SW_Z 0 X87SWD 0
EIP, call mord ptr \15 [<&wr1teFﬂe;~] 2
nnnnnnnnnnn Tacnin
e (stdcall) ~|[5_ 2] unlod
dword ptr [0040705C <makop.&writeFile>]=<kernel32.writeFile> 1: [esp] 000002A4
2: [esp+4] 02651458 "vssadmin delete shadows /al
3: [esp+8] 0000005F
.text: 00406481 makop.exe:$64B1 #58B1 4: [esp+C] 0019F894
5: [esp+10] 00000000

000002A4
02651458

76A750F0
02651458
0019FF10
0038A000
arcccane

0000005F
0019F894
00000000

kernel32.GetProcessHeap

The output of the above operations is transmitted to our initial process via pipes:

ebx=<ker

00
4C 24 30

44 24 20
94 24 B4 02 00 00

push 0

lea ecx,dword ptr ss:[fesp+30]
push ecx

push eax

mov eax,dword ptr
lea edx,dword ptr
push edx

push eax

call ebx

Eesp+20]
fesp+284)

EbXERE |,

Ao/ im_+ > \owpiy)

X87TW_6 3 (Empty)

x87Statusword 0000

X87SW_B 0 X87SW_C3
X87SW_C1 0 X87SW_CO
X87SW_SF 0 X87SW_P

0
o
o
X87SW_O O Xx87sw_Z o

X87SW_C2
X87SW_ES
X87SW_U
X87SW_D

"vssadmin delete shadows /all /quiet\nwbadmin d

"vssadmin delete shadows /all /quiet\nwbadmin d

Ao/ IM_> > yemwpiy)

X87TW_7 3 (Empty)

o
o
o
o

Default (stdcall)

% IED Unl

1e132.ReadFile> (76ACEL60)

.text: 00406553 makop.exe:$6553 #5953

Y5oump1  @ypump2 ¥4 Dump3

4% Dump 4

@4 Dump 5

@ watch1  Ix=lLocals

2 struct

Address | Hex
O0019FAFS [7E 00

Address | Hex

00

00

00 00‘70 00 00

0D019FAF8
0019FBO8
0019FB18
0019FB28
0019FB38
0019FB48
0019FB58
0019FB68
0019FB78
0019FB88
0019FB98
0019FBAS
0019FBBS8
0019FBC8
0019FBD8
0019FBES
0019FBF8
0019FCO8

76

79 72 69 67
20 4D 69 6372
0D OA 0D 0A

Microsoft window
s [version 10.0.
16299. 309]..(c)
2017 Microsoft ¢
orporation. All
rights reserved.
....Ci\Users

\Desktop>vssadmi
n delete shadows
/all /quiet.vss

77

admin 1.1 - volu
me Shadow Copy S
ervice administr
ative command-1i
ne tool..(C) Cop
yright 20014’013
Microsoft Corp.
75 .No items fou

72

Figure 50

19F840 | 0019FAFS8

00000290
00:
‘ 0019F848| 0D019F87C
0019F84C | 00000000

0019F844 | 00000274

esp] 00000290

esp+4] 0019FAFS
esp+8] 00000274
esp+C]_0019F87C
esp+10] 00000000

VW

A small part of the processes that will be killed by the malware is presented in figure 51 (the entire list can
be found in the appendix):

Figure 51

LIFARS
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Address | Hex ASCII |
026505E8|6D 00 73 00|66 00 74 00|65 00 73 00|71 00 6C 0OO|mM.s.f.t.e.s.q.1.
026505F8| 2E 00 65 00|78 00 65 00|38 00 73 00|71 00 6C 00|..e.x.e.;.s.q.1.
02650608| 61 00 67 00|65 00 6E 00|74 00 2E 00|65 00 78 00|a.g.e.n.t...e.x.
02650618|65 00 3B 00|73 00 71 00|6C 00 62 00|72 00 6F 00|e.;.s.q.l.b.r.o.
02650628|77 00 73 00|65 00 72 O0O(2E 00 65 00|78 00 65 00|w.s.e.r...e.x.e.
0265063838 00 73 00|71 00 6C 00|73 00 65 00|72 00 76 00|;.s.q.1.S.e.r.v.
02650648|72 00 2E 00|65 00 78 00|65 00 3B 00|73 00 71 00|r...e.x.e.;.s.q.
02650658|6C 00 77 00|72 00 69 00|74 00 65 00|72 00 2E 00|1.w.r.i.t.e.r...
0265066865 00 78 00|65 00 3B 0O0|6F 00 72 00|61 00 63 00|e.x.e.;.o0.r.a.c.
02650678|6C 00 65 00|2E 00 65 00|78 00 65 00|3B 00 6F 00|1.e...e.x.e.;.o0.
02650688| 63 00 73 00|73 00 64 O0O|2E 00 65 00|78 00 65 00|c.s.s.d...e.x.e.
02650698 |3B 00 64 00|62 00 73 00O|6E 00 6D 00|70 00 2E 00|;.d.b.s.n.m.p...
026506A8| 65 00 78 00|65 00 3B 00|73 00 79 00|6E 00 63 00|e.x.e.;.S.y.n.c.
026506B8|74 00 69 00|6D 00 65 OO|2E 00 65 00|78 00 65 0O|t.i.m.e...e.x.e.
026506C8|3B 00 61 00|67 00 6E 00|74 00 73 00|72 00 76 00|;.a.g.n.t.s.r.v.
026506D8| 63 00 2E 00|65 00 78 00|65 00 3B 00|6D 00 79 00|C...e.x.e.;.m.y.
026506E8| 64 00 65 00|73 00 6B 00|74 00 6F 00|70 00 71 00|d.e.s.k.t.o0.p.q.
026506F8| 6F 00 73 00|2E 00 65 00|78 00 65 00|3B 00 69 00|0.S...e.x.e.:.1.
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CreateToolhelp32Snapshot is utilized to take a snapshot of the processes (0x2 =
TH32CS_SNAPPROCESS):

6A 00 push 0 X87SW_SF 0 X87SW_P 0 X87SW_.U 0
6A 02 push 2 X87SW_O O X87SW_Z O X87SWD O
E8 01 07 00 00 €all <makop.CreateToolhelp32Snapshot> v
oo co mav ahn aav
; > | pefault (stdcal) |5 E]0un
<makop.CreateToolhelp32Snapshot> 1: [esp]

2
2: [esp+4] 00000000
3: [esp+8] 76A750F0 <kernel32.GetProcessHeap>
.text:004066CE makop.exe: $66CE #SACE 4: [esp+C] 00000000
5: [esp+10] 0019FF74

@Woump1  @Yoump2  YYoump3  @HDump4  WHoumps @ watchi  Ix-lLocals 2 struct m |

Figure 52

The processes are enumerated using the Process32FirstW and Process32NextW functions:

51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
55 push ebp X87SW_SF O X87SW_P 0 X87SW_U O
C7 44 24 24 2C 02 00 00 |mov dword ptr ss:[esp+24],22C X87SW_O O X87SW_Z O X87SWD 0
E8 D1 06 00 00 €all <makop.Process32Firstw> v
oc_rn racr asv asv
> | Defaut (stdcal) v [s 2] unk
<makop.Process32Firstw> 1: [esp] 000002AC

2: [esp+4] 0019FCE4

3: [esp+8] 76A750F0 <kernel32.GetProcessHeap>
.Text:004066F2 makop.exe: $66F2 #5AF2 4: [esp+C] 00000000

5: [esp+10] O019FF74

7 3 D00002AC
WWoump1  @Ypump2 @Mpump3  @Hoump4  @Moumps @ watch1  Ixellocals ) Struct moolspcc4 ] w19;¢54|
52 push edx g FCEass N X87SW_SF 0 X87SW_P O X87SW_U 0
55 push ebp X87SW_O 0 x87SW_Z 0 x87SW_D 1]
E8 33 06 00 00 €all <makop.Process32Nextw: v
oc rn e T
> | pefault (stdcal) v |[s_£]0 unloc

<makop.Process32Nextw> 1: [esp] 000002AC
2: [esp+4] O019FCE4
3: [esp+8] 76A750F0 <kernel32.GetProcessHeap>
.text: 00406796 makop.exe: $6796 #5B96 4: [esp+C] 00000000

5:

[esp+10] 0019FF74

3 000002AC
$oump1  @Ypump2  @Hoump3  WWoump4  @Hpumps @ watch1  Ix=llocals ¥ Struct momgpcc‘ 0019FCE4

Figure 53

The following function is used to compare processes’ hames with the targeted list:
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.text:0040672A cmp

.text:@040672E ja short loc

ax, SAh ; 'Z'

_406733|

.text:80406733
.text:@0406733 loc_406733:

.text:88406733 movzx
.text:80406736 movzx
.text:88406739 cmp ax, 41lh
.text:0040673D jb

ecx, ax

eax, word ptr [edx]

short loc_406748

—
FEE]
.text:@840673F cmp ax,. SAh.; °Z’
.text:88406743 ja short loc_406748
—
S |
.text:00406745 add eax, 20h ; ' |
T —
.text:00406748
.text:00406748 loc_406748:
.text:804086748 add edx, 2
.text:0040674B test Xy EX
.text:0040674E movzx eax, ax
.text:00406751 jz short loc_406758

Jat]

cx, ax
short loc_406720

]
ll e
.text:00406753 cmp
.text:00406756 jz

T

Figure 54

Any targeted process found is killed using the TerminateProcess routine:

Il

il s =

.text:084086762 mov edi, [edi+4] .text:0040676B
.text:80406765 test edi, edi .text:0040676B loc_40676B:
.text:804086767 jnz short loc_48671@| |.text:0040676B mov ecx, [esp+24Ch+pe.th32ProcessID]
.text:8040676F push ecx ; dwProcessId
.text:8040677@ push 2 ; bInheritHandle
.text:80406772 push 1 ; dwDesiredAccess
.text:00406774 call ds:OpenProcess
.text:0040677A mov esi, eax
.text:0040677C test esi, esi
.text:@040677E jz short loc_406790
]
L]
il s
short loc_40679@| |.text:00486780 push OFFFFFFFFh 3 UExitCode
.text:80406782 push esi ; hProcess

.text:00406783 call
.text:80406789 push
.text:8040678A call

ds:TerminateProcess

esi

ds:CloseHandle

; hObject

Figure 55
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The following extension will be appended to the encrypted files (note the “hash” of the Product ID):

Address | Hex ASCII

02665FD2 | 2E_00 5B 00|33 00 46 00|37 00 43 oo| N o0|..7.3.F.7.C.
02665FE2 00(2D 00 57 00|5D 00 2E 00|58 00 5D 0O B Ry P e |
02665FF2|2E 00 6D 00l61 00 6B 00l6F 00 70 0oloo 0o ob Fol..m.a.k.o0.o....

Figure 56

A new thread is created to encrypt the current directory. Similar threads will be created to encrypt the
“C:\", “C:\ProgramData” and “C:\Users" directories:

A im_T s Lemplys A im_s o ey
;i SE:E :E: X87TW_6 3 (Empty) X87TW_7 3 (Empty)
56 push esi esi:aL
68 FO 27 40 00 push makop.4027F0 x87statusword 0000
51 push ecx X87SW_B 0 X87SW_C3 0 X87SWC2 O
51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
89 4E 20 mov dword ptr ds:[esi+20], ecx X87SW_SF 0 x87SW_P 0 X87SW_U O
89 4E 24 mov_dword ptr ds:[esi 24], X87SW_ O O X87SW_Z O X87SWD 0
FF 15 F4 70 40 00 call Mrd ptr ds [<&CreateThread>] v
s ads e
> oefauk (stdcall) v |[5 [2](] unlod
dword ptr [004070F4 <makop.&CreateThread>]=<kernel32.CreateThread> [esp] 00000000
2: [esp+4] 00000000
3: [esp+8] 004027F0 makop .004027F0
.text:00401AEB makop.exe: $1AEB #EEB 4: [esp+C] 02655FA0 &L"C:
5: [esp+10] 00000000

@oump1  @WDump2  WMDump3  Wpump4 @Wpumps @D watch1  Ie-llocals 4 Struct o= 00000000
0019FEDO | 004027F0 makop 004027FD

Address | Hex = | AscII | Y i e

02655FAD w{w{w H_r.n_.uu Bud. .A.._e. Ar. 0019FEDS | 00000000

028535EB0/00700710200]005007715700 | 90-00704 00 | 0N FOADTBA| [ sina bt 50 0019FEDC | 00000000

Figure 57

It's important to mention that the following folders will not be encrypted: “C:\WINDOWS”, "C:
\ProgramData\microsoft\windows\caches", “C:\Users\All Users\Microsoft\Windows\Caches” and "C:
\Users\Public". Also, the process doesn't target directories that contain “windows"” or “winnt” in their names.

THREAD ACTIVITY — START ADDRESS FUNCTION

The files are enumerated using the FindFirstFileW and FindNextFileW APIs:

50 push eax B X87SW_SF O X87SW_P 0 XB87SW_U 0
56 push esi e = esi:L X87SW_O O X87SW_Z 0O X87SWD 0
FF 15 40 70 40 00 €all dword ptr ds:[<&FindFirstFilew>] v
T — e S acsei "
el > | Default (stdcal) ~ |[5 2] (] unlod
dword ptr [00407040 <makop.&FindFirstFilew>]=<kernel32.FindFirstFilew> 1: [esp] 02651458 L"C: \\users\'\besktop\\' i
2: [esp+4] 0492FD18
3: [esp+8] 004027F0 makop 004027F0
.text:004024B3 makop.exe:$24B3 #1883 4: [esp+C] 02655FA0 &L"C:
5: [esp+10] 02655FA0 &L"C:
4, 02651458 [L"C: sers\ M\ \Desktop\\~. ="
@4 Dump 1 @%Dump2  @YDump3 @Y Dump4 U4 Dump 5 @ watch1  Ix=I Locals £ Struct megznn 0492FD18 I \\_ \ \_ PA\ 2
i 00402784 51 push ecx X87SW_SF O X87SW_P 0O X87SW_U 0
i 52 push edx 3 s X87SW_O O X87SW_Z O X87SWD 0
EF—> FF 15 54 70 40 00 €all dword ptr ds:[<&FindNextFilew>] v
! (7 S -
> Default (stdcal) v |[5_2]00 unloc
dword ptr [00407054 <makop.&FindNextFilew>]=<kernel32.FindNextFilew> esp] 02650ECO
2: esp+4] 0492FD18
3: [esp+8] 004027F0 makop . 004027F0
.text: 00402786 makop.exe:$2786 #1BS6 4: [esp+C] 02655FAD &L"C:
5: [esp+10] 02655FA0 &L"C:
g 5 5 02650ECO
WWoump1  @Ypump2 @Hpump3  @lpumps  @pumps @ watch1  Ix=llocals ) Struct me,z;c“ 0492FD18

Figure 58

The files that bhave the following extensions will be skipped: "makop", "CARLOS", "shootlock",
"shootlock2", "1recoesufV8Sv6g", "lrecocr8M4YIskl7", "btc", "KJHslgjkjdfg", "origami", "tomas", "RAGA",
"zbw", "fireee", "XXX", "element", "HELP", "zes", "lockbit", "captcha", "gunga", "fair", "SOS", "Boss",
"moloch”, "BKGHJ", "WKSGJ", "termit", "BBC", "dark", "id2020", "arch", "Raf", "ryan", "zxz", "XXL", "xakepz",
"exe", "dll", "sphera", "Lookfornewitguy", "XHAMSTER", '"xdqd", "BTCHORSEBORIS", "code". Some of
these extensions like shootlock, origami, raga and others are the result of other ransomware infections
(Shootlock, Origami and Raga ransomware). The following files are not encrypted by Makop: “boot.ini",
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“bootfont.bin”, “ntldr”, “ntdetect.com”, “io.sys”, “readme-warning.txt”, “desktop.ini”. The ransomware

opens a file for encryption using the CreateFileW API:

¥ 6A 00 SRR XS/IW_4 3 (EMPLY)  XS5/1W_> 3 (EmMPLY)
pY 68 80 00 00 00 gush 80 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o GA 03 push 3
3K 6A 00 push 0 x87Statusword 0000
. GA 04 push X87SW_B 0 X87SW_C3 0 X87SWC2 O
ol 68 00 00 00 CO push C0000000 X87SW_C1 O X87SW_CO O X87SW_ES O
o 53 push ebx X87SW_SF 0 X87SW_P 0 X87SW_U O
K C6 44 24 38 00 mov_byte ptr ss:|fesp+3s],0 X87SW_O O X87SW_Z O XB87SWD O
EE—e FF D6 call esi ESHECH
. oo co mav ads aav e || ]
Default (stdcall) o i :E
esi=<kernel32.CreateFilew> (76ACDDEOD) : [esp]l 02652540 L"c:\\users\'\Dsktm
2: [esp+4] C0000000
3: [esp+8] 00000004
. TeXT:004034FC makop. exe: $34FC #28FC 4: [esp+C] 00000000
5: [esp+10] 00000003

02652540/ L"C: \§users\'\nesEtop\ioao:zzsfoesn

Figure 59
CryptGenRandom is utilized to generate 16 random bytes:

56 push esi
6A 10 push 10
push eax

50 3
FF 15 10 70 40 00 €all dword ptr ds:[<&CryptGenRandom>]
c= no nan aav

@oumpt  @Woump2 UDump3  UWDump4  WWpumps @ watch1  Ix-llocals ) Struct 0492PCC0 | C0000000
0492FCC4 | 00000004
32:;;:?0 :';XI)O 3A 00|5C 00 55 00|73 00 65 00|7 7. As':I‘X 2 0492FCC8 | 00000000
7 72 00 73 00|€ s.e.r.s. 0000000
02652550 00 44 00(65 00 7 A\ ﬂ AfZEEEE 3
73 00|\ \.D.e.s. 0492FCDO || 00000080

02652560 00 30 00|61 00 30 00|k.T.0.p.\.0.a.0. e

X87SW_Z o

X87SW_C1 O x87SW_CO O Xx87SW_ES

X87SW_SF O X87SW_P 0 x87Sw_U

X87SW_0 O X87SW_D
v & 7

> Default (stdcall)

dword ptr [00407010 <makop.&CryptGenRandom>]=<advapi32.CryptGenRandom>

.text: 00402904 makop.exe: $2904 #1D04

W@Woump1  @oump2  @Moump3  @pump4  Woumps @ watcht  [x-llocals 2 Struct
lHoy lascry ]
Address | Hex | AscII
02655098 | FD 6D OE AD|20 A6 74 6B|5D BE F9 11]|AO 1A 41 5A|ym.. |tki%u. .AZ

Figure 60

The process imports AESKey1 using the CryptImportKey routine:

5:

0264CD88

0492FC64 | 00000010
ol

14
| 0492FC68 || 02655D98

1: [esp] 0264CD88 <&CPAcquireCont:
2: [esp+4] 00000010
3: [esp+8] 02655D98
4: [esp+C] 00000000
esp+10] 00000000

57 push edi
6A 00 push 0 x87Statusword 0000
6A 00 push 0 X87SW_B 0O XB87SW_C3 0 X87SW_C2 0
6A 2C push 2C X87SW_C1 O XB87SW_CO 0 XB87SW_ES 0
50 push eax X87SW_SF O XB7SW_P 0 X87SW_U 0
51 push ecx X87SW_O O XB87SW_Z 0 X87SWD 0

15 38 70 40 00 €all dword ptr ds:[<&CryptImportKey>] v [[measaa o ey
c rn +ac+ a3av asv 2

> | Defaut (stdcal) ~ |[5_[2] 00 unlock

dword ptr [00407038 <makop.&CryptImportKey>]=<advapi32.CryptImportKey>

. text:00402CC9 makop.exe: $2CC9 #20C9

1: [esp] 0264CD88 <&CPAcquireContext>
2: [esp+4] 02651408
3: [esp+8] 0000002C
4: [esp+C] 00000000
5: [esp+10] 00000000

9% Dump 1 @WDump2 W Dump3  @YDump4  @4%Dump 5 @ watch1  Ix=I Locals 2’ Struct 0492FC54 || 02651408
Address | Hex ASCII A || 0492FC58

02651408 |08 02 00 00|10 66 00 00|20 00 00 O0|OE 7E D2 44| .....T.. ...,~0D e en llaconono
0265141870 AF 7B 0A|C4 56 EO 04|8A 28 B9 CB|C9 46 11 A2 Ava..("EEF.¢ Oaacccs0ica000000
02651428 |DA 9F BO 80/CO C1 46 DS|E2 BB 96 7DIAB AB AB AB|U.*.AAFO@n. Fwa« T

Figure 61
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The initialization vector (IV) is set to the 16-byte buffer generated above:

6A 00 push 0

52 push edx

6A 01 push 1

50 push eax

FF 15 00 70 40 00 €all dword ptr ds:[<&CryptSetKeyParam>]
oc rn +acr aav aav

X87SW_B 0O x87SW_C3 0 x87Sw_C2 O
X87SW_C1 0O x87SW_CO O Xx87SW_ES 0O
X87SW_SF 0O X87SW_P 0 Xx87SW_U o]
X87SW_O0 0 x87Sw_Z 0 Xx87SW_D o

> Default (stdcall)

dword ptr [00407000 <makop.&CryptSetKeyParam>]=<advapi32.CryptSetKeyParam>

.text:00402CEB makop.exe: $2CEB #20EB

@Woump1 @oump2  @hDump3  WHoump4  WHpumps @ watchi  bellocals 7 Struct 0492FC5C
’ Address | Hex ASCII | & || O4o2rce0
02655D98 | FD 6D OE AD[20 AG 74 GBISD BE F9 11]A0 1A 41 SA|vm.. [tKI%U. .AZ| —

Figure 62

The filename is encrypted using AESKey1:

51 push ecx

50 push eax

89 44 24 04 mov dword ptr ss:|esp+4],eax
8D 44 24 04 lea eax,dword ptr ss:[fesp+4l
50 push eax

51 push ecx

6A 00 push 0

6A 00 push 0

6A 00 push 0

52 push

edx
15 34 70 40 00 dword ptr ds:[<&CryptEncrypt>]

Y EI [ unlod

1: [esp] 02650F10 <&CPGenKey>
2: [esp+4] 00000001
: [esp+8] 02655D98
4: [esp+C] 00000000

[esp+10] 00000004

X87TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

x87Statusword 0000

X87SW_B O x87Sw_C3 0
X87SW_C1 O x87Sw_C0 O
X87SW_SF O Xx87SW_P 0
X87SW_O 0 X87SW_Z 0

X87TW_3 3 (Empty)
X87TW_5 3 (Empty)
X87TW_7 3 (Empty)

X87SW_C2 0
X87SW_ES 0
X87SW_U 0O
X87SW_D 0

> | Default (stdcal)

dword ptr [00407034 <makop.&CryptEncrypt>]=<advapi32.CryptEncrypt>

.text: 00402013 makop.exe: $2D13 #2113

@4 Dump 1

@4 Dump 2

@4 Dump 3

@4 Dump 4

8% Dump 5 @ Watch 1

Ix=] Locals

2 struct

0492FC58

Address

02650870
02650880
02650890
026508A0
02650880
026508C0
02650800
026508E0
026508F0
02650900
02650910
02650920

ASCIT

00
00
66
31
37
65

888888888

a8l

Address
02650870
02650880
02650890
026508A0
02650880
026508C0
026508D0
026508E0
026508F0
02650900
02650910

02650920

00 00 00 0O
30 00 61 00
30 00 65 00
61 00 37 00
30 00 31 00

36 00 65 00
2E
70 Of

24 00 39 003
39 00 65 00
3

&aj. :
-N.zi0@!GI.

The encrypted filename is written to the file:

Figure 63
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0492FCSC
0492FC60
0492FC64
0492FC68

0492FC6C
049
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esp] 02650F10 <&CPGenKey>
esp+4] 00000000
esp+8] 00000000
esp+C] 00000000
esp+10] 02650870

02650F10
00000000
00000000

00000000
02650870
0492FC70

0

000000C

000000C0
004038AE
000002A4
76ACDDEO

02655FAD| &

0001E37E
00000004

02650F10

return to makop.004038AE from makop.00402D0!

kernel32.CreateFilew
heron

New York, NY 10001
1 info@lifars.com




i g: 06 S pa;h‘-f‘\ S S LS. i X87TW_6 3 (Empty) X87TW_7 3 (Empty)
f 8D 4C 24 14 lea ecx,dword ptr ss:[fesp+14]
! 51 push ecx x87Statusword 0000
! 52 push edx X87SW_B 0 X87SW_C3 0 XB87SW_C2 0
i 57 push edi X87SW_C1 O X87SW_CO O XB7SW_ES 0
| 55 push ebp X87SW_SF O X87SW_P 0 X87SW_U 0
| C7 44 24 28 00 00 00 00 mov_dword ptr ss:[esp+2 X87SW_O0 0 Xx87SW_Z 0 Xx87SwW_D o
+ FF D call esi ______ V) PRER e
! oc _rn +ac* a3v aav L
L > | Default (stdcal) ~|[5 [2]] unlod
[esi=<kernel3z.writeFile> (76ACE250) 1: [esp] 000002A4
2: [esp+4] 02650870
3: [esp+8] 000000CO
.Text:004038DD makop.exe: $38DD #2CDD 4: [esp+C] 0492FC88
5: [esp+10] 00000000
3 000002A4
@oump1  @oump2  @hoump3  @Houmps  @Houmps @ watchi  Ixllocals ) Struct 0492FC68 | 02650870
0492FC6C || 000000C0O!
%‘ tex 0492FC70 [ 0492FCas
SR ehoR 00000000
02650880 | 62 ..03...v..00A 00000244
02650890/ 22 TogkAlLLas.cl 76ACDDED| kernel32.Createrilew
02650840/ 60 - @TH. (3 &1y% 02655FA0|&L"C: "
02650880 | 5E A.F.6.0...:1h 0001E37E Z
026508C0 | 2A 00000004
026508D0 | F4 00000000
026508E0 | 30 000000C0
026508F0 | FO 00000000
02650900 | 66 02655098
02650910 00 02650870
02650920 E9 AnnAnAna
- . &a 00 push 0 AUrIn_u o \LmpLys A w_s o \LmpLyy
1 o 8D 4C 24 14 lea ecx,dword ptr ss:[fesp+14]
! . 51 push ecx x87S5tatusword 0000
i ° 6A 04 push 4 X87SW_B O X87SW_C3 0 X87SW_C2 0
° 8D 54 24 24 lea edx,dword ptr ss:[esp+24]) X87SW_C1 0O Xx87SW_CO O Xx87SW_ES 0O
° 52 push edx X87SW_SF O X87SW_P 0 X87SW_U 0
° 55 push ebp _ X87SW_O O X87SW_Z 0 X87SWD 0
EIP > FF D6 call esi SN |, _ "=
° ec rn +act a3v a3v — = ]
> Default (stdcal v E]D Unloct
esi=<kernel32.writeFile> (76ACE250) 1: [esp] 000002A4
2: [esp+4] 0492FC90
3: [esp+8] 00000004
.Text:00403904 makop.exe:$3904 #2004 4: [esp+C] 0492FC88
5: [esp+10] 00000000
: 00D002A4
WWoump1  @Yoump2  @HDump3  Woump4  @Hpumps @ watch1i  Ix-llocals g Struct 0492FC68 | 0492FC90.
0492FC6C || 00000004
Ariies R Re = AL | ~ | 0492Fc70 | 0492Fcas!
0492FC90[(€0/ 00 00 00[00 00 00 00[28 50 65 0270 08 65 Q2(A........ 1e-p.e.| 04926¢74 | 00000000
! push 0 = 7
: lea eax,dword ptr ss:[esp+14]) x87statusword 0000
! push eax X87SW_B X87SW_C3 0 X87SW_C2 0
; push 10 X87SW_C1 O XB7SW_CO 0 X87SW_ES 0
: pusu egw X87SW_SF O XB87SW_P 0 X87SW_U 0
! push ebp X87SW_O O XB87SW_Z 0 X87SWD 0
N call esi eSTIWM y |nma o =
i +ac+ asv asv ]
B > | Defaut (stdcal) v |[5_[2]00 unlod
esi=<kernel32.WriteFile> (76ACE250) 1: [esp] 000002A4
2: [esp+4] 02655D98
3: [esp+8] 00000010
.text: 00403928 makop.exe: $3928 #2D28 4: esgx% 0492FC88
5: [esp+10] 00000000
3 00D002A4%
W@Woump1  @oump2  WYoump3  WYoump4  @Youmps @B watch1i  Ix-lLocals & struct 0492FC68 | 02655098
Address | Hex | Asc1I I ~ | 0492Fcec | 00000010!
02655D98|FD 6D OE AD|20 A6 74 GB|SD BE F9 11|AO 1A 41 5A|ym.. .tKJ%U. .AZ| e [fendiated

Figure 66

The encrypted buffer that also contains AESKey1 is written to the file:
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esi=<kernel32.writeFile> (76ACE250)

.Text:0040395E makop.exe: $395E #2DSE

6A 00 push 0
8D 4C 24 14 lea ecx,dword ptr ss:[esp+14]) x87statusword 0000
51 push ecx X87SW_B 0 Xx87SW_C3 0 x87SW_C2 0
68 80 00 00 00 push 80 X87SW_C1 0 X87SW_CO 0 Xx87SW_ES 0
50 push eax X87SW_SF 0 X87SW_P 0 X87SW_U 0
55 push ebp " X87SW_O 0O X87SW_Z 0 x87SwW_D o
FF D6 call esi ESTENE | [ -
oc rn racr cav aav
> | Default (stdcal) ~ |[5 2] 00 unlock

1: [esp] 000002A4

2: [esp+4] 02655DDO

3: [esp+8] 00000080

4: [esp+C] 0492FC88

5: [esp+10] 00000000

@9pump1 @4 pump 2

@Yoump3 @4 Dump 4

@4 Dump 5

@ watch1  [x-llocals 7 Struct

000002A4

0492FC68 | 02655DD0

Address
02655DD0

02655E40

ASCII

Figure 67

00000080
0492FC88
00000000

000002A4
76ACDDEO| kernel32.CreateFilew
02655FAD|&L"C: "

0001E37E
00000010
00000000
Annnnncn

Makop adds 8 NULL bytes after the encrypted content from above:

- - €A 00 Push 0 X8/1W_6 3 (EMPTY)  X8/IW_/ 5 (EMPTY)
et . 8D 44 24 14 lea eax,dword ptr ss:[esp+14]
i . 50 push eax x87Statusword 0000
it . GA 08 push 8 X87SW_B 0O x87SW_C3 0 x87sw_C2 O
i . 8D 4C 24 34 lea ecx,dword ptr ss:[fesp+34] X87SW_C1 O X87SW_CO O X87SW_ES 0
i . 51 push ecx X87SW_SF O X87SW_P 0 X87SW_U 0
e . 55 push ebp X87SW_O O X87SW_Z O X87SWD 0
E]ﬂ - FF D6 call esi ESHENE
W . oc rn +tacr aav =av C
e > | pefault (stdcal) ~|[5 2] unlod
kernel32.writeFile> (76ACE250) 1: [esp] 000002A4
2: [esp+4] 0492FCAO
3: [esp+8] 00000008
. Text:0040399F makop.exe: $399F #2D9F 4: [esp+C] 0492FC88
5: [esp+10] 00000000
5 00D002A4
Yyoumpt  @hpump2 @oump3  WWpumps  @Wpumps @ watch1  Ix-lloals ) Struct 0492PC 65 | 0492FCAD.
0492FC6C | 00000008
G:g;::;s\o g;!oo 00 00[0000 00 00[1C E2 00 00 lascar ! " | 04szecro|| 0452rcss
0 {oo 00 00 oo‘ B . e hnee | 0492FC74 | 00000000

Figure 68

The ransomware reads the content of the file by calling the ReadFile function:

x87TW_6 3 (Empty)

x87TW_7 3 (Empty)

e L e 6A 00 push 0 5

g . 8D 44 24 20 lea eax,dword ptr ss:|[fesp+20]

ey . 50 push eax x87Statusword 0000

i . 51 push ecx X87SW_B 0 X87SW_.C3 O X87SW_C2 0

ta . 88 4B 0C mov ecx,dword ptr ds:[ebx+C] X87SW_C1 O x87SW_CO O x87SW_ES O

T . 51 push ecx X87SW_SF 0 X87SW_P 0 X87SW_U 0

i . 55 push ebp - X87SW_O O X87SW_Z O X87SWD 0
E— FF 15 60 70 40 00 call Fd ptr dsi[<&Readriles] wili

i . oc +acr asv aav

i > | Default (stdcal) ~|[5_ 1200 unlodk

dword ptr [00407060 <makop.&ReadFile>]=<kernel32.ReadFile>

.text:00403A48 makop.exe: $3A4B #2E4B

1: [esp] 000002A4

2: [esp+4] 0472C020
3: [esp+8] 0000E21C
4: [esp+C] 0492FC94
5: [esp+10] 00000000

The file content is encrypted using AESKey1:

YWoumpi  @pump2 hoump3  WWpump4  @Wpumps @ watch1  [x-lLlocals 2 struct 0492FC68 | 0472C020
Address | Hex ASCII 0492FC6C | 0000E21C
0472C020 00, 00 00 00|00 00 00 00|00 00 00 00[00 00 00 ool I AH 0492FC70/]0492FC94
Asmmmannalan an an r\n‘r\n An A nn‘ﬂn An An nninr\ An An nr\l """"""""" ‘ 0492FC74 | 00000000

Figure 69
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e o s s e o s
éé 5522 o x87TW_2 3 (Empty) x87TW_3 3 (Empty)
89 44 24 04 mov dword ptr ss:[esp+4l,eax X87TW_4 3 (Empty)  X87TW_S 3 (Empty)
8D 44 24 04 lea eax,dword ptr ss:[esp+4] X87TW_6 3 (Empty)  X87TW_7 3 (Empty)
50 ush eax
51 gush ecx x87Statusword 0000
6A 00 push 0 X87SW_B O XB87SW_C3 0 X87SW_C2 0
6A 00 push 0 X87SW_C1 O XB87SW_CO 0 X87SW_ES 0
6A 00 push 0 X87SW_SF O X87SW_P 0 X87SW_U 0
52 push edx X87SW_O O X87SW_Z 0 X87SWD 0
FF 15 34 70 40 00 €all dword ptr ds:[<&CryptEncrypt>] v = = ey
ca nnn sy C ]
> | Default (stdcal) ~|[5_ 1200 unlod
dword ptr [00407034 <makop.&CryptEncrypt>]=<advapi32.CryptEncrypt> : [esp] 02650F10 <&CPGenKey>
2: [esp+4] 00000000
: [esp+8] 00000000
.Text:00402D13 makop.exe: $2D13 #2113 3 esgx% 00000000
: [esp+10] 0472C020
5 02650F 10
@Woump1  goump2  @Woump3  @Woump4  @Woumps @D watch1  Ix-llocals 4 Struct '0492FC5 8 | 00000000
Address | Hex ASCII ~ (9452503 00000000
0472C020 [1F 88 08 00|00 00 00 00|04 03 00 OO[E2 FF 1D 4D |ls-rn-.. DsasEces 000407022000200
0472C030(5A 90 00 03|00 00 00 04|00 00 00 FF|FF 00 00 B8(Z 0492FCES | 0492FC70
0472C040(00 00 00 00|00 00 00 40|00 00 00 00(00 00 00 00f. 0492FCEC || 0000E220
Address | Hex ASCII
0472C020 | 3F| 43 AO 81|2D 14 BO 70|71 3E F2 33|BC 5E 6C 45|@C .-.°pq>O3%AIE
0472C030(C4 D1 64 DD|C6 87 71 28|8A G6E SE 8A[06 A5 Bl 6B[ANdYZ.q(.nA..¥zk
0472C040(57 2D AD OE|FB 72 6C 12|FB 53 30 F2(08 62 OF 8A|W-..0r1.0s00.b..
0472C050(A2 AD E3 AF|71 29 74 DE|19 65 F9 2A[A7 CC DB 24(¢ & q)tp.eursils
0472C060(D3 48 E5 72|4D E9 18 42|D8 51 31 8E(55 68 25 GF |OHArMeé.BEQ1. Uhso
0472C070 £UP.
0472C080
0472C090
0472C0A0
0472C0B0 5
0472C0C0 5
0472C0D0 5
0472C0E0 2
0472COF0 A=S) .
0472C100 7 c*E, a8Qx6I0™ | 4n.
0472C110(B6 3D 39 43|D6 71 2D 11|D2 7E 46 9D (69 58 BA 7A[{=9COq-.0~F.1X°Z
0472C120|BE 01 2E 70|71 93 EE 1E(27 14 DA 09(9A D8 F2 F9(%..pq.i.'.0..800
0472C130| 47 BF FE D2|5C 2A B1 A3[3A 3F D7 00/65 18 5B 76/G;bO\*2£ r
. 6A 00 push 0 XS/ IM_® 3 \EMPLY)  AS/IW_/ 3 LEMPLY)
| . 8D 54 24 14 lea edx,dword ptr ss:|[esp+14])
. 52 push edx x87Statusword 0000
. 03 C6 add eax,esi X87SW_B O XB87SW_C3 0 X87SW.C2 O
. 50 push eax X87SW_C1 0 x87SW_CO O Xx87SW_ES O
. 51 pusn = X87SW_SF O X87SW_P 0 X87SW_U 0
55 pus| p X87SW_O O X87SW_Z 0 X87SWD O
EIP FF D7 call edi edizwr
| . oc rn +toct sav asv C
iy > | pefault (stdcal) ~|[5 1200 unlod
edi=<kernel32.writeFile> (76ACE250) 1: [esp] 000002A4
2: [esp+4] 0472C020
3: [esp+8] 0000DE220
.text:00403AD9 makop.exe: $3AD9 #2ED9 4: [esp+C] 0492FC88
esp+10] 00000000
000002A4
Woump1  gloump2  @4oump3  §Woump4  EWoumps @ watch1  Ix=ILocals 04535C €8 | 0472C020
LI | [EscTy ~ || G493rc56 | 0a2Ecas
0472C020 | 3F 43 AO 31]20 14 BO 70]71 3E F2 33]5( SE 6C 45|?§ = pq>03%A1E[ 0492FC74 | 00000000,
The file extension is changed to show that the file has been encrypted:
.
53 push ebx X87SW_SF 0 X87SW_P 0 X87SW_U o
52 push edx g X87SW_O O X87SW_Z O Xx87SWD 0O
FF 15 6C 70 40 00 €all dword ptr ds:[<&MoveFilew>] v [ =
oc rn rocr eav eav
> | Default (stdcall) ~ |[5_[2] (] unlock
dword ptr [0040706C <makop.&MoveFilew>]=<kernel32.MoveFilew>
[esp+4] 02655FD4
esp+8] 00000109
.text: 00403614 makop.exe:$3614 #2A14 EESSK% 0000E21C
[esp+10] 0492FF6C
;) Desktop\\0a0c225f0e5ee941:
@Woump1 | @Hpump2  @WDump3  @MDump4  WHDumps @D watchi  Ix-llocals | Struct AN T
Address ASCII I ~
02655FD4 c .S.e.r.s.
02655FE4 \ \.D.e.s.
02655FF4 K. \.0.a.0
02656004 c.2.2.5.f.0.e.5.
02656014 e.e.9.4.1.a.7.9.
02656024 BB R A A v 1
02656034 352.8% 4.9.7.
02656044 5.a.2. 9.e.b.
02656054 4.d.0. d.9.6.
02656064 d.9.e. 6.e.8.
02656074 1.a.b SE B
02656084 n...s. p.1l.e.
02656094 5 7
026560A4 € Bl
02656084 : oY
026560C4 p 5

Figure 72

The ransom note name and content are also decrypted at runtime:
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Address

Hex

02650F10
02650F20
02650F30

72 00
61 00
78 00

[~

s o

00
00
00

61 00 64 00
6E 00 69 00
00 00 00 00

eD
6E
00

65
67
00

00
00
00

2D
2E
00

00 77
00 74
00 00

00
00
00

Address

Hex

02651458
02651468
N2651478

59 00
45 00
4F_00

4F
53
42

00
00
nn

55 00 52 00

2E 00 41 00
52 00 59 00

SF
52
5N

46
45
ca

00
00
nn

49
SF
ag

00
00
0n

00
00
0nn

Address

Hex

ASCII

02653830
02653840
02653850
02653860
02653870
02653880
02653820
026538A0
026538B0
026538C0
026538D0
026538E0
026538F0
02653200
02653910
02653920
02653930
02653940

The ransom note that contains the personal ID is shown below:

5 readme-waming.tx £3 |

41
73 20
o By

75 70
2E 20
72 61
TS

74 6F
GE 63
20 79
6F 6E
20 52

68
74
20

i

74
20
20

6F
74
65

20
61
65
66
65
65
70
6F

75
20
61

65 72 20 74

75 7

76 6F
eC 69
61 6E
73 69

20
69
G6E
64
G6E

6F
64
67
20
65

6F
76
64
69 6C
20 68
64 20 74
TACS T R
75 72 20
64 69 G6E
72 20 63
62 65 6C
64 20 6F
6F 20 72
70 65 72
20 6C 65
20 79 6F
6B 65 65
737320

66
65
2E

20
20
20
65
61

79
62
59
73
76
G6F
61
73
67
6C
69
G6E
65
61
6l
75
70
72

6F
65
6F 75
20
65
6E 73
74
65 7

72
G6E
72
73
65
20
20
76

20
20
20
20
78
G6F
64
65

S2 00 CL 73

65 7

2E 20
73 74
74 69
6B 69
72 20
20785

65
49
6F
6F
G6E
64
6F

20
6E
72
GE
67
61
75

65 7Q 75 ?4
Figure 73

66
65
62
77

62
6E
61
65

65
i
GB
6C

66
61
72
61
73
75
20
65
73
2F
74

61

20
74
73
20
2C
73
6F
20
2C
73
61

79
61
20
6F
20
20
72
79
20
65

2C

G6F
20
69
66
64
3F
64
6F
61
6C
20

-

74 69 6F

file
encr

All of your
s have been
ypted. Your back
up files as well
. We have exfilt
rated tons of yo
ur private data
to our servers i
ncluding data of
your clients, d
ont believe us ?
Read on. In ord
er to restore yo
ur operations, a
void leaking/sel
1ing your data,

and keep your bu
siness reputatio

TOX Download: https://tox.chat/

14 Actention!
- Do not rename encrypted files.

15 Your personal 10: 3E7

1)
4 2) TOX ID: 4ATF41CCEASBSTAF99450066F313C224D4E0ES501414670A8C5B802403E6292F85GF178BBESE
5 3) Install TOX and add the TOX ID in the step 2
4) Share your personal ID over TOX chat (Do not send hello without your personal ID provided below)

- Do not try to decrypt your data using third party software, it may cause permanent data loss.

12 Talking to law enforcement will only ensure that you don't get a decryption key and put your business reputation on the line.

Figure 74

& Upon contacting us, proof will be provided that we can decrypt your data, and samples of exfiltrated confidential information will also be provided.

1L of your files have been encrypted. Your backup files as well. We have exfiltrated tons Of your private data to our servers including data of your clients, dont believe us 2 Read on. In order to restore your operations, avoid
leaking/selling your data, and keep your business reputation intact, contact us directly on the below TOX ID as soon as possible.

0 Although its not our intention , if you do not cooperate , we will not hesitate to make your data public including any confidential data , sell to your competitors/bidders , or send your clients their data just to make you look
really bad and lose your clients trust , or even worse , being prosecuted for not telling your affected clients that their data has been compromised.

It's important to mention that AESKey1 and AESKey2 are successively used to encrypt files.

RUNNING WITH "-n" PARAMETER

Makop verifies that the Process ID that comes with the “-n” parameter is composed of digits only:
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.text:00406A80

.text:004086A838

.text:00406A80 movzx ecx, word ptr [edx]
.text:004086A83 xor eax, eax
.text:004086A85 test CX5EX

jz

sub_4@6A8@ proc near

short locret_486AB1

]

I
.text:@0406A8A lea

ebx, [ebx+2]

i

ll i =

.text:80406A90

.text:@0486A90 loc_406A90:

.text:00486A90 cmp
.text:00486A94 jb

cx; 3oh ; '0°
short locret_4@6AB1

.text:80406A96 cmp
.text:@0486A9A ja

9"

cx, 3%h ;
short locret_486AB1

]

‘_V

text:88406A9C movzx ecx, cx
text:@0406A9F lea eax, [eax+eax*4]
text:80486AA2 add edx, 2
text:@0406AA5 lea eax, [ecx+eax*2-30h]
text:@0406AA9 movzx ecx, word ptr [edx]
text:@00406AAC test €X; - €X
text:@0406AAF jnz short loc_4@86A%0

.text:80406AB1
.text:@@486AB1 locret_4@6AB1:
.text:80406AB1 retn
.text:@@486AB1 sub_4@6A80 endp
.text:80406AB1

Figure 75

The binary creates a new thread that will enumerate the network resources:

. 6A 00 push 0
. 6A 00 push 0 x87Statusword 0000
. 52 push edx X87SW_B O x87SW_C3 0O x87sw_C2 0
. 68 BO 50 40 00 push makop. 405080 X87SW_C1 O x87SW_CO O XxB87SW_ES O
. 6A 00 push 0 X87SW_SF O X87SW_P 0 x87SwW_U 0o
. 6A 00 push 0 : -
|EIP e 13 FF 15 F4 70 40 00 €all dword ptr ds:[<&CreateThread>] v
. EE 15 e 5 | Default (stdcal) ~ |[5 2] 0] unlod
H 00000000
dword ptr [004070F4 <makop.&CreateThread>]=<kernel32.CreateThread> T 52314] 00000000
esp+8] 00405080 makop.00405080
esp+C] 02635EE0
.Text:004057D7 makop.exe:$57D7 #4BD7 esp+10] 00000000

Woump1  @4pump2  @hDump3  WYpump4  @WDumps @@ watch1i  Ix-llocals ) Struct

Address | Hex | Asc1I | makop.
02646D88 |25 00 73 00(20 00 28 00|25 00 30 00(38 00 58 00|%.s. .(.%.0.8.X. 0019FF30 | 00000000
Jcdat|edio0 e 22‘5? 200002270082 29|§§ 0000 | EE:S pend 0019FF34| 00000000

Figure 76

The WNetOpenEnumW and WNetEnumResourceW APIs are used to enumerate the network resources. The
malicious executable is looking for network shares that will also be encrypted:
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push eax
push ecx
push 0
push 0
push edi
€all <makop.wWNetOpenEnumw>

x87Statusword 0000

X87SW_B X87SW_C3 0
X87SW_C1 0O x87SW_C0 O
X87SW_SF O X87SW_P o

X87SW_C2 O
X87SW_ES O
X87SW_U 0

v
Default (stdcall)

% @D Unlodt

<makop.WNetOpenEnumw>

.text:00404F57 makop.exe: $4F57 #4357

1: [esp] 1

[esp+4] 00000000
fesp+s8] 00000000
fesp+C] 00000000
[esp+10] 046DFF44

1E 00 00

@oump1  @Dump2 WMDump3  Wbump4  Wpumps @D watch1  Ie-llocals 4 Struct FF2
Address | Hex | Asc1z |
OZESDEA NN O 0 28 00[25 00 30 00[38 00 58 00[M.S. .(.%.0.8.X.| | l'oseorrac! oseFr
push edx 2
push esi
8D 44 24 18 lea eax,dword ptr ss:|[fesp+13])
push eax

push ecx
€all <makop.WNetEnumResourcew:

‘xs?statusword 0000

X87SW_B 0 x87SW_C3 O
X87SW_C1 0 x87SwW_C0 O
X87SW_SF O X87SW_P 0

X87SW_C2 0
X87SW_ES O
X87SW_U o

ecx:"c —

= Default (stdcall)

3 ‘E] [ unlod

<makop.WNetEnumR esour cew>

. Text:00404FA2 makop.exe: $4FA2 #43A2

: [esp] 0264E4DO0 "cOnn™
2: [esp+4] 046DFF40

: [esp+8] 02648140
4: [esp+C]_046DFF48
5: [esp+10] 02635EE0

@oump1  @4pump2  @YDump3 Y Dump 4

% Dump 5

@ Watch 1 [x=] Locals ;;’ Struct

‘Address Hex | AscII ]
R ——

A ” 046DFF28| 02648140
1

Figure 77
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APPENDIX

List of processes to be stopped

msftesqgl.exe
sqglagent.exe
sqglbrowser.exe
sqlservr.exe
sqlwriter.exe
oracle.exe
ocssd.exe
dbsnmp.exe
synctime.exe
agntsrvc.exe
mydesktopqos.exe
isqlplussvc.exe
xfssvccon.exe
mydesktopservice.exe
ocautoupds.exe
encsvc.exe
firefoxconfig.exe
tbirdconfig.exe
ocomm.exe
mysqld.exe
mysqld-nt.exe

mysqld-opt.exe
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dbeng50.exe

sqbcoreservice.exe
excel.exe
infopath.exe
msaccess.exe
mspub.exe
onenote.exe
outlook.exe
powerpnt.exe
steam.exe
thebat.exe
thebat64.exe
thunderbird.exe
visio.exe
winword.exe

wordpad.exe
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